(I started from the last step/s screenshot and went downward because it was easier to keep
track of all the screenshots that way, I'm sorry. So step 20 is listed as 1. | also forgot to
screenshot it at step 3 so the screenshot for step 3 and 4 are the same since it shows that | did
the code in the previous command)

dm P O]

Terminal - student@kali.example.com: ~
File Edit View Terminal Tabs Help

mv ppp peers

1s

touch data/test

rm data/passwd

rm -I peers

1s




Jm P O]

Terminal - student@kali.example.com: ~

File Edit View Terminal Tabs Help
cp -r /etc/ppp .
: cannot open '/etc/ppp/pap-secrets’ for reading: Permission denied
: cannot open '/etc/ppp/chap-secrets' for reading: Permission denied

mv ppp peers

1s

touch data/test

rm data/passwd

rm - peers
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Terminal - student@kali.example.com: ~

File Edit View Terminal Tabs Help

cp /etc/passwd data/

cp -r /etc/ppp .
: cannot open '/etc/ppp/pap-secrets' for reading: Permission denied
: cannot open '/etc/ppp/chap-secrets' for reading: Permission denied

mv ppp peers

1s

touch data/test

rm data/passwd




Terminal - student@kali.example.com: ~

File Edit View Terminal Tabs Help

mkdir data

cp /etc/passwd data/

cp -r /etc/ppp .
p: cannot open '/etc/ppp/pap-secrets' for reading: Permission denied
: cannot open '/etc/ppp/chap-secrets' for reading: Permission denied

mv ppp peers

1s

touch data/test




P

Terminal - student(@kali.example.com: ~

File Edit View Terminal Tabs Help
/etc
cd

mkdir data

cp /etc/passwd data/

cp -r /etc/ppp .
: cannot open '/etc/ppp/pap-secrets’ for reading: Permission denied
'p: cannot open '/etc/ppp/chap-secrets' for reading: Permission denied

mv ppp peers

1s
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Terminal - student@kali.example.com: ~

File Edit View Terminal Tabs Help
saned:x:136:
lightdm:x:137:
colord:x:138:
coredns:x:139:

cd

mkdir data

cp /etc/passwd data/

cp -r /etc/ppp .
: cannot open '/etc/ppp/pap-secrets' for reading: Permission denied
p: cannot open '/etc/ppp/chap-secrets' for reading: Permission denied

mv ppp peers




dE P O]

Terminal - student@kali.example.com: ~

Edit View Terminal Tabs Help
/etc
tail -n 5 /etc/group
scanner:x:135:saned
saned:x:136:
lightdm:x:137:
colord:x:138:
coredns:x:139:

cd
mkdir data

cp /etc/passwd data/

cp -r fetc/ppp .
cp: cannot open '/etc/ppp/pap-secrets' for reading: Permission denied
cp: cannot open '/etc/ppp/chap-secrets' for reading: Permission denied




P O]

Terminal - student@kali.example.com: ~

File Edit View Terminal Tabs Help

fetc
file /etc/group
Jetc/group: ASCII text

tail -n 5 /etc/group
scanner:x:135:saned
saned:x:136:
lightdm:x:137:
colord:x:138;
coredns:x:139:

cd

mkdir data

cp /etc/passwd data/




Jm P O]

Terminal - student@kali.example.com: ~

File Edit View Terminal Tabs Help
journald.conf networkd.conf system.conf user.conf

logind.conf pstore.conf sleep.conf timesyncd. conf
resolved.conf

fetc

file /etc/group
/etc/group: ASCII text

tail -n 5 /etc/group
scanner:x:135:saned
saned:x:136:
lightdm:x:137:
colord:x:138;
coredns:x:139:

cd

mkdir data




dm P D

Terminal - student@kali.example.com: ~

File Edit View Terminal Tabs Help

sysstat sysstat.ioconf

systemd:

journald.conf networkd.conf system.conf user.conf

logind.conf pstore.conf sleep.conf timesyncd.conf
resolved.conf

Jetc

file /etc/group
/etc/group: ASCII text

tail -n 5 /etc/group
scanner:x:135:saned
saned:x:136:
lightdm:x:137:
colord:x:138:;
coredns:x:139:

cd




11.

dm P O]

Terminal - student@kali.example.com: fetc

File Edit View Terminal Tabs Help
README.sysctl

sysstat:
sysstat sysstat.ioconf

systemd:

journald.conf networkd.conf

logind.conf pstore.conf sleep.conf
resolved.conf

[etc

file /etc/group
/etc/group: ASCII text

tail -n 5 /etc/group
scanner:x:135:saned
saned:x:136:
lightdm:x:137:
colord:x:138:
coredns:x:139:

system.conf
timesyncd.conf

user.conf




SF N A IR

Terminal - student@kali.example.com: fetc

File Edit View Terminal Tabs Help

supercat:
spcrc-crontab spcrec-crontab-light

sV.

sysctl.d:
README.sysctl

sysstat:
sysstat sysstat.ioconf

systemd:

journald.conf networkd.conf

logind.conf pstore.conf sleep.conf
resolved.conf

Jetc
file /etc/group
/etc/group: ASCII text

system.conf
timesyncd.conf

user.conf
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Terminal - student@kali.example.com: Jetc

File Edit View Terminal Tabs Help

fetc
1s s=*
screenrc services shells strongswan.conf sudo.conf
searchsploit_rc shadow smartd.conf subgid sudo_logsrvd.conf
sensors3.conf shadow-  smi.conf subuid sudoers

samba:
gdbcommands smb.conf

sane.d:

abaton.conf lexmark.conf saned.conf
agfafocus.conf dmc.conf lexmark_x2600.conf sceptire.conf
airscan.conf epjitsu.conf mal5@9.conf sharp.conf
apple.conf epson.conf magicolor.conf sm3840.conf
artec.conf epson2.conf matsushita.conf snapscan.conf
artec_eplusi4Bu.conf epsonds.conf microtek.conf spl5c.conf
avision.conf escl.conf microtek2.conf st400.conf
bh.conf fujitsu.conf mustek.conf stv6s0.conf
canon.conf genesys.conf  mustek_pp.conf tamarack.conf
canon63@u.conf gphoto2.conf mustek_usb.conf tecol.conf
canon_dr.conf gt68xx.conf nec.conf teco2.conf
canon_lide7@.conf hp.conf net.conf teco3.conf
canon_pp.conf hp3900.conf p5.conf test.conf
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Terminal - student@kali.example.com: fetc

File Edit View Terminal Tabs Help
idmapd.conf zsh_command_not_found
protocols

/etc

1s -1
total 1608
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-rW-r--r--
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-I'W-r--r--

5]

154:42
14:41
14: 44
2024
14:39
14:46
14:47
2025 adduser.conf
14:40
14:47
14:36
14:46
14:32
154:48
14:31
14:42
14:45
14:48 bash.bashrc

root root 4096
root root 4006
root root 4096
root root 4096
root root 4006
root root 4096
root root 4096
root root 3981
root root 4096
root root 20480
root root 4096
root root 4006
root root 4096
root root 4096
root root 4006
root root 4096
root root 4996
root root 1997

ol B 00 00 R 00 W R W BRSO 0D
00 00 00 OO 00 OO OO OO0 OO 00 OO0 00 00 00 ~J OO 00 00




dE P ]

Terminal - student(@kali.example.com: Jetc

File Edit Terminal

1".!".|- ew

1s

adduser.conf

bash.bashrc
bash_completion

bindresvport.blacklist

Tabs Help

Jetc

proxychains&.conf

inputrc

ipsec.conf

ipsec.secrets
1s5ue
issue.net

rearj.cfg
kernel-img.conf

redsocks.conf

request-key.conf
ld.so.cache
ld.so.conf




Terminal - student(@kali.example.com: Jetc

File Edit View Terminal Tabs Help

pwd
/home,/student
cd /etc

Jetc
cd skel

Jetc/skel

Jetc




oW A NG

Firefox ESR
Browse the

kali.example.com: fete/skel

World Wide Web

pwd
J/home/student

cd /etc

Jetc
cd skel

Jetc/skel




oW A NG

Firefox ESR
Browse the

kali.example.com: fete/skel

World Wide Web

pwd
J/home/student

cd /etc

Jetc
cd skel

Jetc/skel




dm P O]

Terminal - student@kali.example.com: ~

File Edit View Terminal Tabs Help

pwd
/home/student
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Terminal - student@kali.example.com: ~

File Edit View Terminal Tabs Help

-~




