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The CIA Triad and the Distinction between Authentication and Authorization. 

The CIA Triad which stands for Confidentiality, Integrity, and Availability is the main model for the protection of data in cybersecurity. Confidentiality- ensures data is only accessible to authorized users. Integrity- ensures that all data remains accurate and unaltered. Availability- all data available when needed.  In addition, authorization and authentication are key factors within the CIA Triad. Authentication controls resources only for that specific user to access, and authorization verifies a user’s identity. Both concepts ensure a strong form of security and a great deal of procedures within information systems. 

Introduction. 
The CIA Triad is a structure that ensures data and information that stays secure within the company/organization. Each part of the CIA Triad represents and focuses on different details of data protection. Explanation below. 
· Confidentiality
Confidentiality ensures that delicate information can only be delicate information can only be accessed by authorized individuals. 
· Integrity 
Integrity ensures that all delicate information stays accurate and does not change.
· Availability 
Availability ensures that all data and systems are available for all authorized users to access when they need to. 
Authentication and Authorization: The differences. 
The CIA Triad is about ensuring the protection of user’s data. However, Authentication and Authorization manage user data and who is allowed to access certain information. 
Authentication.
This process verifies a user’s identity. For example, for any email account such as Yahoo or Gmail, when you log in you have to enter either a username or number and a password which will then validate your identity within the system.
Authorization. 
  	After going through, the authentication process you are now authorized to do certain things within the system that you are authorized to do. For example, after logging into a system such as your job you are authorized to access what your job has accessed you to. So an executive can access many things that a regular employee cannot, due to each person’s level of authority within the company. 
Example of both Authorization & Authentication.
Imagine working for a company and logging into its network to log in you have to use the company's biometric fingerprint login system. Once your identity is validated you can access the network. However, because there are different levels of authorization you are only able to access what you are authorized to. If you are in the digital forensics department you are only authorized to see those files and emails within the forensics department. On the other hand, if you are in the marketing department you are only authorized to access that specific department. This example fully explains how authentication validates and confirms who you are and authorization limits what you do based on whatever you do within the company. 
Conclusion.
In conclusion, the CIA Triad ensures that personal and delicate data within a company is safe by enforcing Confidentiality, Integrity, and Availability. Meanwhile, Authentication and Authorization both control what users access and limit what they can do. With these methods in mind, we can understand how companies secure systems that protect all of our sensitive data. 
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