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CYSE 270: Linux System for Cybersecurity 
The goal of this lab is to test the strength of different passwords. 
Task A – Password Cracking 
1. Create 6 users in your Linux Terminal, then set the password for each user that meets the following complexity requirement respectively. You should list the passwords created for each user. [6 * 5 = 30 points]. 
1. For user1, the password should be a simple dictionary word (all lowercase) 
[bookmark: _Hlk210156162]Password used: apple
2. For user2, the password should consist of 4 digits. 
Password used: 1234
3. For user3, the password should consist of a simple dictionary word of any length characters (all lowercase) + digits. 
Password used: order3518
4. For user4, the password should consist of a simple dictionary word characters (all lowercase) + digits + symbols. 
Password used: cookies0142!*#^&
5. For user5, the password should consist of a simple dictionary word (all lowercase) + digits. 
Password used: starbase3001
6. For user6, the password should consist of a simple dictionary word (with a combination of lower and upper case) + digits + symbols. 
Password used: FiTNeSs321@>!%&
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Remember, do not use the passwords for your real-world accounts. 
2. Export above users’ hashes into a file named xxx.hash (replace xxx with your MIDAS name) and use John the Ripper tool to crack their passwords in wordlist mode (use rockyou.txt). [ 40 points] 
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3. Keep your john the ripper cracking for 10 minutes. How many passwords have been successfully cracked? [30 points] 
 Only three
[image: ]
 
 
 
CYSE 270: Linux System for Cybersecurity 
 
Extra credit (10 points): 
1.  Find and use the proper format in John the ripper to crack the following MD5 hash. 
Show your steps and results. 
a. 5f4dcc3b5aa765d61d8327deb882cf99
b. 63a9f0ea7bb98050796b649e85481845
5f4dcc3b5aa765d61d8327deb882cf99
63a9f0ea7bb98050796b649e85481845
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Methods to create files and add the MD5 hash in the text: 
“touch extra.txt” “gedit extra.txt” 
“touch extra2.txt” “gedit extra2.txt” 
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(student® kali.example.com)-[~]
’3 sudo john --format=crypt 01296900.hash --wordlist=/home/student/rockyou.txt
Using default input encoding: UTF-8
Loaded 7 password hashes with 7 different salts (crypt, generic crypt(3) [2/64])
Cost 1 (algorithm [1:descrypt 2:mdScrypt 3:sunmd5 4:bcrypt 5:sha256crypt 6:sha51
2crypt]) is 0 for all loaded hashes
Cost 2 (algorithm specific iterations) is 1 for all loaded hashes
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
0g 0:00:00:52 0.00% (ETA: 2025-10-18 09:04) 0g/s 10.96p/s 84.05c/s 84.05C/s evel
yn..kelly

apple (user1)
1234 (user2)
student (student)

3g 0:00:17:02 0.12% (ETA: 2025-10-12 07:59) 0.002935g/s 19.81p/s 83.40c/s 83.40C
/s kirstenl..ailyn
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(student® kali.example.com)-[~]
’:S sudo john --show --format=Raw-MD5 extra.txt
0 password hashes cracked, 1 left

(student® kali.example.com)-[~]
’:S sudo john --format=Raw-MD5 extra.txt
Using default input encoding: UTF-8
Loaded 1 password hash (Raw-MD5 [MD5 512/512 AVX512BW 16x3])
Warning: no OpenMP support for this hash type, consider --fork=2
Proceeding with single, rules:Single
Press 'q' or Ctrl-C to abort, almost any other key for status
Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/usr/share/john/password.lst
password ()
1g 0:00:00:00 DONE 2/3 (2025-10-02 08:52) 33.33g/s 25600p/s 25600c/s 25600C/s 12
3456. .bigben
Use the "--show --format=Raw-MD5" options to display all of the cracked password
s reliably
Session completed.

(student® kali.example.com)-[~]
’:S sudo john --show --format=Raw-MD5 extra.txt
?:password

1 password hash cracked, 0 left
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(student® kali.example.com)-[~]
L_$ sudo john --format=Raw-MD5 extra2.txt
Using default input encoding: UTF-8
Loaded 1 password hash (Raw-MD5 [MD5 512/512 AVX512BW 16x3])
Warning: no OpenMP support for this hash type, consider --fork=2
Proceeding with single, rules:Single
Press 'q' or Ctrl-C to abort, almost any other key for status
Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/usr/share/john/password.lst
Proceeding with incremental:ASCII
root (?)
1g 0:00:00:01 DONE 3/3 (2025-10-02 08:54) 0.5555g/s 3127Kp/s 3127Kc/s 3127KC/s @
102000101. .rams
Use the "--show --format=Raw-MD5" options to display all of the cracked password
s reliably
Session completed.

(student® kali.example.com)-[~]
’3 sudo john --show --format=Raw-MD5 extra2.txt
?:root

1 password hash cracked, 0 left

S(Students kali.example.com)-[~]
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lerminal - student@kall.exampie.com: ~

File Edit View Term Tabs Help
1ib file for namespace 'Peas', version '1.0' not found

*% (gedit:74676): WARNING **: 08:54:08.382: Could not load PeasGtk repository: T  Computer-Thunar

ypelib file for namespace 'PeasGtk', version '1.0' not found Help

E(students kali.example.com)-[~] -
$ sudo john --format=Raw-MD5 extra2.txt - student - Thunar (x)

Using default input encoding: UTF-8 File Edit View Go Bookmarks Help
Loaded 1 password hash (Raw-MD5 [MD5 512/512 AVX512BW 16x3])

Warning: no OpenMP support for this hash type, consider --fork=2 4= =) f A < A student 7 q
" Proceeding with single, rules:Single
s Press 'q' or Ctrl-C to abort, almost any other key for status Places

Almost done: Processing the remaining buffered candidate password - - -
 Proceeding with wordlist:/usr/share/john/password. st = Computer

i D s i S e _ Music Pictures Public

root () I Deskio,

1g 0:00:00:01 DONE 3/3 (2025-10-02 08:54) 0.5555¢/s 3127Kp/s 3127 P

102000101. .rams () Recent - -

Use the "--show --format=Raw-MD5" options to display all of the c ' T

s reliably

Session completed. &) Documents Templates Videos 01296900.hash

(student® kali.example.com)-[~] = N!usw
’:S sudo john --show --format=Raw-MD5 extra2.txt {0 Pictures
?:root &) Videos
extra.txt extra2.txt roc bxt
1 password hash cracked, 0 left {8 Downloads R
. 0 Devices
Es( itndents kali.example.com) a File System 2
Network shadow

] Browse Network
16 folders | 20 files: 133.6 MiB (140063550 bytes) | Free space:8...
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—(student® kali.example.com)-[~]
—$ sudo useradd userl

—(student® kali.example.com)-[~]
—$ sudo useradd user2

—(student® kali.example.com)-[~]
—$ sudo useradd user3

—(student® kali.example.com)-[~]
—$ sudo useradd user4

—(student® kali.example.com)-[~]
—$ sudo useradd user5

—(student® kali.example.com)-[~]
—$ sudo useradd useré
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L—(studentskali.exalple.col)-[-]
$ sudo passwd userl

New password:

Retype new password:

passwd: password updated successfully

(student® kali.example.com)-[~]
’3 sudo passwd user2

New password:

Retype new password:

passwd: password updated successfully

’j(studentekali.enwle.col)—[-]
$ sudo passwd user3

New password:

Retype new password:

passwd: password updated successfully

E(studentekali.exawle.:ol)*[-]
$ sudo passwd user4

New password:

Retype new password:

passwd: password updated successfully

L—(studente kali.example.com)-[~]
$ sudo passwd user5

New password:

Retype new password:

passwd: password updated successfully

L—(students kali.example.com)-[~]
$ sudo passwd user6

New password:

Retype new password:




image3.png
(student® kali.example.com)-[~]
’3 locate rockyou.txt.gz
/usr/share/wordlists/rockyou. txt.gz

(student® kali.example.com)-[~]
,js sudo cp /usr/share/wordlists/rockyou.txt.gz /home/student/

(student® kali.example.com)-[~]
’3 gunzip rockyou.txt.gz

L—(student@kali.exam’le.col)-[-]
$ cat rockyou.txt | head -10
123456

12345

123456789

password

iloveyou

princess

1234567

rockyou

12345678

abc123
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(student® kali.example.com)-[~]
’3 sudo cp /etc/shadow /home/student/

S(Stwents kali.example.com)-[~]

1s -1
total 136684
~TW-TW- 1 student student 0 Oct 2 06:04 01296900.hash
druxr-xr-x 2 student student 4096 Sep 24 17:29 Desktop
drwxr-xr-x 2 student student 4096 Sep 24 17:29 Documents
druxr-xr-x 2 student student 4096 Sep 24 17:29 Downloads
drwxr-xr-x 2 student student 4096 Sep 24 17:29 Music
druxr-xr-x 2 student student 4096 Sep 24 17:29 Pictures
drwxr-xr-x 2 student student 4096 Sep 24 17:29 Public
druxr-xr-x 2 student student 4096 Sep 24 17:29 Templates
drwxr-xr-x 2 student student 4096 Sep 24 17:29 Videos
-rw-r--r-- 1 student student 139921507 Oct 2 06:33 rockyou.txt
BDETEe 1 root root 2096 Oct 2 06:35 shadow

L—(students kali.example.com)-[~]
$ sudo cat shadow > 01296900.hash

(student® kali.example.com)-[~]
'ji cat 01296900.hash
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(student® kali.example.com)-[~]
’3 sudo john --format=crypt ©1296900.hash --wordlist=/home/student/rockyou.txt
Using default input encoding: UTF-8
Loaded 7 password hashes with 7 different salts (crypt, generic crypt(3) [?/64])
Cost 1 (algorithm [1:descrypt 2:mdScrypt 3:sunmd5 4:bcrypt 5:sha256crypt 6:sha51
2crypt]) is 0 for all loaded hashes
Cost 2 (algorithm specific iterations) is 1 for all loaded hashes
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
0g 0:00:00:52 0.00% (ETA: 2025-10-18 09:04) 0g/s 10.96p/s 84.05c/s 84.05C/s evel
yn..kelly
apple (user1)




