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CYSE 270: Linux System for Cybersecurity 
Lab 11 – Basic Network Configurations  
 
CYSE 270: Linux System for Cybersecurity 
You can use either Ubuntu VM or Kali Linux VM to complete the following tasks.
Task A – Explore Network Configurations (8 * 5 = 40 Points) 
{{{{{{{{{Connect your VM in the NAT mode}}}}}}}} 
1. Use the correct ifconfig command to display the current network configuration. Highlight your IP address, MAC address, and the network mask. 
[image: ]
2. Use the correct route command to display the current routing table. 
[image: ]
3. Use the netstat command to list current TCP connections. 
[image: ]
4. Use the ping command to determine if the ubuntu.com system is accessible via the network. 
(Use the correct option to send 10 ping requests only.) 
[image: ]
5. Use the host command to perform a DNS query on www.odu.edu 
[image: ]
6. Use the cat command to display the contents of the file that contains the system’s hostname. 
[image: ]
7. Use the cat command to display the contents of the file that contains the DNS servers for this system. 
[image: ]
8. Edit the same file you display in the previous step, set the system’s hostname to your MIDAS ID permanently. Reboot system and repeat step 6. 
 [image: ]
After the reboot
[image: ]
Task B – A Different Network Setting (3 * 20 = 60 Points) 
1. Change the VM network connection from NAT to the bridge mode (you will lose your Internet connection if you are connected to the ODU campus Wi-Fi network, but it is okay).  
[image: ]

2. Reboot your system, then repeat Steps 1 – 7 in Task A. 










3. Highlight the differences at the end of each step and discuss what you find. 
              [image: ] [image: ]
The IP address was changed[image: ]
The gateway was changed
[image: ]
Ubuntu couldn’t be pinged
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Zeba@Ubuntu:-$ cat /etc/hostname
Ubuntu
Zeba@Ubuntu:-$ ||
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Zeba@Ubuntu:~$ cat /etc/hosts
127.0.0.1 Tocalhost. localdomain  localhost
1 Tocalhost6. localdonainé localhosté

# The following lines are desirable for IPvé capable hosts
Tocalhost ip6-localhost ip6-Lloopback

1p6-Localnet

1p6-allnodes

ip6-allrouters

ff02::3 ip6-allhosts

Zeba@Ubuntu:-$ [
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Zeba@Ubuntu:-$ cat /etc/hostname
Ubuntu

Zeba@Ubuntu:-$ hostname

Ubuntu

Zeba@Ubuntu:-$ hostname myhost

hostname: you must be root to change the host name
Zeba@Ubuntu:-$ sudo hostname myhost

[sudo] password for Zeba:

Zeba@Ubuntu:-$ hostname

nyhost

Zeba@Ubuntu:-$ sudo hostname 01296900
Zeba@Ubuntu:-$ hostname

01296900

Zeba@Ubuntu:-$ ||
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Zeba@Ubuntu:-$ cat /etc/hostname

Ubuntu
Zeba@Ubuntu:-$ cat Jetc/hosts
127.0.0.1 Tocalhost. localdomain  localhost

EE localhost6.localdomainé localhost6

# The following lines are desirable for IPv6 capable hosts
Tocalhost ip6-localhost ip6-loopback

ip6-localnet

ip6-allnodes

ip6-allrouters

3 ip6-allhosts

Zeba@Ubuntu:-~$ ||

[N
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Zeba@Ubunt

Search settings £
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& Enavle Network Adapter

— Attached to  Bridged Adapter v
Storage Name  Intel(R) Wi-Fi 6E AX211 160MHz v
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Promiscuous Mode  Deny v

MAC Address 050027611830

Virtual Cable Connected
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: Shared Folders
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Cancel Help
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ZebagUbuntu:-$ ifconfig

enpos3: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> nmtu 1500
inet 192.168.12.193 netmask 255.255.255.0 broadcast 192.168.12.255
inet6 feg0::200:27f:fe61:1830 prefixlen 64 scopeid @x20<link>
inet6 fdfa:a138:2ebc:0:200:27ff:fe61:1830 prefixlen 64 scopeid @xd<global>
inet6 fdfa:a138:2ebc:0:1fe7:8505:666e:d79b prefixlen 64 scopeid @x8<global>
inet6 2607:b91:4bof:b09d:200:27FF:e61:1830 prefixlen 64 scopeid Bxd<global>
inet6 2607:fb91:4bof :b09d:8fd1:bf6b:befa:edlc prefixlen 64 scopeid 6xd<global

ether 08:00:27:61:18:30 txquevelen 1000 (Ethernet)
RX packets 1071 bytes 453484 (453.4 K8)
RX errors 46 dropped © overruns © frane 46
TX packets 751 bytes 96278 (96.2 KB)
TX errors 0 dropped O overruns © carrier 0 collisions 0
Lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netnask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox10<host>
Toop txquevelen 1000 (Local Loopback)
RX packets 219 bytes 22988 (22.9 KB)
RX errors @ dropped @ overruns @ frame 0
TX packets 219 bytes 22988 (22.9 KB)
TX errors 0 dropped 0 overruns 0 carrier © collisions 0

Zeba@ubuntu:-$ |
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Zeba@Ubuntu:-$ route
Kernel IP routing table

Destination  Gateway Genmask Flags Metric Ref  Use Iface
default £5688w. Lan 0.0.0.0 UG 100 6 © enp0s3
192.168.12.0  0.6.0.0 255.255.255.06 U 100 © © enpBs3
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Zeba@Ubuntu:-$ ping www.ubuntu.com
28) 56 data bytes

PING www.ubuntu.con (2620:2d:4000:
rC

ping statistics

W, ubunty
97 packets transmitted, © received. 100% packet loss. time 109648ns
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2 ip6-allrouters
££02::3 ip6-allhosts
Zeba@Ubuntu:-$ ifconfig
enpos3: Flags=4163<UP,BROADCAST RUNNING,MULTICAST> mtu 1500
inet 10,0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fd17:625:f037:2:200:27ff:fe61:1830 prefixlen 64 scopeid 0xd<global>
a79:7deb prefixlen 64 scopeid 6x0<global>
inet6 fege: 11830 prefixlen 64 scopeid 0x20<link>
ether 08:00. 18:30  txquevelen 1000 (Ethernet)
RX packets 220 bytes 73224 (73.2 KB)
RX errors © dropped 0 overruns 0 frame ©
TX packets 275 bytes 31611 (31.6 kB)
TX errors @ dropped © overruns © carrier 6 collisions O

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid Ox10<host>
Toop txqueuelen 1000 (Local Loopback)
RX packets 150 bytes 13689 (13.6 kB)
RX errors @ dropped @ overruns O frane ©
TX packets 150 bytes 13689 (13.6 KB)
TX errors © dropped © overruns 8 carrier © collisions 0

Zeba@Ubuntu:-$
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Zeba@Ubuntu:~5 route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref  Use Iface
default _gateway 0.0.0.0 UG 100 0  enpos3
10.0.2.0 9.0.0.0 255.255.255.0 U 100 0  enpos3

Zeba@Ubuntu:~$ |
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Zeba@Ubuntu:-$ netstat -t

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
Zeba@Ubuntu:~$
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Zeba@Ubuntu:-$ ping www.ubuntu.com
PING www.ubuntu.com (185.125.190.20) 56(84) bytes of data.

64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from

website-content-cache-1.ps5.canonical.com
website-content-cache-1.ps5.canonical.com
website-content-cache-1.ps5.canonical.com
website-content-cache-1.ps5.canonical.com
website-content-cache-1.ps5.canonical.com
website-content-cache-1.ps5.canonical.com
website-content-cache-1.ps5.canonical.com
website-content-cache-1.ps5.canonical.com
website-content-cache-1.ps5.canonical.com
website-content-cache-1.ps5.canonical.com

--- www.ubuntu.com ping statistics ---
10 packets transmitted, 10 received, 0% packet loss, time 9915ms

rtt min/avg/max/mdev = 104.675/116.708/143.289/11.207 ms

Zeba@Ubuntu:-$

(185.125.190.20): icmp_seq=1 ttl=255 ns
(185.125.190.20): icmp_seq=2 ttl=255 ns
(185.125.190.20): icmp_seq=3 ttl=255 ns
(185.125.190.20): icmp_seq=4 ttl=255 ns
(185.125.190.20): icmp_se ns
(185.125.190.20): icmp_seq= ns
(185.125.190.20) : ns
(185.125.190.20) : ns
(185.125.190.20) : ns

(185.125.190.20):
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Zeba@Ubuntu:-$ host www.odu.edu
www.odu.edu has address 35.170.140.174




