  
  
  
CYSE 270: Linux System for Cybersecurity  
Lab 7 – Manage Local Storage  
 
CYSE 270: Linux System for Cybersecurity Part I– Check your file system (30 points).   
Submit the screenshot for All the three steps.  
Step 1. Execute the ls  /dev/sd* command to see the current hard disk devices. [use  sudo ]  
[image: ] 
Step 2. Execute the fdisk -l command to list the current hard disk partitions. [use  sudo ]  
[image: ] 
Step 3. Execute the parted -l command to list the current hard disk partition table. [use  sudo ]  
[image: ] 
Part II– Create a new virtual disk (30 points)  
Submit the screenshot for All the three steps.  
Step 1. In the VM setting, attach a new virtual hard disk with the size of 200 MB to our current Linux VM. 
Name it as “your_midas.vdi” [ HINT: Please refer to the slides and discussion during the class for week 7]  
[image: ] 
Step 2. Load this virtual hard disk to your virtual machine.  
[image: ] 
Step 3. Repeat the steps in Part I and highlight the differences after adding the new virtual hard disk.  
[image: ] 
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[image: ] 
 
Part III– Creating Partitions and Filesystems (60 points)  Submit the screenshot for All the three eight steps.  
Step 1. Use the fdisk command to create a new primary partition on the new virtual hard disk attached in Part II.  
[image: ] 
[image: ] 
Step 2. Use the correct command to create an ext4 filesystem on the new partition.  
[image: ] 
Step 3. Repeat the steps in Part I and highlight the differences.  

[image: ] 
Step 4. Make a new directory named /cyse. And mount the new partition under this directory.  
[image: ] 
Step 5. Use the df command to check the mounting point of the new partition.  
[image: ] 
Step 6. Create a new file named for YourMIDAS.txt (replace YourMIDAS with your MIDAS ID) in the directory /cyse and put your name in that file.  
  

Step 7. Unmount /cyse directory.  
[image: ] 
Step 8. Check the contents in /cyse directory. What do you find?  
[image: ] 
[image: ] 
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Disk /dev/sda: 32.44 GiB, 34830385152 bytes, 68028096 sectors
Disk model: VBOX HARDDISK

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: gpt

Disk identifier: 49C47FB3-E82F-4FF7-85B1-74A97074F8C6

Device Start End Sectors Size Type
/dev/sdal 2048 4095 2048 1M BIOS boot
/dev/sda2 4096 68024319 68020224 32.4G Linux filesystem

pisk /dev/sdb: 200 MiB, 209715200 bytes, 409600 sectors
isk model: VBOX HARDDISK
sectors of 1 * 512 = 512 bytes

ize (logical/physical): 512 bytes / 512 bytes

1/0 size (minimun/optimal): 512 bytes / 512 bytes
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:-$ sudo parted -1
Model: ATA VBOX HARDDISK (scsi)

Disk /dev/sda: 34.8GB

Sector size (logical/physical): 5128/5128
Partition Table: gpt

Disk Flags:
Number Start End size  File system Name Flags

1 1049kB  2097kB  1049KB bios_grub
2 2097kB 34.8GB 34.8GB extd

Error: /dev/sdb: unrecognised disk label
Model: ATA VBOX HARDDISK (scsi)

Disk /dev/sdb: 210MB

Sector size (logical/physical): 5128/5128

:_unknown
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zeba@buntu:-$ sudo fdisk /dev/sdb

Nelcome to fdisk (util-linux 2.39.3).
Changes will remain in memory only, until you decide
Be careful before using the write command

Device does not contain a recognized partition table
Created a new DOS (MBR) disklabel with disk identifie

Command (m for help): m
Help:

DOS (MBR)

a toggle a bootable flag

b edit nested BSD disklabel
¢ toaggle the dos compatibility flag
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Disk model: VBOX HARDDISK

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: dos

Disk identifier: Ox7f4f358b

Device Boot Start  End Sectors Size Id Type
/dev/sdb1 2048 409599 407552 199M 83 Linux

Disk /dev/loop8: 5.97 MiB, 6258688 bytes, 12224 sector
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/loop10: 516.01 MiB, 541073408 bytes, 1056784
Units: sectors of 1 * 512 = 512 bytes
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Zeba@Ubuntu:-$ sudo mkfs -t ext4 /dev/sdbl
mke2fs 1.47.0 (5-Feb-2023)
Creating filesystem with 50944 4k blocks and 50944 inodes
Filesystem UUID: 4ab969ac-adbe-42c0-bcab-776ae9dd4dbl
Superblock backups stored on blocks

32768

Allocating group tables: done

Writing inode tables: done

Creating journal (4696 blocks): done

Writing superblocks and filesystem accounting information: done

Zeba@Ubuntu:-~$ [|
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Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Zeba@Ubuntu:-$ sudo mkfs -t extd /dev/sdbl
mke2fs 1.47.0 (5-Feb-2023)
Creating filesystem with 50944 4k blocks and 50944 inodes
Filesystem UUID: 4ab969ac-adbe-42c0-bcab-776ae9dd44bl
Superblock backups stored on blocks

32768

Allocating group tables: done

Writing inode tables: done

Creating journal (4896 blocks): done

Writing superblocks and filesystem accounting information: done

Zeba@Ubuntu:~$ Ls /dev/sd*
/dev/sda [dev/sdal [dev/sda2 [dev/sdb /dev/sdb1
Zeba@Ubuntu:-$ sudo ls /dev/sd*

/dev/sda /dev/sdal /dev/sda2 /dev/sdb I

Zeba@Ubuntu:-$ I
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Disklabel type: gpt
Disk identifier: 49C47FB3-E82F-4FF7-85B1-74A97074F8C6

Device Start End Sectors Size Type
/dev/sdal 2048 4095 2048 1M BIOS boot
/dev/sda2 4096 68024319 68020224 32.4G Linux filesystem

Disk /dev/sdb: 200 MiB, 209715200 bytes, 409600 sectors
Disk model: VBOX HARDDISK

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: dos

Disk identifier: Ox7f4f358b

Boot Start  End Sectors Size Id Type

/dev/sdbl 2 407552 1 Linu
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Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Zeba@Ubuntu:-$ sudo mkfs -t extd /dev/sdbl
mke2fs 1.47.0 (5-Feb-2023)
Creating filesystem with 50944 4k blocks and 50944 inodes
Filesystem UUID: 4ab969ac-adbe-42c0-bcab-776ae9dd44bl
Superblock backups stored on blocks

32768

Allocating group tables: done

Writing inode tables: done

Creating journal (4896 blocks): done

Writing superblocks and filesystem accounting information: done

Zeba@Ubuntu:~$ Ls /dev/sd*
/dev/sda [dev/sdal [dev/sda2 [dev/sdb /dev/sdb1
Zeba@Ubuntu:-$ sudo ls /dev/sd*

/dev/sda /dev/sdal /dev/sda2 /dev/sdb I

Zeba@Ubuntu:-$ I
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Disklabel type: gpt
Disk identifier: 49C47FB3-E82F-4FF7-85B1-74A97074F8C6

Device Start End Sectors Size Type
/dev/sdal 2048 4095 2048 1M BIOS boot
/dev/sda2 4096 68024319 68020224 32.4G Linux filesystem

Disk /dev/sdb: 200 MiB, 209715200 bytes, 409600 sectors
Disk model: VBOX HARDDISK

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: dos

Disk identifier: Ox7f4f358b

Boot Start  End Sectors Size Id Type

/dev/sdbl 2 407552 1 Linu
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:-$ sudo parted -1
Model: ATA VBOX HARDDISK (scsi)

Disk /dev/sda: 34.8GB

Sector size (logical/physical): 512B/5128
Partition Table: gpt

Disk Flags:
Number Start  End Size  File system Name Flags

a 1049kB  2097kB  1049KB bios_grub
2 2097kB 34.8GB 34.8GB extd

[Model: ATA VBOX HARDDISK (scsi)

pisk /dev/sdb: 216MB

sector size (logical/physical): 512B/5128
: msdos

Start End  Size Type File system Flags
1049kB 216MB 209MB primary ext4
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zeba@Ubuntu:-$ mkdir /cyse
nkdir: cannot create directory /cyse’: Permission denied
zeba@Ubuntu:-$ sudo mkdir /cyse

Zeba@Ubuntu:-$ cd /cyse

zeba@Ubuntu: /< <-$ sudo mount /dev/sdbl /cyse

Zeba@Ubuntu
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Zeba@Ubuntu:/cyse$ df

Filesysten 1K-blocks
tmpfs 481240
/dev/sda2 33165008
tmpfs 2406180
tmpfs 5120
tmpfs 481236
/dev/sdb1 174432

Zeba@Ubuntu e$

Used Available Use%
1604 479636 1%
11969024 19479696 39%
0 2406180 0%

8 5112 1%

112 481124 1%

24 160148 1%

Mounted on
/run

/

/dev/shm
/run/lock
/run/user /1000
Jeyse
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Zeba@Ubuntu:/cy<c$ sudo touch 01296900
Zeba@Ubuntu: /cyse$ s

01296900 ScottW

Zeba@Ubuntu: /cy<c$ sudo vi 01296900
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Scott Worm

"01296900" 1L, 11B 1,10 ALl
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Zeba@Ubuntu:/cy<c$ sudo touch 01296900
Zeba@Ubuntu: /cyse$ s

01296900 ScottW

Zeba@Ubuntu: /cy<c$ sudo vi 01296900
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Scott Worm

"01296900" 1L, 11B 1,10 ALl
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sudo: unmount: command not found
Zeba@Ubuntu: /cy=<$ sudo umount /cyse
Zeba@Ubuntu: /cyse$ ]
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Zeba@Ubuntu
Filesystem
tmpfs
/dev/sda2
tmpfs
tmpfs
tmpfs

Zeba@Ubuntu:

=5 df
1K-blocks
481240
33165008
2406180
5120
481236

i |

Used Available Use%

1604
11969040
]

8

112

479636
19479080
2406180
5112
481124

1%
39%
0%
1%
1%

Mounted on
/run

/

/dev/shn
/run/lock
/run/user /1000
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Zeba@Ubuntu:/cyse$ 1s
Zeba@Ubuntu: /cyse$
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/dev/sda /dev/sdal /dev/sda2
zZeba@Ubuntu:-~$ ]
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Disk /dev/sda: 32.44 GiB, 34830385152 bytes, 68028096 sectors
Disk model: VBOX HARDDISK

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: gpt

Disk identifier: 49C47FB3-E82F-4FF7-85B1-74A97074F8C6

Device Start End Sectors Size Type
/dev/sdal 2048 4095 2048 1M BIOS boot
/dev/sda2 4096 68024319 68020224 32.4G Linux filesystem
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Zeba@Ubuntu:~$ sudo parted -1
Model: ATA VBOX HARDDISK (scsi)

Disk /dev/sda: 34.8GB

Sector size (logical/physical): 5128/5128
Partition Table: gpt

Disk Flags:
Number Start End Size  File system Name Flags
1 1049kB  2097kB  1049kB bios_grub

2 2097kB 34.8GB 34.8GB ext4
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4§ Ubuntu - Settings - o X

Search settings £

Storage

Devices Attributes

@ Controller: IDE Hard Disk SATA Port 1 ~ @
@ Empty () Solid-state Drive

& Controller: SATA () Hot-pluggable
~ @ ubuntuvdi i Oq T [

Virtual size 200.00 MB
Actual size 2.00 MB
Storage details Dynamically allocated storage

Location C:\Users\ZebaS\VirtualBox V...
Attached to -

¢CcERE Encryption key

Audio

Cancel Help
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64l | Windows 11
© powered Off

64\ Black Arch Linux
@ Powered Off

Details

™ General

Name: Ubuntu
Operating System: Ubuntu (64-bit)

(2] system

Base Memory: 4899 MB

Processors: 2

Boot Order:  Hard Disk, Optical, Floppy
Acceleration:  Nested Paging, KVM Peravirtualization

W pisplay

Video Memory: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

[2) storage

Controller: IDE
IDE Primary Device 0: ~[Optical Drive] Empty
Controller: SATA

SATA Port 0: Ubuntu.vdi (Normal, 32.44 GB)
SATA Port 2: 01296900.vdi (Normal, 200.00 MB)
{9 Audio

Host Driver: Default
Controller:  ICH AC97
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Zeba@Ubuntu:~$ sudo ls /dev/sd*
[sudo] password for Zeba

/dev/sda /dev/sdal /dev/sda2 |FEIRD)




