
Sean Shreve 

04APR2026 

CYSE 200T 

Professor Duvall 

 

Write-Up: SCADA Systems 

BLUF: SCADA systems are essential for monitoring and controlling critical infrastructure, but 

their integration with modern networking technologies has increased their exposure to 

cybersecurity threats. Operational efficiency is improved by SCADA, but organizations must 

implement layered security controls to mitigate risks involved with unauthorized access, network 

vulnerabilities, and complex systems. 

Role of SCADA in Critical Infrastructure 

 Supervisory Control and Data Acquisition (SCADA) systems are used overall to manage 

and monitor critical infrastructure such as power grids, water treatment plants, and industrial 

manufacturing. These systems rely on components like Remote Terminal Units (RTUs), 

Programmable Logic Controllers (PLCs), and Human Machine Interfaces (HMIs) to gather 

information and data for operators. Processes are automated due to this technology and human 

oversight is still required for decision making and system adjustments. Visibility of system status 

is crucial in environments where failures can result in operational disruptions or safety risks 

(Using SCADA, n.d.). 

 

 

 



Vulnerabilities in SCADA Systems 

 Despite their importance in operations, SCADA systems did introduce several 

cybersecurity vulnerabilities. A primary risk stems from the transition from isolated systems to 

networked systems using standard communication protocols. This shift has improved operational 

capability, but it also exposes SCADA systems to external threats that IT systems now face. 

 Access control is also a major concern. Focus on physical security was top priority, 

leading to lackluster effort put into authentication and authorization mechanisms. With weak 

authentication and authorization, comes opportunities for unauthorized users to gain access to 

systems. SCADA communication system protocols also lack security features, making data 

compromise possible. 

 System expansion across networks also increases the possible attack surface. The number 

of potential entry points has increased, making it more difficult to secure all components 

effectively in SCADA systems (Using Scada, n.d.). The National Institute of Standards and 

Technology (NIST) (2023) also highlights that increased connectivity and adoption of standard 

IT technology reduces system isolation. It is an inevitable outcome for networked systems. 

How SCADA Helps Mitigate Risk 

 These vulnerabilities are not all for naught, however. SCADA systems do play a key role 

in mitigating operational risks. Real time monitoring and automated alert systems enable rapid 

detection of abnormal conditions, which allows operators to respond before possible escalation. 

Alarm mechanisms, logging, and historical data tracking also provide valuable insight into 

system behavior to assist response efforts (Using Scada, n.d.). 

 The NIST (2023), recommends securing operational technology environments involves a 

defense in depth approach that involves multiple layers of security controls. Network 



segmentation, firewalls, and application whitelisting support these efforts. Redundancy and 

failover systems ensure continued operation during hardware or system failures, which is very 

significant for systems like these which downtime means serious consequences.   

Conclusion: SCADA systems are critical to the operation of modern infrastructure, providing 

monitoring complex control capabilities. However, their increasing connectivity introduces 

significant cybersecurity challenges. Implementing a layered defense and adhering to established 

cybersecurity frameworks can reduce risk and ensure the reliability and safety of critical 

infrastructure systems. 
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