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Write-Up-SCADA Systems


SCADA Systems and Vulnerabilities:
The Supervisory Control and Data Acquisition or the SCADA refers to industrial control systems (ICS) which control infrastructure processes such as water treatment, gas pipelines, power grids, and etc. The systems used are Remote Terminal Units (RTUs) which are connected to the process sensors which then convert the signals into digital data, Human Machine Interface (HMI) which gives the processed data to the human operator, and Programmable Logic Controller (PLCs) which control the flowing of cooling water. All these different ICS are vulnerable to two major cyber threats. First is unauthorized access which can affect the control host machine and second is packet access. SCADA is important since they oversee and manage critical infrastructure. It provides real-time data and detect things that may seem irregular. While the SCADA systems are meant to supervise over infrastructure, they are still vulnerable to cyber-attacks also since they are closely connected. According to TrendMicro, due to the systems sometimes lacking strong encryption and secure authentication, these vulnerabilities allow attackers to “execute arbitrary code (RCE), perform denial of service (DoS), or steal information.” 
Conclusion:
SCADA systems play a crucial role in mitigating risks by responding to potential cyber threats, alerts, and real-time data monitoring and converting. SCADA systems must ensure that its own system is as protected as it can be so it can properly function and supervise over the other services. With the strong focus on the companies security, they can address increasing risks while adapting to trends such as connected systems and risk management.
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