Selasi Laryea
CYSE201S
November 23, 2024

Career Paper (Cybersecurity Analyst)
Introduction:
	Cybersecurity analysts are responsible for analyzing, mitigating, and protecting a company’s hardware and software from cybercriminals. While they usually focus on technical and hands-on knowledge, social science concepts must be understood to ensure top efficacy. To stay on top of things and avoid technical vulnerabilities and the social dynamic of threats, it is crucial to comprehend human behavior and stay up to date with social trends. In this paper, I will discuss how social science ideas such as sociology, psychology, and cultural sensitivity influence cybersecurity analysts work and how it may affect a society.
Psychology/Social Engineering:
Cybersecurity Analysts face various threats such as social engineering attacks. This is a manipulating tactic used to gain control over a computer system or stealing personal information (University, 2024). These tactics take advantage of cognitive biases like fear, trust, and urgency. Cyber analysts must use psychological insights to anticipate and identify these kinds of attacks. For analysts to place preventative measures, training must be taken into place and should align with new social engineering strategies that may arise. By researching psychology, successful security procedures and awareness campaigns can create lower possibilities of successful social engineering attacks. Psychology has a direct impact on analyst’s part daily work, particularly when they develop user awareness campaigns. This non-technical of cyber is also one of the most important because most attacks are from human errors.
Sociology:
	Just as how important psychology is, sociology is an important principle. Sociological ideas aid analysts in comprehending organizational dynamic such as communication between multiple departments that have a direct impact on security policies. For instance, poor communication between IT and HR departments may lead to improper security update lapses. Furthermore, sociology aids analysts in comprehending how tech such as facial recognition impact society (Gargaro, D. 2020). This is to ensure that the systems are fair and do not disproportionately impact marginalized groups.
Ethics:
	Ethics play a pivotal role for cybersecurity analysts. They must constantly make choices that strike balance between security and privacy. For instance, analysts must ensure their actions don’t violate users’ privacy rights and liberties even though it is necessary to monitor networks and potential threats. Based on the notes in class, I know ethical principles guide analysts to make proper decisions that respect individuals’ freedoms while remaining legal (Gomez, A. 2024). These ethical principles are used by analysts in their daily work to make informed decisions such as surveillance, response methods, and handling data while also keeping in mind social ramifications.
Impact of Marginalized Groups and Society:
	It is very important to consider the societal impact of cybersecurity practices. People with a lower amount of digital literacy are at higher risk to falling victim to cybercrimes due to human error. Analysts have the ability to develop more inclusive systems and measures that shield these groups from arising threats. Some technologies that help safeguard marginalized communities are encryption, multi-factor authentication, blockchain technology, and AI machine learning (Batagoda, U. 2024). On the other hand, some systems may be taken out of portion for example, some surveillance tools in certain areas may contribute to racial profiling and other kinds of discrimination. Analysts must apply security measures that is secure and promotes fairness to all individuals regardless of background.
Conclusion:
	Social science principles are used on a day-to-day basis by cybersecurity analysts to effectively protect systems and data. Sociological, ethical, and psychological ideas improve cyber analysts’ comprehension of human behavior to mitigate risks and maintain information literacy. The lessons from class teach us that keeping our network and data secured requires more knowledge than just technical work. A balance between technical skills and societal skills must be ensured in order to keep the a company’s data and hardware safwe.
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