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TASK A

1. How many packets are captured in total? How many packets are displayed?

B3 Attacker Kali - Beternal Workstation on C¥301-JGRANDOT - Vitual Machine Can
Fle Action Media Cliphoard  View  Help Ly
B = @8 | n |k

Eile Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help
Al @ oFREG A «» 2 E &q i

Apply a display filker _ <Ctrl- 3 -| Expression..  +

Time Source Destination Pratacal  [Length Info
2403 920 863976360 1092 168 217 .2 102 .168.217.3 NS 54 Standard gul——
2494 $20.854047200 192 7.2 152.168.217.3 DNS 54 Standard qui
2485 921.673758900 192 .217.3 182.168.10.18 [cMp 88 Echo (ping)
2408 921 .684349760 192 .1a.18 102.168.217.3 [CMP 98 Echo (ping)
2497 922 . G75724260 192 .217.3 152.168.16.10 LCMP 98 Echo (ping)
2498 922, 678945300 152.168.10.10 182.168.217.3 TCMP a8 Echo (ping)
2499 923.677262980 192 .217.3 182.166.18.18 ICMP 98 Echo (ping)
2568 %23. 680313560 102 .168.16.10 102 468.217.3 ICMP 98 Echo [ping)
2501 924.678751380 152.168.217.3 192.168.16. 18 ICHP 98 Echo (ping)
2562 924. 692967060 182 .18.10 182.168.217.3 LCMP 98 Echo (ping)
2583 925. 680384788 192 .217.3 182 . 3168.18.168 ICHMP 98 Echo (ping)
2504 $25.6G88037760 192.168.19.10 152.468.217.2 ICHP 98 Echo (ping)
2505 925.8643068460 192 .1 S 192 168,217 .2 NS Bl Standard gu
2586 925.864380000 192 .166.217.3 182.168.217. 2 NS 81 Standard qu
v Frame 1: &1 bytes on wire (648 bits), 61 bytes captured (G648 bits) on interface @
v Ethernet II, Src: Microsof 48:57:85 (PA:15:5d:48:57:85), Dst: Microsof 48:57:1f (@6:15:5d:48
g Internct Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.217.2
a@ 15 5d 48 57 1f 8@ 15 §d 48 57 85 AR 60 45 A8 16
4@ 43 cf €2 40 06 48 11 2@ fo cd ad di a3 C-bd @
49 B2 ¢ 17 09 35 0O 27 33 98 99 D5 Bl @0 1 L3
60 BB 09 BB 60 @9 61 31 06 64 B5 62 B9 61 1 -debian
70 6F 6f €c 63 &e 74 7O 03 6F T2 67 00 60 pool-ntp -org
a1

1w E
i
]

2 7 wireshark_eth0_20230219221345_baegyQ,peaphg Packets: 2514 « Displayed: 2514 (100.0%)  Profile: Default

My g
I3 vbun

Figure 1 Screenshot of answer to Q.1

There are 2514 packets captured in total and display is 2514.
2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1).



B3 Attacker Kali - Betermol Workstation on C¥301-JGRA0T - Vitual Machine Connection

File Action Mediz Clipboard View Help

S @® | nw|fd o

Hetho
File Edit View Go Capture Anaslyze Statistics Telephony Wireless Tools Help
4 u O DTIRE Qe dJws_ = &g alf
M licmp ] - | Expression..
icmpuE -

o e Source Destination Protocal  Length Info
i A = o
26 29.136137280 ! 152.168.217.3 ICMP 98 Echo (ping)
31 30.134456008 197 U 192.168.18.18 ICMP 98 Echo (ping)
22 30138015408 192 168. 182 168.217.3 [eHe 88 Echo (ping)
33 21.136180586 2.168. 152.168.16. 18 ICHP 98 Echo (ping)
34 31.137803280 L .1a. 192.168.217.3 ICHP 288 Echio (ping)
35 32.138042588 i } 1892.168.16.18 ICMP 98 Echo (ping)
36 32145765386 102168, 182 1682173 TEME 98 Echo (ping)
37 33.1408314488 .168. 192.168.10.18 ICHP 98 Echo (ping)
38 33.157466080 -168. 182.168.217.3 ICMP 88 Echo (ping)
38 34.141508288 2.3 i . 182 .166.16.18 ICHMP 98 Echo (ping)
48 34.146333000 192 .16 192.168.217.3 cHe 38 Echo (ping)
47 35.143617988 a2 Tl 192.168.18. 18 ICHP 98 Echo (ping)
48 35.148874708 192.166.10.10 182,168,217, 3 LCMP 88 Echo (ping)
v Frame 25: 38 bytes an wire (784 bits), 98 bytes captured (764 bits) on intsrface @
v Ethernet II, Src: Microsof 40:57:85 (PB:15:5d:40:87:85), Dst: Microsof 48:57:1f (@0:15:5d:48
¢+ Intcrnet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.18.16
15 5d 48 57 1f 88 15 &d 48 57 95 68 @9 45 @9
54 2e 8b 40 99 40 @1 a7 bf co ad& d9 @3 cp ab
Ba 08 €0 Fa 1f 08 b8 08 01 Ba e5 T2 63 BO @9
6B 36 Gb 63 @0 00 B0 0O O© 16 11 12 13 14 15
17 18 19 1a 1ib 1c Ad 1ec 1F 20 21 22 23 24 25 | "#6%
27 28 29 2a 2b 2c 2d 2e 2f 38 31 32 33 34 35 &'{)"+,- /912345
a7 67

wireshark_eth0.._baegyQ.pcapng  Packets: 2514 - Displayed: 1668 (56.3%) - Dropped: © (0.0%]  Profile: Default

Amacker Kali - Extes...

Figure 2 Q.2
They have 2514 packets on this one. And display is 1668.

3. Select an Echo (replay) message from the list. What are the source and destination IPs of this
packet? What are the sequence number and the size of the data? What is the response time?



B9 Atacker Kali - Betermal Warkstation oo C¥301-JGRAVD0T - Vitusl Mackine Connection
File Action Mediz Clipboard View Help
@S uwe o

Sun 22:40

*ethQ
View Go Capture Analyze Statistics Telephony Wireless Tools Help
) e — = i _
@DERE A e«>» et = aaal

(%] -| Expression..

Time Source Destinatian Protocal Length Info
1 2173 z A [CMP

.134456080 . i CER : ICMP
138915408 .18, 102 168 [CMP
-136180569 L7, 152.168. ICHP 98 Echo
-1a7ge3zae 52.168.18.1 182.168. ICHP 88 Echo (ping)
138042588 92,168, : 192.168. ICMP 98 Echo (ping)
. 145765380 16816 . 102 168, ICHMP 98 Echo (ping)
.148314460 168,217, 192.168. ICHP 98 Echo (ping)
15746680 .168.16. 132168, ICHP 98 Echo (ping)
341418002600 168 . 217 192 168 ICHP 98 Echo (ping)
8 34.146333008 3, 108,16 192, 168.217.3 ICHP 48 Echo (ping)
35.143617988 92.1 Tl 192.168.18. 18 ICHP 98 Echo (ping)
B 35.148874788 1892.166.1€.10 182,168,217, 3 LCMP 98 Echo (ping)
v Frame 26: 38 bytes an wire (784 bits), 98 bytes captured (764 bits) on interface @
v Ethernet II, Src: Microsof 40:57:1F (PB:15:5d:40:57:1F), Dst: Microsof 48:57:85 (@0:15:5d:48
¢+ Intcrnet Protocol Version 4, Src: 192.168.18.16, Dst: 192.168.217.3
[ v
8 @@ 15 5d 48 57 05 8@ 15 5d 48 57 1f 45 09 1w EE
54 02 ed 00 99 3f @1 14 65 cO a8 Da Ga ch ab ? e
B3 090 €0 82 1f 08 b8 08 01 Ba e5 T2 63 BO @0 e}
68 36 Gb ©3 @0 00 90 0O O© 10 11 12 13 14 15
17 18 19 1a 1ib 1c Ad 1ec 1F 20 21 22 23 24 25 | "#6%
27 28 29 2a 2b 2c 2d 2e 2f 38 31 32 33 34 35 &'{)"+,- /912345
a7 67

wireshark_eth0.._baegyQ.pcapng  Packets: 2514 - Displayed: 1668 (56.3%) - Dropped: © (0.0%]  Profile: Default

acker Kali - Exbes..

B9 Aptacker Kali - Betermal Warkstation oo C#301-JGRAV00T - Vitusl Mackine Connection
Fle Acion Media Clipboard  View Help
B @8 | n ek

Applications = Place: . ok Sun 22:40

*etho
Miew Go Capture Analyze Statistics Telephony Wireless Tools Help

@DnFRGE Qe dJew[E aqal

] -| Expression..

Tlme Source Destination Pratacal  |Length Info
1 2173 z X x [CMp

2 ICMP
.138915480 B.16.18 182. Z217 .3 [cMp
136188580 .217.3 152.168.16. LCMP 98 Echo
.13780320¢ .1@.18 183 217.3 ICMP 88 Echo
.135042588 192.165.217.3 182,168.18. ICMP 398 Echo
.145765388 102 .168.18.10 102 . 1688.217.3 LCMP 98 Echo
140314488 152.168.217.3 182, .18, ICHP 98 Echo
.157466088 182.168.18.18 Rl 217, ICMP 98 Echo
34.141508288 192 .168.217.3 182, -18.1 ICHP 98 Echo
B 34.146333008 192.168.10.18 152.168.217.3 IcHp 58 Echo
25.143617908 192,168 .2117.3 192,16 a.1 ICHP 98 Echo
B 35.148874700 197.166.10.10 192,168,217, 3 LCMP 98 Echo (pina)
i '
v Frame 26: 98 bytes an wire (784 bits), 98 bytes captured (764 bits) on interface @
v Ethernet II, Src: Microsof 48:57:1F (PA:15:5d:48:57:1F), Dst: Microsof 48:57:86 (@6:15:5d:48
B+ Internet Protocol Version 4, Src: 192.168.18.16, Dst: 192.168.217.3
[ 0

58 @0 15 5d 48 57 @5 @ 15 5d 48 57 1if 45 60 i Jovi- BlE
54 @2 e6 00 @@ 3f 65c0 a8 BaBacoal T .7 e
83 8¢ 00 82 1f 68 g1 8a €5 2 63 69 69 c
89 36 Gb 63 90 0O B 99 16 11 12 13 14 15 6
17 18 19 1a 1b 1c if 28 21 22 23 24 25 | "48%
27 28 29 2a Jh 2c 2e 2f 30 31 32 33 34 35 &'()"4,- /012345
a7 67

wireshark_eth0.._baegyO.pcapng  Packets: 2514 - Displayed: 1668 (56.3%)  Dropped: 0 (0.0%]  Profile: Default

ker Kali - Exes...

Figure 4 Q.3



What are the source and destination IPs of thispacket? The source is 192.168.217.3 the destination is
192.168.10.10. What are the sequence number and the size of the data? The data size is 98 byte and
sequence number are 721/53506. What is the response time? The time is 29.136.

4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?

B Atiacker Kali - Beternal Workstation on CF301-JGRAVECT - Virtual Machine Connection
File Acfion Media Clipboard  View  Help
& @ uw koo g

Applications - aces f ok Sun 22:41

*etho
File Edit View Go Capture Anaslyze Statistics Telephony Wireless Tools Help

@nFRE Qe s E aqal

] *| Expression..

dnsserver

5 Source Destination Pratacal  Length Infe
11 1B.61017B266 1092 168_.217 .2 102 188217,

DNS 54 Standard
DNS 54 Standard
ONS 81 Standard
ONS Bl Standard

3
12 19.810238000 192.168. . 152.168.217.3
13 15.8187147688 1 L217.3 1892.368.217.2
14 15.8107246808 H R 102 . 168.217 .2
15 15.016126768 92 .168. 217, 152.188.217.3 DNS 54 Standard
16 15.8151358384 92,168, . 182.168.217.3 ONS 54 Standard
17 28.816011588 92.168. . 192.168.217.2 NS 81 Standard
18 Zp. 816818868 2 168, 5 102 .1688.217.2 NS B1 Standard
15 2p.022857100 -168. . 192.168.217.3 ONS 54 Standard
20 Z9.822928180 L168.217. 192.168.217.3 ONS 54 Standard
21 25 @19851608 2. 1068 i 192 . 168.217.2 ONS B1 Standard
G19866468 2.168.217.3 152.468.217.2 bNS 81 Standard
152.168.217.3 ONS 54 Standard
182 168.217.3 ONE 54 Standard qui
v
v Frame 24: 54 bytes on wire (432 bits), 54 bytes capturad (432 bits) on interface @ =
+ Ethernet II, Src: Microsof 48:57:1F (PA:45:5d:40:57:1Ff), Dst: Microsof 48:57:86 (00:15:5d4:48
v Inmternet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3

Qe 15 5d 48 57 ©5 fA 15 5d 48 57 1f 68 @9 45 @9 Jim 18w - E
80 28 77 ec 00 00 40 11 cf 81 cO ad d9 62 cB ab {w . @

d9 83 @0 35 85 11 89 14 f1 83 d4 Je 81 65 66 @O 5

90 Ge 99 BB 09 og

O 7 wireshark_ethO_.5_baegyO.peapm  Packets: 2514 - Displayed: 744 (29.6%)  Dropped: 0 (0.0%)  Profile: Default

Manage! B proense - Frewall 6., 09 Atackerali- B B9 Uburiu &

Figure 5Q.4
How many packets are displayed? The display is 744.

5. Find a DNS query packet. What is the domain name this host is trying to resolve? What is the
source IP and port number, destination IP and port number? Please express in the format: 1P:port.



853 Sracker Kali - Externel Workstation e C¥301-JGRAVE0T - Vitual Machine Connection
File Action Mediz Clipboard View Help
B @O | uw|fo o

Sun 22:45

*ethQ
File Edit View Go Capture Anaslyze Statistics Telephony Wireless Tools Help

4 u O DTIRE Qe dJws_ = &g alf

(%] -| Expression.. +

Destination Protocal  Length Info

Al i
ONS 81 Standard qu
ONS 54 Standard qu)
ONS 54 Standard gu|
DNS B1 Standard gui
DNS 81 Standard gui
oS 54 Standard qu
oNs 54 Standard gui
ONS 81 Standard qui

B 247, 192.168.217.
. BE2IG5200 168.247. 182.368.217.
-BE3O32ARE 168.217. 182 .168.247.
. BO4406768 168,247, 192.188.217.
pa4416300 162,168,217, 102.168.217.
-BAG958308  192.168.217.2 192.168.217,
-BETOZT2RE 103 168.217.3 102 168,217,
9 19.0087516068 192.168.217, 192.168.217.
18 18.8@8759686 192.168.217,3 1892.168.217. NS 81 Standard qu
11 18.61891TRZEE 1892.1068.217.2 182 . 168.217. ONS 54 Standard gu
12 15.619238008 192.168,217.2 192.168.217.3 DNS 54 Standard gu
13 15.018714786@ 192.168.217.3 192.168.217.2 ONS B1 Standard qu
14 15.018724608 192.166.217.3 182,168,217, 2 NS B1 Standard qut

AN e D@ o

2
2
3
3
2
2
3
3
z
Z
3

+ Frame 1: &1 bytes on wire (648 bits), B1 bytes captured (G458 bits) on interface @
v Ethernet II, Src: Microsof 40:57:85 (PB:15:5d:40:57:858), Dst: Microsof 48:57:1f (@0:15:5d:48
v Imternct Protocol Version 4, Src; 192.168.217.3, Dst: 192.168.217.2

15 5d 48 57 1f 8@ 15 5d 40 57 95 98 @9 45 @0

43 cb 62 40 98 40 11 40 f@ co ad d9 93 cb ab

B2 cc 17 0@ 35 00 2f 33 98 90 b5 B1 @9 B @1

6B 09 ©P 60 90 81 31 06 64 B5 52 B9 61 Be 94 1 -debian
G6f 6f €c 83 Ge 74 TO 83 6F TZ 67 B0 98 91 @8 pool-mntp -org

wireshark_eth0_.5_baegyC.pcapni  Packets: 2514 - Displayed: 744 (29.6%) - Dropped: 0 (0.0%)  Profile: Default

Amacker Kali - Extes...

Figure 6 Q.5

What is the domain name this host is trying to resolve? The domain name Internet protocol v 4. What is
thesue P and port number, destination IP and port number? The source 192.168.217.3:81. The destination
192.168.10.10:81.

6. Find the corresponding DNS response to the query you selected at the previous step, and what is
the source IP and port number, destination IP and port number? What is the message replied from
theDNS server?



853 Sracker Kali - Externel Workstation e C¥301-JGRAVE0T - Vitual Machine Connection
Fle  Acon  Medi  Clipsoard  View  Help

B @O | uw|fo

Applications = Places i

*ethQ
File Edit View Go Capture Anaslyze Statistics Telephony Wireless Tools Help

@ DFRE Q «» 2w J= a g af

] - | Expression..

Time *t\m:rcr Destination Pratocol  Length Infe
1 @, BAERREREE 192 168.247.3 102 468 247 .2 DNS 81 Standard gu|
2 0.8668007768 192.168.247.3 152.168.217.2 ONS 81 Standard gu
e Jo.oozseseno 192 .36h.o37.2  152.160.27.3  DNS_ 54 Standard aul
4 . BE3832408 192 168 217 .1 102 168247 DNS 54 Standard gu|
5 5.0904406768 192.168.247, 152.188.217 DNS B1 Standard gu|
6 5. pa44168308 192,168,217, 192.168.217. ONS 81 Standard qui
7 5.B806958300 192.166.217.2 182,168.217. NS 54 Standard qu
& 5_RATA2T2AE 102 168,217 .1 102 168,217, NS 54 Standard gul
9 19.0087516808 192.168.217, 192.168.217 ONS 81 Standard qui
18 18.8@8759686 192.168.217,3 182.168.217 NS 81 Standard qu
11 18.61891TRZEE 1892.1068.217.2 182.168.217 ONS 54 Standard gu
12 16.616238068 192.168.217.2 192.168.217.3 DNS 54 Standard gu
13 15.018714786@ 192.168.217.3 192.168.217.2 ONS B1 Standard qu
14 15.018724608 192.166.217.3 182.168.217.,2 NS B1 Standard qut
v Frame 3: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
v Ethernet II, Src: Microsof 48:57:1F (PB:15:5d:40:57:1F), Dst: Microsof 48:57:85 (@0:15:5d:48
v Imternct Protocol Version 4, Src; 192.168.217.2, Dst: 192.168.217.3
Qe 15 5d 48 57 ©5 8A 15 5d 48 57 1f 68 @9 45 @9 i Jaw - E
80 28 ¢5 41 90 @90 40 11 B2 2¢ c@ aB d9 82 cP ab { & 8 ’
d9 B3 @@ 35 cc 17 00 14 ee 66 98 bS5 B1 85 PO @0 5 f
60 6@ @0 00 9O B0

3
.2
2
3
3
.2
2
e |

2 7 wireshark_ethQ_.5_baegyQ.pcaprn  Packets: 2514 - Displayed: 744 (29.6%) - Dropped: 0 (0%} Profile: Default

AnackerKali- Btes. T Uba

Figure 7 Q6.

what is the source IP and port number, destination IP and port number? Source 192.168.217.3:81
Destination 192.168.217.2:54. What is the message replied from the DNS server?

TASK B

1. Sniff ICMP traffic
Open two terminals on External Kali VM. Use one ping Ubuntu VM, and use the other ping

Internal Kali.



File  Action r-hE
u®a
— File  Adien  Media  Clipboard  View

- Applications ~ . @O0

i Sttacker Kali - Evtenal Workstation on Oy ' = Yirtual Machine Connection

root@CSIAPenTest: -

View Search Terminal Help

Figure 8 B.Q.1

a. Apply proper display or capture filter on Internal Kali VM to show active ICMP traffic.

File Action My

EP Atracker Kali - Erternal Workestation on CW201-JGRANDT - Virtual Machine Conrection

File  Action Media Cipboard View Help
@0 nw o
W SO

NION

TY

File Edit ¥Yiew Go Capture Analyze Statistics Telephony Wireless Tools Help

a+rawnzZEaan

|ip.addr == 192.16810.13 Ead " | Expression. *

Mo, Tirne Source Destination Protocol Length info
30 27 ABR2TAGBE 192.168.217. 182 168,18 .13 1cMp 98 Echo (ping) request 1id=8x@797, seq=0/
40 22.882229600 192.168.18. 192.168.217.3 ICHP 98 Echa (ping) reply xB7ST, seq=9v
.BBES3IS3IBE  192,168,217.% 1%2.168,18.13 TCHP 95 Echo (ping) request 1 XB797, Seq-it
#026106p8 192. 168 1613 192 168.217.3 1CMP 98 Echo (ping) reply id=8x@787, seq=1€
1.860681500 192.168. i 152.168.18.13 1CMP 98 Echo (ping) request 1d=@xe797, seq=11
(802065980 192,168,180, 17 192.168.217.3 TCHP 98 Echa (ping) reply 1d=8xE797,
87563380 192.168.217. 192.168.10.13 1CHP 98 Echa (ping) request id=0x@797,
5.8581253280 152.168.10.1F 162.168.217.3 lcwp 98 Echo (ping) reply 1d=8x@797,
872442480 2.168. z 182.168.18.13 cMP 98 Echo (ping) request
BBIE13588 <168, 13 192.168.217.3 ICMP 98 Echa (ping) reply i K6
IT 874504500 192 168. : 182 168.18.13 1cmp 48 Echo (ping) reguest id=@xg
7.808696400 192,168, 182.168.217.3 ICHP 98 Echo (ping) reply  1ld=exe7sr,
.BTEEE64BR 192 7. 192.168.18.13 1CMP o8 Echo (ping) request 1d=@xe797,
.80709678BR 492 i 192 168.217.3 1cMp 98 Echo (ping) reply
.877284 192.168.217. 168, ICMP 98 Echo (ping) request
58 20.3016E00EE . 16 F g o 2] i 8% Echo (ping) repl

» Freme 58: 28 bytes on wire (784 bits), 98 bytes captured (784 bits) on imterface 8
« Ethernet II, Srcr Microsof 48:57:1f (BP0215:5d:48:57:1F), Dst: Microsaf 408:57:05 (BE!15:5d:48:57:85)
« Internst Protocol Version 4, Src: 192.168.10.13, Dst: 192.168.217.3
« Internet Control Messane Protocol
PA 15 50 49 57 05 @9 15 5d 48 57 1if 08 8O 45 BB Jéw léW. - E
B0 54 2d 6b 90 88 3T 01 cl a8 Ba od c@ T-K- -2
d9 83 g0 82 13 a3 a7 97 @l 66 fe 3 63 @0 B foe
B8 98 c2 B3 09 00 @5 04 10 11 12 13 14
16 17 16 19.1a 1b1c 1d 20021 22 23 24 25 3%
26 27 28 29 2a 2b 2c 2d 2c 2 30 31 32 33 34 : &'(]*+,- ./012345
wireshark_ethD_20230220185205_RgdCUO.peapng Packets: 18039 Displayed: 328 (L8%)  Prefile: Dafault



Figure 9 1.A.

b.  Apply proper display or capture filter on Internal Kali VM that ONLY displays ICMP
request originated from External Kali VM and goes to Ubuntu 64-bit VM.

nalyze Statstics Telephony Wirsless Toels Help

O « & 0w @ 8 @ ff

Protocol  Lengtn info

98 Echo (pa

tytes
Sd:40:57:05)

captured {784 bits) on interface &
5 57:85), Dst: Microsof_dB:S7:1f (60:15:5d:40:57:1f)
.217.3, DsU: 182.108.18.18

5 50 1w oW E
o e *

59 - Dispisyed: 144 (0.6%)  Profie: Defautt

Figure 10 Q1.B.

2. Sniff FTP traffic

a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need to
use External Kali to access this FTP server by using the command: ftp [ip_addr of ubuntu
VM]. The username for the FTP server is cyse301, and the password is password. You

can follow the steps below to access the FTP server.



rootGCS2APenTeat: -

2028 - Thsplayes 840 (3L 4%)  Profte’ Detastz

Figure 11 Q2.A.

b. Unfortunately, Internal Kali, the attacker, is also sniffing to the communication.
Therefore, all of your communication is exposed to the attacker. Now, you need to find
out the password used by External Kali to access the FTP server from the intercepted

traffic on Internal Kali. You need to screenshot and explain how you find the password.

M
OMINION

/ERSITY

G hytes on wire {688 bits), 86 bytes captured {608 bits) on intsrface B
Src: Microsof 4:57:8c (80:15:5d:48:57:0c), Dst: Microsof 46:57:1e (60:15:5d:40:57

ackess: 195740 - Displayod: §{0.0%)  Profie Default

Figure 12 Q.2.B.
c. After you successfully find the username & password from the FTP traffic, repeat the

previous step (2.a), and use your MIDAS ID as the username and UIN as the password to



reaccess the FTP server from External Kali. Although External Kali may not access the
FTP server, you need to intercept the packets containing these “secrets” from the

attacker VM, which is Internal Kali.

1)
Flle Eat -v,.:, G pture  Analyze Stathtks Telephony »_ - 1 - OMINION

' /ERSITY
Destination L‘.ul

6 Response: 220
192.168.19.18 > &1 Request: USER 19
192.168.217.3 3 100 Responas: 331 Pleas
100 Request: PASS \O33[2
&ik Response: 530 Login inc
ReQuest: SYST
164 Response: 520 Please 16gin with USER and PASS

+ Frome 1116 66 Dytes [ captured (630 biTs) on interface ©
+ Ethermet 11, Src: Mic 7 o 7:11), D S0f_40:5T:85 (9#6;15:50:20:57:05)
Internet Protocs ¢ 1

L oLen: 14

0o 18
00 80 81 61 c 3 1b 75 ea
19 32 32 32 31 20 53 68 o4 65 of 75 T

wiresharic_elt0_20230221020330_YHNSjj peapng Packsts; 30600 - Displaywd B{0.0%]  Profile: Dtault

B atche - b

Figure 13 Q.2.B.




