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TASK A 

1.Run a port scan against the Windows XP using nmap command to identify open ports and 

services. 

 

Figure 1 Screenshot of the ip 192.168.10.0/24 

 
There are 2514 packets captured in total and display is 2514.  

2.Identify the SMB port number (default: 445) and confirm that it is open.  

 



3. Launch Metasploit Framework and search for the exploit module: ms08_067_netapi

 

Figure above is for question 2-3 

4. Use ms08_067_netapi as the exploit module and set meterpreter reverse_tcp as the payload. 



 

Figure above is for question 4 

5. Use DDMMYY as the listening port number. (It is based on your current timestamp. For 

example, today's date is March 9th, 2023. Then, you should configure the listening port as 9323.) 

Configure the rest of the parameters. Display your configurations and exploit the target. 



 

Figure above is for question 5 

6. [Post-exploitation] Execute the screenshot command to take a screenshot of the target 

machine if the exploit is successful. 

7. [Post-exploitation] In meterpreter shell, display the target system’s local date and time.  

8. [Post-exploitation] In meterpreter shell, get the SID of the user. 

9. [Post-exploitation] In meterpreter shell, get the current process identifier. 

10. [Post-exploitation] In meterpreter shell, get system information about the target. 



 

Figure above is for question 6-10 

 

 

 

TASK B 

1. Configure your Metasploit accordingly and set DDMMYY as the listening port number. Display 

the configuration and exploit the target.  

2. [Post-exploitation] Execute the screenshot command to take a screenshot of the target machine if 

the exploit is successful.  



 

Figure above is for question 1-2 

3. [Post-exploitation] In meterpreter shell, display the target system’s local date and time.  

4. [Post-exploitation] In meterpreter shell, get the SID of the user.  

5. [Post-exploitation] In meterpreter shell, get the current process identifier.  

6. [Post-exploitation] In meterpreter shell, get system information about the target. 



 

Figure above is for question 3-6 

 

 

TASK C 

1. Execute the screenshot command to take a screenshot of the target machine if the exploit is 

successful. (10 pt) 

2. Create a text file on the attacker Kali named "IMadeIT-YourMIDAS.txt" (replace YourMIDAS with 

your university MIDAS ID) and put the current timestamp in the file. Upload this file to the target's 

desktop. Then log in to Windows 7 VM and check if the file exists. You need to show me the command 

that uploads the file. (20 pt)



 



 

 



 



 

Figure above is for Task C 

 



 

 

 


