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In both screenshots, you can see the tcp ports whether on nmap or zenmap which are 53, 80, and
443 while running a simple (quick) scan. However, there is no operating system.
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These screenshots show intense scan on each VM.
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In these screenshots above you can see the service associated with each port in each VM
(pfsense, ubuntu, and windows server).
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In the screenshots above, you can see the topology regarding the backend software for each VM.
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While running Wireshark on Ubuntu VM, I observed what was happening in the network. For
instance, [ went up to the statistics tab and clicked on protocol hierarchy and filtered out the
Wireshark to FTP protocol. While in FTP, it looks like the user is logging in as anonymous and
that they logged in incorrectly. They are trying to sneak their way in to get into FTP server. The
user does not know the correct credential to log into FTP server even though they are trying
different ways to communicate. Also, on the I/O graph, I noticed that there was a lot of
information (peak) around 74s meaning that there could have been activities going on. After this
time, you can see a normal traffic pattern. This makes me question whether there was an actual
attack or if it could have been an error. Another thing to look at is the conversation to see who
did the most communicating with me, which shows conversations from address a to address b
and vice versa. Overall, the results from both screenshots show that the traffic pattern is
questionable and that there was at least some kind of problem or issue going on.

Task B
1. Inbound traffic
Rule # Interface Action Source IP Destination IP | Protocol
1 WAN Block or 192.168.217.3 | 192.168.10.10 | ICMP/no
reject port #
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2. Inbound traffic
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Rule #

Interface

Action

Source IP

Destination IP

Protocol

1

WAN

Block or reject

192.168.217.3

192.168.10.0/24

ICMP
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Rule # Interface Action Source IP Destination IP Protocol
1 WAN Pass 192.168.217.3 | 192.168.10.11 FTP/Port 21
2 WAN Block 192.168.217.3 | 192.168.10.0/24 | All
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From the intense scan, you can see that all hosts are down.



