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Ethical hacking or penetration testing is a human-centric cybersecurity profession. The work requires understanding people, their behaviors, their motivations and decision-making, and it can also help people and organizations make themselves better defenders. This paper describes how pen testers use social science principles, apply key concepts from this course to their profession, and how they connect with both marginalized groups and society more broadly.
Introduction
Penetration testing is one of the most human-centric cybersecurity careers that a person can pursue. In addition to technical skills and information, the best penetration testers have a deep understanding of human psychology, behavior, organizational culture, and social and other forces that drive cybersecurity outcomes. In this paper, we will describe how the profession applies social science principles, how it uses key concepts from this course, and how it connects with marginalized groups and with society more broadly.
Social Science Principles
Penetration testers apply behavioral science to better understand why people make mistakes that attackers can take advantage of. For example, cognitive biases, heuristics, and individual differences can influence how people make decisions and thereby increase security risks (Hatfield, 2019). Psychological concepts like motivation, trust, curiosity, and attention also provide an explanation as to why people fall for phishing emails, scams, and other attacks.
Social engineering also is grounded in an understanding of cognitive biases and heuristics, social influence, and interpersonal communication. Organizational culture can also have a significant influence on cybersecurity because employees’ security-related behaviors, attitudes, and even communication patterns can differ based on the organization’s social norms, stress levels, hierarchy, teamwork, and other cultural elements.
Application of Key Concepts
As a human-centric profession, penetration testing is connected to several key course concepts. These include human factors, social engineering, ethics, and risk assessment. Human factors research is one area that can provide insights into the “why” question of why people often prioritize convenience and speed over security when using technology. The use of social engineering in attacks is another example of how psychological manipulation and exploitation can sometimes bypass even the most robust technical controls (K. M., 2024).
Ethics is another important area for penetration testers because they have an ethical responsibility to conduct only authorized testing, do so safely, and in a professional manner. Finally, risk assessment is also a critical practice for penetration testers because it is how the vulnerabilities they identify are communicated in terms of severity and urgency so that remediation efforts can be prioritized.
Marginalization
Cybersecurity does intersect with marginalized communities, as well as with the groups that were covered in the marginalization and health lecture. For example, cybersecurity and marginalized communities do often have higher risk of cybersecurity threats and attacks because these communities have a lack of digital literacy, unequal access to secure and privacy technologies, and have had less exposure to cybersecurity education and awareness (Adamović et al., 2023). For example, older adults, low-income individuals, and immigrants may be more likely to fall for phishing attacks, scams, or identity theft.
Penetration testers do not interact directly with these groups most of the time. However, penetration testers can still support these communities indirectly by advocating for training materials that are accessible and inclusive to all users. They also should avoid testing practices that may reinforce bias or discrimination.
Career Connection to Society
Penetration testers have a direct impact on society because they help to protect and make more resilient the critical systems that people in society rely upon every day, such as healthcare, finance, government, and education. By preventing attacks that can have economic consequences, reputational damage, or service disruption, penetration testers play an important role in society.
Cybersecurity professionals must also consider the needs of society and the legal and policy requirements that shape how cybersecurity is done, because there are policies that set the rules for how tests are conducted, reported on, and handled. This is another way that penetration testing is inextricably connected to public trust, safety, and broader societal expectations.
Conclusion
Penetration testing is a cybersecurity profession that is more than just technical skills. It is a human-centric career that depends on social science concepts including human behavior, psychology, and organizational culture. Penetration testers also apply these principles to understand why people make risky decisions, why and how attackers can exploit human weaknesses, and what can be done to make people and organizations better defenders. Penetration testers also apply several key course concepts such as human factors, social engineering, ethics, and risk assessment as part of their normal day-to-day work activities. The profession of penetration testing also does connect to both marginalized groups and society more broadly, and this highlights the need for digital equity and inclusive cybersecurity practices.
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