Shawn Ziegler

- | sziegler@kali: ~
File Actions Edit View Help

sziegler /etc/passwd
:%:1000:1000: v v e 2 Ome S :/usr/bin/zsh

| typed grep sziegler /etc/passwd



k.

PS> sziegler@kali: fhome/fsziegler
File Actions Edit View Help

fhumefszlegler
/e /passwd
:/usr/bin/zsh

szieg ]9T$H:D1IRbe NeoPUxDX/$/WoF/cYmCS7RaTVuCp8mDAfrfmS@JIBENSSPLcO8
RTsmA: 2 @:99999:7 ::

/home/sziegler

| typed sudo grep sziegler /etc/shadow



k.

PS> sziegler@kali: fhomefsziegler
File Actions Edit View Help

/home/sziegler
fwafﬂa5rwd
:/home/sziegler: fusr/bin/zsh

fhumefszlegler
er /etc/shadow

g ) WeoPUXDX/$/WoF/cYmCS7RaTVuCpBmDAfr fmS@JIBNSSPtcO8
RTsmA: 2 )5 1'99999 7::

fhumefszlegler

useradd

/home/sziegler

| typed sudo useradd -m szieg004 to add a new user



k.

PS> sziegler@kali: /homefsziegler
File Actions Edit View Help

fhumefszlegler

:sziegler,,,:/home/sziegler: /usr/bin/zsh

SWoF/cYmCS7RaTVuCp8mDAfrfmS@JIBENSSPtcO8
G'QQQQQ 7::

fhumefszlegler

useradd
fhumefszlegler
New password:
Retype new password:

passwd: password updated successfully

/home/sziegler

| typed sudo passwd szieg004 to add a password for the user



k.

- | PS> sziegler@kali: fhome/sziegler
File Actions Edit View Help
RTsmA: 2( :@:99999:7 ::

/home/sziegler
useradd i 4

me/sziegler

fpasswd
gler:/usr/bin/zsh

/home/sziegler

usermod /bin/bash szie

ieg@@4:/bin/bash

/home/sziegler




=] PS> sziegler@kali: fhomefsziegler

File Actions Edit View Help

/home/sziegler
Jetc/shadow
c7ieclDs: o5UHrqdkhf.7C1$7rdFMCnjovehnlU. gLkXMXZca95L1lgknipx7g

DScw9

/home/sziegler

| typed sudo grep szieg004 /etc/shadow to display password information



=] PS> sziegler@kali: fhome/sziegler
File Actions Edit View Help

/home/sziegler

] Jetc/shadow

ZMW/05UHrqdkhf.7C1$7rdFMCnjovehnlU. gLkXMXZca95L1lgknipx7g
51:@:99999:7 ::

/home/sziegler

usermod sudo szieg@@4
/home/sziegler

) gid=1001(szieg@04) groups=1001(szieg@0s),27(sudo)

/home/sziegler

| typed sudo usermod -aG sudo szieg004



k.

- | sziegD04@kali: fhomefsziegler
File Actions Edit View Help

/home/sziegler
g Jetc/shadow
szie J9T$mlv S5UHrgdkhf.7C1$7rdFMCnjovehnlU. gLkXMXZca95L11gknipx7g
DScw9 t@:99999:7F 1

/home/sziegler
usermod sudo szie L

/home/sziegler

roups=1001(sziegP@4),27(sudo)

/home/sziegler

| typed su szieg004 to switch users

Task B.



k.

sziegler@kali: ~

File Actions Edit View Help

er fetc/passwd
peo: v o o/ HOmMe /S :/usr/bin/zsh

$SHELL
fusr/bin/zsh




sziegler@kali: ~
Actions Edit View Help

-

v o o/ HOmMe /S :/usr/bin/zsh

fusr/bin/zsh

sziegler) gid=1000(sziegler) groups=1000(sziegler),4(adm),20(dialout
(sudo 9(audio),30(dip), 44(vid 46(plugdev),100(u
ner),116(bluetooth),121(1lpadmin),124(wiresha




sziegler@kali: ~

Actions Edit View Help

-

gler fetc/passwd
1000 : v e o/ home/ :/usr/bin/zsh

@(dialout
] aal u

 adm dialout cdrom floppy sudo audio dip video plugdev users netdev s
luetooth lpadmin wireshark vboxsft kaboxer




k.

sziegler@kali: ~
File Actions Edit View Help

—

v e o/ home/ :fusr/bin/zsh

*ieglerﬁ gid=10808(sziegler) groups 1ﬁﬂﬂ'

9(audio),30(dip), &

Sers), ( ey _ :anne:J,llﬁibluetaathJ,ILlL1
l_".'DD.A._-‘i' },134( l’:lbﬂn'al )

r adm dialout cdrom floppy sudo audio dip video plugdev users netdev
" bluetooth lpadmin wireshark vboxsf kaboxer

5

/etc/group

-Tw-r—r— 1 root root 137@ Sep 20 17:26 /etc/group

5 and 6.



k.

- | sziegler@kali: ~
File Actions Edit View Help

Usage:

Options:
-f, —force

and cancel -g if the GID is already used
—gid GID use GID for the new group
—help display this help message and exit
—key KEY=VALUE override /etc/login.defs defaults
—non-unigue allow to cr groups with duplicate
(non-unigque) GID
—password PASSWORD use this encrypted password for the new group
—system reate a system account
—root CHROOT_DIR y to chroot into
—prefix PREFIX_DIR directory prefix
—users USERS list of user members of this group

/etc/group




p- ] sziegler@kali: ~

File Actions Edit View Help




p- ] sziegD04@kali: fheme/sziegler
File Actions Edit View Help

r adm dialout cdrom floppy sudo audio dip video plugdev users netdev s
luetooth lpadmin wireshark vboxsf kaboxer

/home/sziegler

p
t 1397 Sep 2@ 17:43 /fetc/group

/home/sziegle

/home/sziegler

uid=1001(szieg@ds) gid=1001(sziegd@s) groups=1001(sziegdds),27(sudo),12

newtest)

/home/sziegler




k.

- | szieg004@kali: frhome/sziegler
File Actions Edit View Help

— [/home/sziegler
—5% sudo touch newfile
[sudo] password for szieg@@4:

/home/sziegler
sudo chgrp newtest newfile

/home/sziegler

10.



=l sziegler@kali: ~
File Actions Edit View Help

touch: can A 1le': Permission denied

No such file or directory

4@96
copyright

[
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11.



C PS> sziegler@kali: /homefsziegler

File Actions Edit View Help

/home/sziegler
groupdel newtest
groupdel: group 'newtest’ does
/home/sziegler
stfile

-Tw-r—r— 1 root root @ Sep 20 18:52 /

/home/sziegler

The file no longer has a group owner

12.



PS> sziegler@kali: fhome/sziegler
View Help
/home/sziegler

Password:
cu: Authentication failure

/home/sziegler

Password:
su: Authentication failure

not found

d4, not I‘-E‘FI]D"."iT"Ig

/home/sziegler




