Shawn Ziegler

Questions 1

Parts 1-6

User passwords:
User1: password
User2:1234

User3: password1234
User4: p@ssword1234
User5: 9a55w0rd

User6: #p@sswOrd

P53 sziegler@kali: fhomefsziegler
File Actions Edit View Help
% pwsh
PowersShell 7.5.1

/home/sziegler
useradd uwuserl
[sudo] password for sziegler:

J/home/sziegler

TEA=5 gl

fhome/sziegler

useradd uwuser3

/home/sziegler
useradd users

/home/sziegler

useradd uwuserS5

fhome/sziegler
passwd userl
New password:
password :
password updated successf




- | PS> sziegler@kali: fhome/sziegler
File Actions Edit View Help

/home/sziegler

useradd usert

/home/sziegler

C PS> sziegler@kali: fhomefsziegler

File Actions Edit View Help

passwd userl
New password:
Retype new password:
passwd: password updated successfully

/home/sziegler

new password:
password updated successfully

/home/sziegler

/home/sziegler
passwd user3
New password:
Retype new password:
passwd: password updated successfully

/home/sziegler
users
New password:
Retype new password:
passwd: password updated successfully




C PS> sziegler@kali: /homefsziegler

File Actions Edit View Help

/home/sziegler
passwd userb
New password:
Retype new password:
passwd: password updated successfully

/home/sziegler
passwd user6
New password:
Retype new password:
Sorry, passwords do not match.
passwd: Authentication token manipulation error
passwd: password unchanged

/home/sziegler
passwd user6
New password:
Retype new password:
passwd: password updated successfully

/home/sziegler

Question 2.



k.

- | PS> sziegler@kali: fhome/sziegler
File Actions Edit View Help
$ pwsh

PowerShell 7.5.1

/home/sziegler
cat /etc/shadow
[sudo] password

/home/sziegler




File Actions

/bin/fejabber
Jbin/elec
fbinfencf

/bin/enpass2]j

/bin/eth

szieg004.hash

j9T$GCaEF3bGd1Ud6FZ9nXrIH/ $KupTZVU/ xoxPGgzoN44W1b9gU/ @wcWbg4ZZ

sziegler@kali: ~

Edit View Help

/bin/openbsd_softraid2john
/binfopenssl2j
fbinqudlac

fblnfpd+ i
Jbin/pem
/bin/pfx2j

: fetc/shadow
[sudo] password for

sziegler:

-

99999y :::

T$pievtqHfZxEPtf5QFF.Ns1$zkaM3

99999:7

T$Iip4sH3 +U1EE 6 CPM2YHE/$VuZ/fsy7MTnallmpCKHx(

Question 3.

/sbin/ra

/sbin/

/shin/ 7
/sbin/vncpcap2john
/sbin/
/sbin/zip2john

apcap2john

8rIlZbgfoOn2ATgChgf

NgrLkw

SxFkul9aRphiDMOZ63Ie3wdousIVex9s

Qpc8nIZZUAW7eWnjzJo7PLt/VMDez Wnv

73pgle@$gailePoH8gav

alIbUyc

c/$eRnI8cqRBGB3IVTZ4ESTH y117Jt5yTSe

eqlx

IprEWDZ2@RmL26cn@KiCHksNnQMu23

D3GKTe




k.

sziegler@kali: ~

File Actions Edit View Help

: J/etc/shadow
[sudo] password for sziegler:

-

szieg004.hash

'E'QTEGEaEFﬂnGd1Ud5F?9nWr1Hf$hupTzvufxoxpGgzamaaWngquf@chbqazzmgrLkw

GalIbUycc/$eRnI8cqRBGB3VTZ4ESTHiy117Jt5yTSeqUXD3GKTe

¥ sziegﬂﬂﬂ.hash
Laaded 1 pa;;wa:d hq h lHMAL—JHHJ5b [pa
)
Will run 8 OpenMP threads
fopen: rockyou.txt.gz: No such file or

ssword is key,

directory

1 user

Extra credit



k.

- | PS> sziegler@kali: fhomefsziegler
File Actions Edit View Help

/home/sziegler

/home/sziegler

/home/sziegler
john extracredit.txt
efault input encoding: UTF-8
password hashes with no different salts (Raw-MD5 [MD5 256/256 AVX2 B

no OpenMP support for this hash type, consider —fork=8
/rockyou.txt: No such file or directory

/home/sziegler




