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Supervisory Control and Data Acquisition (SCADA) systems mitigate vulnerabilities possessed by critical infrastructure processes by maintaining a high level of supervision over systems and procedures while mitigating human error. Critical infrastructure vulnerabilities can include: using outdated systems that are susceptible to cyber attacks, allowing for human error, or physical security weaknesses. SCADA systems can be put into place to eliminate a lot of these concerns before they become issues for organizations to deal with. By automating and regulating everyday infrastructure processes, such as water and waste treatment plants, traffic lights, alarms, and the low-fuel gauges in our cars, the risk of human error subsides and the efficiency of products operating at the capacity intended for rises. As we learned in the Perusall reading about SCADA systems, they regulate infrastructure by working with established setpoints within a product and send signals to the Human Machine Interface (HMI), which human operators then take the data from the signals they receive and make adjustments to ensure the smooth operation of whatever it is that they are controlling. While this does not eliminate the room for human error, it does mitigate it for sure. As essential as this system is for a variety of products and equipment, we also understand that there are risks involved with relying on it.
 There are two highlighted vulnerabilities within the Perusall article, SCADA Systems. These are unauthorized access to system software and packet access to servers that host the SCADA system. Human access to the system is essential for it to operate at its max efficiency. Without a human interface, the signals or alarm bells are left ringing, and without a solution provided, systems that SCADA is established to protect begin to fail catastrophically. Human error can account for a majority of Cybersecurity vulnerabilities across every single system known to us. When humans are involved, mistakes can be made, which can then compromise the system they have access to. This is no different with SCADA. Weak passwords, not properly logging out of the system, and successful phishing attempts leave SCADA and the infrastructure they are protecting vulnerable. According to SCADA vulnerabilities and attacks: A review of the state‐of‐the‐art and open issues (Alanzi, 2023), SCADA systems are built with availability in mind. Therefore, a packet attack on this type of system would nullify its availability and, therefore, its services. 

In conclusion, critical infrastructure systems are breeding grounds and high targets for cyber attacks. Due to their old, outdated systems, human error, and weak physical security. However, with the addition of SCADA systems, the potential for cyber attacks diminishes but does not disappear. The more layers that are built upon safeguarding our systems and processes, the stronger our cybersecurity topology will be. As we know, nothing is perfect and immune from cyber attacks, we try to make our systems as strong as possible, but with one slip-up on our end, access to our most precious systems can be granted. 
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