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3. Section 1: Hands-On Demonstration
* Part 1: Generate Network Traffic

* Part 2: Analyze Traffic using Wireshark Trtpd64 by Ph. Jounin o o X

|
Currert Ditzetory —|C:AUssrsidministratorDesklop Browse
Serverinterfaces [172.300.10 winet3 Ethemet Adapter Show Dir

Part 1: Generate Network Traffic Tt S | Log viewer | Thtpds?: directory
. s . peer file: start time | piogress

« Part 3: Analyze Traffic using NetWitness
Investigator

desktop.ini 1/10/2017 282
puty. exe 1¢13/2017531368
Samuellates_titp bt 3¢22/201922
Thpded.Ink 3/2/2017 1699

Connect to TargetWindows02 using the FileZilla

52.1n the Remote site pane, right-click the
yourname_tftp.txt file and select Download from Copy | Esplorer
the context menu to transfer the file from the < Lo | oo
i deskiop to the desktop
When prompted with a notification that the target file
already exists, select Overwrite and click OK.

Settings

When a file is successfully transferred, FileZila wil
display a blue success pop-up and the bottom of the
FileZilla window will indicate the transfer has taken place.
Selected 1 fle. Total size: 2 bytes

Senver/Local file Direction  Remote file

Queved files | Falled transfers (| Successul wansfers () )

FTP file transfer
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E student@172.30.0.10 - FileZilla

 System ~
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Eile Edit View Transfer Server Bookmarks Help
e ] | ENE 3 =
1. Before You Begin o = =RohO L TaoM
2. Introduction > @ Host| 17230010 | wsename: [ student | Password: [ | E”’“l:l Guiesmee: | <
3. Section 1: Hands-On Demonstration v O [Swtus Insecure server, it does not support FTP awer TLS. ~
Sttus Legged in
* Part 1: Generate Network Traffic O stotus Starting download of /Samuel Oates_tftp.bct
" Ststus Connection closed by server
« Part 2: Analyze Traffi Wireshark s
art & Analyze Traflic using Wireshar Status: File transfer successful, transferred 22 bytes in 1 second
Sttusi  Disconnected from server v
Part 1: Generate Network Traffic

desktop to the deskiop
‘When prompted with a notification that the target file
already exists, select Overwrite and click 0K

Local sites | CAUsers\hdministrator Desktop v | Remate site:

W Deskop ~ 07
Connections

Documents

A Dowmloads

When a file is successfully transferred, FileZilla will

display a blue success pop-up and the bottom of the ¢ Favorites
FileZilla window will indicate the transfer has taken place. # Links
Local Settings
b Music
Selected 1 file. Total size: 22 bytes
2| My Documents v

Senver/Local file Direction  Remote fil

Filename Filesize Filetype Last modified Filename Filesize Filetype Lastraodified  Permissions  Ouwner/Gro

Connections File folder 2T/20171035:27 . 1] deskap. 202 Configurat.. 1/10/2017 5:04..
1] desktopaini 202 Configuration .. 1/10/2017 S:04:55 ... [ putty.exe 531,368 Application 141342017103
Queued files | Failed transfers (| Successful eransfers (1) ) * File Transferlnk 2453 Shortcut 2/22/2017 12:40:08... Sarmuel. 22 TetDocu. 3222019154
5] SarmuelOates tft.. 22 TextDocument  3/22/2019212:35 . [ Thtpded.l.. 1,600 Shorteut 32201710
FTP file transfer Bp Trtpdedhink 1,690 Shorteut 1/16/2017 12185530

4 files and 1 directory Total size: 4,436 bytes Selected 1 file, Total size: 22 bytes
53. Make a screen capture showing the FileZilla
window displaying the successful file transfer and | Strver/Localfile Direction  Remate file Sze Prioity  Time
paste it into your Lab Report file B student@172.30.0.10

Cillsershadministrator\De... Lo fSamuelOates_tftp b 22 Mormal 3/22/2019 2:12:35 PM
54. Close the FileZilla Client window.
Queuedfiles | Failed transfers | Successful transfers (1)

55. Restore the remote TargetWindows02 23 @) Queue: empty e

connection




Captured file transfer in the entire Wireshark window
]
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File Edit Miew Go Capture Analyze Statistics Telephory Wireless Tools Help
2 Introduction > Mm@ B]es TasEaqaHE
3. Section 1: Hands-On Demonstration v O [Alrp [x] <) Expression..  +
+ Part 1: Generate Network Traffic @ |t Time Source Destination Protocol  Length Info ~
§ | 309 29z.0603e2  172.30.2.10 172.30.2.2 FIP 81 Response: 421 Connection timed out.
* Part2: Analyze Traffic using Wireshark 0 314 2930.10961@  172.30.0.2 172.30.0.12 FTP 62 Request: TYPE &
« Part 3: Analyze Traffic using NetWitness 515 2930.105361  172.30.2.10 172.30.0.2 TR 73 Response: 200 Type set to A
i 316 2930.105769  172.30.0.2 172.30.0.10 FIP 60 Request: PASY
i . 17 2930.110728  172.30.0.12 172.30.2.2 FIP 102 Response: 227 Entering Passive Mode (172,30,0,10,90,122)
Part 2: Analyze Traflic using Wireshark 318 2930.111818  172.30.0.2 172.30.2.10 FIP 81 Request: RETR SamuelOates tftp.txt
322 2930.113M3  172.30.0.10 172.30.2.2 FIP 137 Response: 150 Cpening data channel for file download from serwer o
325 2930.116761  172.30.0.12 172.30.0.2 FTP 108 Response: 226 Successfully transferred "fSamuelOstes tftp. txt™
v

17. Use the down arrow to locate the name of the file

transferred during the FTP session

While Wireshark could not capture the contents of the

Frame 328: 1@8 bytes on wire (864 bits),
Ethernet IT, Src: Vimuare af:50:44 (00:50:
Internet Protocol Version 4, Src: 172.30.
Transmission Centrel Pretecol, Src Port:

108 hytes captured (64 bits) on interface 1
56:a6:50:44), Dst: Mnuare a6:7b:61 (@0:50:56:a6:7h:61)
©.1@, Dst: 172.30.0.2

21, Dst Port: 49715, Seq: 512, Ack: 184, Len: 54

transferred file, almost everything else was easily visible

File Transfer Protocol (FTP)
in clear text. Despite this lack of security, FTP is still an
extremely papular method of sharing and transferring
files over the Intemet.
SaoNNEne
2 12 9 ca 90 0 52 3
Captured file transfer
@0 50 56 ab 7b 61 0 50 56 aé 58 44 BB 08 45 B2  .PV.{a.F W.FD..E.
2@ Se 7c 23 40 @0 §0 @6 26 2c ac le B0 @a ac le  .°[H@... &,.
08 B2 @@ 15 c2 33 34 cd 14 44 01 49 &d 02 50 15 .....34. .D.Im.P.
18. Make a screen capture showing the captured file 20 14 1e 59 @0 Q0 32 32 36 20 53 75 63 63 65 7 ..V..22 6 Succes
transfer in the entire Wireshark window and paste 73 66 75 GC 6C 73 20 74 72 61 Ge 73 €6 65 72 72 sfully t ransferr
itinto your Lab Report file. 65 64 22 22 2f 53 61 6d 75 65 6c 4f 61 74 65 75 ed “/sam uelOates
5f 74 66 74 70 2e 74 78 74 22 od @a _tftp.tx ..

19. From the Wireshark menu bar, click File, then select
Save As to open the Save As dialogbox.

20. In the Save As dialog box, click the Desktop icon,

select Wireshark/tcpdump/.__-pcap in the Save as
type box, type yourname_S1_PacketCapture,
replacing yourname with your own name, and click Save

@ 7 File Transfer Protocol (FTP): Protocal

ed; 333 (100,0
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¢ Collection Edit Miew Bookmarks History Help

+ Part 1: Generate Network Traffic 54
« Part 2: Analyze Traffic using Wireshark @ |Aome = samuelOates_51_Collection > Password EXISTS > Sessions for p@sswordr &) .
= Part 3: Analyze Traffic using NetWitness 0@ Welcome (3 | @) SarmuelOates_S1_Collection @ 4 b x
Investigator o
= Page 1 of 1
4. Section 2: Applied Learning > 0O 2
g Displ 1-20f2
5. Section 3: Lab Challenge and Analysis » 0O |3 Time Service Size Events epayng LTS e
== 2019-Mar-22 14:10:26 P/ TCP | FTP 245KB =l 00:50:56:46:76:61 -> 00:50:56:A6:50:44
Part 3: Analyze Traffic using NetWitness X, 172.30.0.2 -> 172.30.0.10
Investigator { @ 29713 > 21 (fp)
{9 payload: 738
- i % medium: Ethernet
0 {2 tcp flags: 219
< e e ] A sreams: 2
| S5 - 9 packers: 32
NetWitness Investigator collection 5 lifetime: 120
8 action: login
. ) username: student
9. Um:srlhe Password category, click the [open] link to Rl password: P@ssword!
open the report. 5§ 1 linked session
e 2019-Mar-22 14:12:15 IP { TCP | FTP 2.28KE E 00:50:56:A6:7B:61 -> 00:50:56:A6:50:44

&~ Password (1 item)
p@ssword! (2)

Captured password

10. Under the Password category, click the (2) link to
view the session details related to password captures.

11. Make a screen capture showing the password
i for the Collection and
paste it into your Lab Report file.

12. Close the NetWitness Investigator window.

Lab View

Parksts: 333 * Displayed: 43 (12.99%) * Dropped: 0(0.0%) || Profils: Default

%) || Profile: Default

Sl Keyboard ~ & System +

M 172.3002 > 17230010
@ 29715 > 21 (ftp)
3 payload: 668
% medium: Ethernet
{3 tcpflags: 218
0 streams: 2
% packets: 30
/53 lifetime: 80
@ action: login
fisl username: student
fial password: P@ssword!
D action: ger
filename: SamuelOates_tftp.txt &

2:40PM
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4. Section 2: Applied Learning
* Part 1: Generate Network Traffic

« Part 2: Analyze Traffic using Wireshark

- Part 3: Analyze Traffic using NetWitness Curert Ditectery - Fiest = Browse
Investigator Serverinterfases [17230010 vmmet3 Ethernet Adspter =~ Show Dir

Tip Serve | Log vie

S Thpded: directory X
peer tatal | timea...
EUPL-EN pdf 3/24/200934312
5. IDates S2_thptst  3/22/201933

20. At the command prompt, execute the command to m‘;’Q;S Dﬁr:s’ i B/R/2015 337718

Part 1: Generate Network Traffic

transfer yourname_S2_tftp.txt to Targ 2 using Htpd32.ini 11/28/2013 664
N Hipdbd exe 5/6/2015 343040
ftp, then close the command prompt window fadidove S

You will see a successful TFTP file transfer of
Yyournarne_S2_tftp.txt from the vWorkstation desktop to

TargetWindows02.
; Copy Explorer

21. Restore the remote TargetWindows02
connection

Settings

22.In the Tftpd64 window, click the Show Dir button
to confirm the file transfer was successful

23. Make a screen capture showing
yourname_S2_tftp.txt in the Tftpd64 directory and

paste it into your Lab Report file. Titpded

24. Close the directory window and the Tftpd64
window.

25. Launch FileZilla Server, then minimize the
remote TargetWindows02 connection
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4. Section 2: Applied Learning v O [ student@172.30.0.10 - FileZilla
* Part 1: Generate Network Traffic (m]

Eile Edit Wiew Transfer Server Bookmarks Help

= Part 2: Analyze Traffic using Wireshark i~z TR ok L Faes
= Part 3: Analyze Traffic using NetWitness Host; [ 172.30.010 | Usemame: | student | Password: [ sssesnane ot | Quickeonnect |+
Investigator
Ststus:  Insecure server, it does not support FTP aver TLS,
Swtus Loggedin
Part 1: Generate Network Traffic Status: Starting upload of C\Users\AdministraterDeskbap\ Samuel Oates_SZ_tftp bt
Ststusi  File transfer successful, transferred 33 bytes in 1 secon
Status: Retrieving directory listing of """
=5 Ststus:  Directory listing of "/" successful

Ln(a\slte:‘ AUsers\AdministratoriDesktoph. | Remote site: | /
T G- Deskop Sl
Pl %] Documents
= s & Downloads
3 Favorites
L@ Links
..... 1ol Local Settings
Connect to TargetWindows02 using FileZilla J' Music
=] My Documents
MetHood v
29-Tfa“5ff”he yourname_S2_tftp.txt file from the Filenarme Filesize Filetype Last modified ~ | Filename Filesize ~Filetype Last modified  Permissions ~ Owne
L’e‘:wmnqmeeji?::‘:‘:mthe orkstation desktop, File Transfer Connections File folder RN TI03527 B
. 5] desktap.ini 202 Configuration .. 1/10/2017 5:04:55 . 5] desktap.n, 202 Configurst., 171072017 504
When a file is successfully transferred, FileZilla will \ File Transfer.Ink 2453 Shortcut 2/22/2017 12:40:00 [l putty.exe 531,368 Application  1/13/2017 103
display a blue success pop-up and the bottom of the “:E, | Titpd6Al.. 1699 Shortcut MO0
FileZilla window will indicate the transfer has taken place [ 7] @ Titpded.Ink 1,689 Shortcut 162017 12:45:
Trtpded v

Selected 1 file. Total size: 33 bytes 3 files. Total size: 533,340 bytes
30. Make a screen capture showing the FileZilla

Server/Local file Direction Remote file Size Priority  Status

window displaying the successful file transfer and
paste it into your Lab Report file.

31. Close the FileZilla Client window and restore
the remote TargetWindows02 connection

S %23PM
e m £ 3 A s T ponge B




Captured file transfer in the entire Wireshark window
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3. Section 1: Hands-On Demonstration ] 5 —
> @ e RBElee=s=gesEaaan
4. Section 2: Applied Learning v 2 i BIES <) Expression
* Part 1: Generate Network Traffic & Ho. Time. Source Destination Protocal  Length Info
« Part 2: Analyze Traffic using Wireshark & 219 483.114885  172.30.2.2 172.30.0.10 FTP 62 Request: TYPE A
220 483.115376  172.30.0.18 172.30.0.2 FTP 73 Response: 200 Type set to A
* Part 3: Analyze Traffic using NetWitness [ 221 483.116871  172.30.2.2 172.30.0.12 FTP 60 Request: PASY
[rumstinatnn 222 483.117792 172.30.0.10 172.30.0.2 FTP 103 Response: 227 Entering Passive Mode (172,3@,0,1@,165,-
Part 2: Analyze Traffic using Wireshark 223 483.118673  172.30.2.2 172.30.0.10 FTP 84 Request: STOR SamuelOates 52 tftp. it
228 483.120590  172.30.0.18 172.30.0.2 FTR 136 Response: 158 Opening data channel for file upload ta-
233 483.123214  172.30.0.10 172.30.0.2 FTP 111 Response: 226 Successfully transferred */SamuelCates_-
While Wireshark could not capture the contents of the 235 483.162807 172.30.2.2 172.30.0.10 FTP 62 Request: TYPE I
transferred file, almost everything else was easily visible £ 463163306 172.30.0.18 172.30.8 ETR 08 Tvoe set to T O

in clear text. Despite this lack of security, FTP is still an
extremely popular methed of sharing and transferring
files over the Internet.

90 50 56 6 b7 10 09 50 56 46 91 42 08 00 45 8
# ac 5192 32 35 50 18

Captured file transfer

18. Make a screen capture showing the captured file
transfer in the entire Wireshark window and paste

Frame 233: 111 bytes on wire ($88 bits),
Ethernet II, Src: Ymware_ab:d3:f6 (@0:50:
Internet Protocol Version 4, Src: 172.30.
Transmission Control Protocol, Src Port:
File Transfer Protocel (FTP)

111 bytes captured (888 bits) on interface 1
56:a6:d3:6), Dst: Wmaare_a6:ic@iS6 (0:50:56:a6:C@156)
.10, Dst: 172.30.8.2

21, Dst Fort: 49667, Seq: 512, Ack: 187, Len: 57

it into your Lab Report file.

19. In the Lab Report file, identify the frame number
in which the name of the file transferred is displayed.

20. Save the capture file to the TargetWindows02
desktop as yourname_S2_PacketCapture.pcap,
replacing yourname with your own name
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6L
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32
74
&d

53 32

@5 00 45 82 .Fw..W.P V.
o2 B2 ac le .l ... %.......
33 96 50 18 SO LR
63 63 65 73 .22 6 Succes
66 65 72 72 sfully t ransferr
€1 74 65 73 ed "/Sam uelOates
22 od @a _s2_tftp Lttt

21. Close the Wireshark window.

Performing Packet Capture and

Jones & Lab View Lab:

‘Samuel Oates:
31 minutes remaining

LAB GUIDE
3. Section 1: Hands-On Demonstration > &
4. Section 2: Applied Learning v &
« Part 1: Generate Network Traffic o4
« Part 2: Analyze Traffic using Wireshark &
» Part 3: Analyze Traffic using NetWitness [C3

Iminstinatar

Part 3: Analyze Traffic using NetWitness
Investigator

Cleartext passwords seen on the
network. Click [open] to view.

Password

4. Locate the yourname_S2_tftp.txt file that was
transferred earlier in this lab and display the session
detail related to the file.

5.Make a screen capture showing the session
detail for the yourname_S2_tftp.txt file transfer
and paste it into your Lab Report file.

6. Close the yourname Collection tab and select
Collection > Export Collection from the NetWitness
Investigator menu

7. Export the file to the desktop as
yourname_S2_Collection.xml.

8. Close NetWitness Investigator.

BB retwitness Investigator 10.6

nuifull displ

Traffic Analysis

E=2 Keyboard ~  System =

i Collection Edit Wiew Bookmarks History Help
All Data = SamuelOates_52_Collection > Sessions for “samueloates_s2_titp.txt™ ,
i@ Ewelcome @ sarmuelOates 52 Collection @ 4 b x
o —
S I (4] T BN R () B E NS 5 S ]
El Time Service Size Events Displaying 1 -1 of 1
s 2019-Mar-22 20:43:57 IP / TCP | FTP 2.89 KB 1 00:50:56:A6:C0:56 —> 00:50:56:A6:D3F6
/1723002 -> 172.30.0.10
[ @ 49687 -> 21 (ftp)
43 payload: 850
5 4% medium: Ethernet
tcp flags: 219
View 43 tep nags

43 streams: 2

4% packets: 38

4 tifetime: 22

8 action: login

‘A8l username: student

o password: P@ssword!
0 action: put

filename: SamuelOates_S2_tftp.txt &
1zt EXTENSION: IXT

£§ 2 linked sessions







