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1. Before You Begin
2. Introduction
3. Section 1: Hands-On Demonstration

= Part 1: Create a Public and Private Key
Pair for the Sender

* Part 2: Create a Public and Private Key

Part 1: Create a Public and Private Key Pair for
the Sender

sends a copy of your private key to your computer
where you can store it anywhere you'd like.
Send Certificate By e-Mail. This option will create
anew e-mail and automatically attach your public
key certificate.
Upload Certificate To Directory Service. You
can store your certificate on a public Internet server.
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Figure 7 Successful key pair fingerprint

11. Make a screen capture showing the fingerprint
generated by the key creation process and paste it
into your Lab Report file.
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Figure 10 Certificate search

17. Make a screen capture showing your own test
email address in the Certificate Server Certificate
Lookup window and paste it into your Lab Report file:

18. In Certificate Server Certificate Lookup window, click
Close to close the window:.

soaty

19. In the Kleopatra window, click your newly created
certificate to selectit.
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) Decryptiverify Files ? bd
= Part 3: Transfer and Import a Public Key [

from the Receiver Results

» Part 4: Encrypt and Decrypt a File from 0
the Sender Al operations completed.
4. Section 2: Applied Learning > 0O
100%
5. Section 3: Lab Challenge and Analysis > 0

Part 4: Encrypt and Decrypt a File from the
Sender

File

I like information systems security
Samuel

Edit Format View Help

22. Make a screen capture showing the Kleopatra
decryption results window and the secret-
message.txt file in Notepad, and paste it into the Lab
Report.

23. Close any open windows.

24. Close the remote TargetWindows02
connection

Cancel

Note: This completes Section 1 of this lab. In the next
steps, you will use the File Transfer folder to move any
files from the vWWorkstation to your local system that are
to be submitted as part of your lab deliverables. Refer to
the instructions in the Common Lab Tasks document for
more information on how to use this function

25. On the vWorkstation desktop, drag and drop the
following files into the File Transfer folder to complete the
download to your local computer.

+ secret-message.txt.gpg
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» Part 1: Create a Public and Private Key =)
Pair [search... <arro= My Certificates =]
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« Part 2: Import Angther Private Key
Narne | E-Mail ‘ alid From ‘ Valid Until | Details ‘ Key-ID |
« Part 3: Decrypt a File with the Imported Samuel Oar., soateld1@od., Py TR 2355
Certificate ? x
Part 1: Create a Public and Private Key Pair
M Certificate Creation Wizard
4. When prompted for a passphrase, type
iTsecurity!. Key Pair Successfully Created
When the key is successfully created, a unique 40 Your new key pair was created successfully. Please find details on the result and some

ted next steps below,
character fingerprint will appear in the Result area of the FuggEstEdnet sieps helow

dialog box. With the key created, you have several options
for handling it:

Result

Certficate created successfully.

Fingerprink; 146434B5E67616E9189F 91 DAEID! BEZ735E
* Make a Backup Of Your Key Pair. This option
sends a copy of your private key to your computer
where you can store it anywhere you'd like.
Hext Steps

Send Certificate By e-Mail. This option will create
anew e-mail and automatically attach your public Make & Backup OF Your Key Pair... |
key certificate.

Upload Certificate To Directory Service. You end Certficate By EMtal. . |
can store your certificate on a public Internet server. Unioad Certiicate To Directory Service. .. |

5. Make a screen capture showing the fingerprint
generated by the key creation process and paste it
inta your Lab Report file.

6. Upload the Certificate to Directory Services,
then close the Certificate Creation Wizard.

The new certificate appears in the My Certificates tab of
the Kleopatra application. The Key-ID is the same as the
last 8 digits of the fingerprint associated with this
certificate. Each new certificate is created with no
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Part 1: Create a Public and Private Key Pair

your name and email address are visible in their entirety.
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Figure 31 Certificate search
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9. Make a screen capture showing your own email
address in the Certificate Server Certificate Lookup
window and paste it into your Lab Report file.

10. Close the Certificate Lookup. Recent Windows Defender Summary

11. Select your certificate, then select File > Export
Secret Keys and save your private (secret) key to the

desktop as private.gpg
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Figure 34 Trust imported certificate

4. Make a screen capture showing the Certificate
Details for the student certificate and paste it into
your Lab Report file.
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= Part 1: Create a Public and Private Key [
Pair

« Part 2: Import Another Private Key ®

= Part 3: Decrypt a File with the Imported 0

Certificate

Part 4: Encrypt a Reply Using the

Part 3: Decrypt a File with the Imported
Certificate

Notepad.

4. Reposition the open windows so that the
Decrypt/Verify Results window and the decrypted
Secure_note.txt file in Notepad are visible.

Figure 35 Window arrangement for screen capture
(secure_note contents redacted)

5. Make a screen capture showing the Kleopatra
decryption results window and the Secure_note.txt
file in Notepad, and paste it into the Lab Report

6. Close the Notepad window, Decrypt/Verify Files

[ ]

Results

All sperations completed
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Please send a reply with your contact details.

Name : Samuel Oates
Email:socated8lgodu. edu|




