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Article Review 1: “Social Cybersecurity: An Emerging Science” 

Introduction 

​ The article “Social Cybersecurity: An Emerging Science” by Kathleen M. Carley was 

published in the journal Computational and Mathematical Organization Theory in 2020, and 

explores the field of social cybersecurity emphasizing the role of social dynamics in cyber 

threats. The study expresses the importance of understanding humans and their connection to 

cybersecurity in order to develop better strategies against cyber threats.  

Connection to Social Science Principles  

​ Social cybersecurity uses principles from social sciences by analyzing how human 

behavior, social structures, and cultural norms influence cybersecurity. The article describes 

how theories like the social network analysis and behavior psychology can be used to 

understand the spread of misinformation. The study highlights the need to consider societal and 

ethical circumstances in cybersecurity practices.  

Research Question, Methods, and Data 

​ The primary research question is: How can societal science methodologies be applied to 

enhance cybersecurity. The author intends to investigate the potential of integrating social 

science approaches to better understand and fight against cyber threats. The study uses case 

studies and literature reviews to explore this topic. The author examined these cases through 

the lens of social science theories, identifying patterns and insights between user engagement 

patterns and vulnerabilities to cyber threats. 

Connection to Course Concepts  

The article’s findings align with key concepts discussed in class, particularly regarding 

the role of human behavior in cybersecurity. Topics such as social engineering, digital trust, and 



information warfare are explored, emphasizing how attackers exploit psychological and social 

vulnerabilities. 

Impact of Marginalized Groups​  

​ This study highlights the impact of cyber threats on marginalized communities. Certain 

populations are more vulnerable to misinformation campaigns and cyber fraud. The findings 

suggest that inclusive cybersecurity policies and education programs are what is necessary for 

protecting these groups. The study also contributes to a deeper understanding of how social 

dynamics shape cybersecurity threats. By using social science principles in cybersecurity 

research, there is a push for more effective policies and interventions.  

Conclusion 
This article provides an analysis of the role of social structures in cybersecurity. The study’s 

strengths lie in its interdisciplinary approach and data analysis. However, limitations include 

potential biases in social media datasets and challenges in measuring human behavior 

accurately. Overall, the research significantly advances the field of social cybersecurity by 

breaking gaps between technology and social science. 
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