Old Dominon University

CYSE 301: Cybersecurity Technique and Operations

Assignment 3: Sword vs. Shield
Vehskha# Truj B

34565887



In this assignment, you will act as an attacker to identify the vulnerabilities in the LAN network and a
defender to apply proper countermeasures. You need to provide a screenshot for each task below.

Task A: Sword - Network Scanning (20+ 20 = 40 points)
Power on the listed VMs and complete the following steps from the External Kali (you can use either
nmap or zenmap to complete the assignment)

e External Kali
e pfSense
e Ubuntu
e Windows Server 2008
Make sure you didn’t add/delete any firewall policy before continuing.
1. Use Nmap to profile the basic information about the subnet topology (including open ports
information, operation systems, etc.) You need to get the service and backend software
information associated with each opening port in each VM.
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From the screenshot above you can see a visualization and summary of my Zenmap scan.
From this you can see the amount of open ports for each VM with the ubuntu VM (.10.10)
with the least amount of open ports and windows(.10.11) and pFsense(.10.2) with between 3
and 6 open ports. Take note that (.10.11) has the highest roundtrip time.
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From the above screenshots which are the result of the “nmap -T4 -A -v 192.168.10.1-
11” we can see more detailed findings. We can see the OS of each VM minus pFsense. We
can see the open ports highlighted in green as well as their service and version and even any
associated files and if they are writeable. We can see that the windows server has the most
amount of open ports.

#

Run Wireshark in Ubuntu VM while External Kali is scanning the network. Discuss the traffic pattern
you observed. What do you find? Please write a 200-word essay to discuss your findings.

Microsoft windows Server 2008 A2 or Windos 8.1, Microseft Windows 7 professional or

From when I performed my Nmap/Zenmap scan, there were many things that I
could find about the subnet topology to include the OS of each VM, open ports for each
VM, associated files for each port that may or may not be writable, and the software that
is using each port. This could show me what systems in a topology are the most
vunerable in the case that I was a threat actor, in this case I can see that the windows
server is the most vunerable with the most amount of open ports.

We can get a better understanding of how Nmap is able to accomplish this with
the use of Wireshark on the Ubuntu server. From the first of two screenshots below you
can see that initially the scan starts with a ping between the two VMs, the only two
packets that use ICMP protocol. Surrounding that is packets between the Ubuntu server
and the pFsense firewall as well as multiple broadcast packets asking for difference IP's
The broadcast being the result of the Nmap scan command trying to find multiple hosts
that are down. The second screenshot shows and map actively scanning the VMs by
sinking with every individual avialabe port (1000 ports per VM) when it finds an open
port it flags it SYN and AKC (like the highlighted packet) and then reports it to the user.
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Task B: Shield — Protect your network with firewall (10 + 10+ 20 + 20 = 60 points)
In order to receive full credits, you need to fill the table (add more rows if needed), implement the
firewall rule(s), show me the screenshot of your firewall table, and verify the results.
1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu VM.

Protocol
(port # if appliable)
2 WAN Block 192.168.10.10 | 192.168.217.3 IPv4 ICMP(any)

Rule # Interface Action Source IP Destination IP

[ f J Ubunty 64-bit on CS301-SGIOR00Z
sense  sysem - o - o
WARNING: T
Firewall / Rules/ LAN =SwE60
The changes ully. The firewall rules ar ading in the background x
the
Floating
Rules (Drag to Change Order)
States Protocol ~ Source Port Destination Port Gateway Queue Schedule Description Actions
v K * * * LAN Address 443 * * Anti-Lockout Rule £
80
X IPV4ICMP LANnet * 192.168.217.3 * * none $2,00m
D
lab-connect.cova-cci.org A Y A v o ® & i = £
{ BP Attacker Kali - External Workstation on C5301-SGIOR002 - Virtual Machine Connection -
File Action File Action Media Clipboard View Help
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PR Applications ¥ Places ] Terminal » Wed 01:55
] root@CS2APenTest: ~

File Edit View Search Terminal Help
: # ping 192.168.10.10
PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.
~C
- 192.168.10.10 ping statistics ---
116 packets transmitted, © received, 100% packet loss, time 869ms

: # ping 192.168.16.10
PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.
*C
- 192.168.10.10 ping statisti cee
121 packets transmitted, © received, 100% packet loss, time 992ms

: #

2. Clear the previous firewall policies and configure the pfSense firewall to block all ICMP traffic from
External Kali to the LAN side.



Rule # Interface Action Source IP Destination IP

Protocol
(port # if appliable)

LAN Block LAN address | 192.168.217.3

IPV4 ICMP(any)
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: # ping 19 .10.11
PING 192.168.10.11 (192.168.10.11) 56(84) bytes of data.
~C
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14 packets transmitted, 0 r

_—

ved, 100% packet loss,

time 313ms

B Attacker Kali - Exter.. I Ubuntu 64-biton C

Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic from
External Kali to the LAN side, except for the FTP protocol towards Windows Server 2008.

Rule # Interface Action Source IP Destination IP

Protocol
(port # if appliable)

LAN pass 192.168.217.3 | 192.168.10.11

IPv4 TCP port 21

LAN Block LAN address | 192.168.213.3

IPv4 any
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Protocol  Source Port Destination Port

Gateway Queue Schedule Description Actions
* * *  LANAddress 443 * * Anti-Lockout <
80 Rule
1Pv4 192.168.217.3 *  192.168.10.11 21 * none 3200
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ubuntul4
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7.80-setup.
exe

ubuntu-
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VM - Kali
Logininfo.
txt

VMware
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root@CS2APenTest: ~
View Search Terminal Help
# ping 192.168.10.10

PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.
€

File Edit

192.168.10.10 ping statistics

219 packets transmitted, © received, 1 packet loss, time 454ms

#

policies you created in Task B.3 and repeat Task A.1. What’s the difference?




Applications +  Places + @ Zenmap ¢ Attacker Kali - External

Scan Tools Profile Help

Target: |192.168.10.1-11 v  Profile: |Intense scan v

Command: |nmap-T4-A-v192.168.10.1-11

. Services Nmap Output | Ports / Hosts  Topology Host Details Scans

05  Host v nmap -T4-A-v192.168.10.1-11 A Details

Starting Nmap 7.76 ( https://nmap.org ) at 2023-10-18 02:21 EDT
NSE: Loaded 148 scripts for scanning.

o NSE: Script Pre-scanning.
Initiating NSE at 02:21
o Completed NSE at ©2:21, 0.00s elapsed

Initiating NSE at 02:21
Completed NSE at 02:21, 0.00s elapsed
M Initiating Ping Scan at 02:21
Scanning 11 hosts [4 ports/host]
Completed Ping Scan at ©2:22, 5.55s elapsed (11 total hosts)

Nmap scan report for 192.168.10.1 [host down]
Nmap scan report for 192.168.10.2 [host down]
Nmap scan report for 192.168.10.3 [host down]

[host down]
[host down]

Nmap scan report for 192.168.10
Nmap scan report for 192.168.10

Nmap scan report for 192.168.10.6 [host down]
Nmap scan report for 192.168.10.7 [host down]
Nmap scan report for 192.168.10.8 [host down]

CONOUDWN M

Nmap scan report for 192.168.10.10 [host down]
Nmap scan report for 192.168.10.11 [host down]
NSE: Script Post-scanning.

Initiating NSE at 02:22

Completed NSE at 02:22, 0.00s elapsed
Initiating NSE at 02:22

Completed NSE at 02:22, 0.00s elapsed

-
=
}:‘ Nmap scan report for 192.168.10.9 [host down]
<

cee Read data files from: /usr/bin/../share/nmap
Nmap done: 11 IP addresses (© hosts up) scanned in 6.61 seconds
Raw packets sent: 88 (3.344KB) | Rcvd: © (@B) 1

# The Nmap reads all the hosts as if they are down, but can still access VMshare.

Extra credit (15 points): Use NESSUS to enumerate the security vulnerabilities of Microsoft Windows
Server 2008 VM in the CCIA network.



