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What is the future of cyber
terrorism in the United states
Government?

BY: Stephen Cobb
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Cyber terrorism In the United States

* The United States Government is dealing with a big

magnitude of cyber attacks from all parts of the world
even on the homeland.

* The main Cyber attack threats come from Iran, Russia,
China, and North Korea.

* The main struggle the US has right now is funding cyber
defense strategies.

* Terrorism in general will strike fear into the nation as a
whole and the government is what other countries will
try to attack until they get it right.




Government strategies

* To beat these cybersecurity challenges agencies must
produce new ways to protect their systems.

* The agencies that are doing the best right now with
what they have are the ones who meet frequently to
talk about strategies and review what is going on.

* Their strategies consists of Defending critical
infrastructure, investing in a resilient future, and to
make partners in the international level.
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Federal Cybersecurity solutions

e Data Protection: This consists of things like end-to-end
encryption, least-privilege access, and ways to track the
movement of data.

* Network Security: Understanding what zero trustis in a
network and using things like machine learning to
detect threats early to manage attacks from spreading.

* Backups and Recovery: tools that can help an agency
recover data quickly is important just in case of a
ransomware attack. Like air-gapped backups.




Reasonings why cyber defense is so
important on the federal level

* If the United States government prioritizes
cybersecurity the level of cyberattacks would be less
across the nation.

* Once cyber defense is important in our government all
businesses will start to take it more seriously and
understand what needs to be done in order to prevent
cyber attacks and terrorism.
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