CYSE 270: Linux System for Cybersecurity Lab 5 — Shell Scripting (Total 100 Points)

Please Refer to the slides for week-5-Shell scripting and write shell scripts to complete the following
tasks. Submit the screenshot for the script and its output, both. NOTE: Please replace the name of the
script with the name you used for the script. In the sample screenshot, | have used those names to
create my script.

Step-1: Use vi or nano editor to write your script (YourScriptName.sh) for the following tasks.
stevescript.sh

steven@steven-VirtualBox: ~/Desktop

S nano stevescript.sh

Step-2: After saving the script, exit out of the editor and make the script executable by adding execute
permission (using chmod +x YourScriptName)

Activities [-] Terminal Nov 22 08:2
steven@steven-VirtualBox: ~/Desktop
nano stevescript.sh

chmod +x stevescript.sh
1s

: S 1s -1

total 8
drwxrwxr-x 4 steven steven 4096 Nov 7 11:09
-rwWwXrwxr-x 1 steven steven 88 Nov 22 08:27

Step-3: Run your script using ./YourScriptName.sh

Task A (Correct script (25 points) + result/output after executing the script (25 points)- Take your
MIDAS/name

Write a script like below that reads MIDAS/name and displays the message (for example, the screenshot
here), if the following requirements are satisfied:



1. Only lower-case letter [a-z] are allowed 2. MIDAS/name must be between 4 to 8 characters in length
Test your script with the following test input: ® Your MIDAS /name with one upper case e A string less
than 4 characters e A string longer than 8 characters ¢ Your MIDAS/name in lower case, between 4-8
characters in length

Enter vour MIDAS 1D:

Svats

You must enter a valid MIDAS t t be lowercase and betwen 4-8 characters only
Iry again:

sV

You must enter a valid MIDAS II t be lowercase and betwen 4-8 characters only
Try again:

shobhavatsa

You must enter a valid MIDAS II t must be lowercase and betwen 4-8 characters only
Try again:

svatsa

Thank you! Your MIDAS 1D 1s:

Activities (<] Terminal Nov22 10:46
$\ Ial steven@steven-VirtualBox: ~/Desktop

GNU nano 6.2 stevescript.sh

midasid

Read 14 lines
¥ Help &Y Write Qut gy Where Is W Cut Wl Execute WY Location ERV Undo LB set Mark
W Exit @i Read File #| Replace MY Paste @8 Justify Wi Go To Line [ Redo KME Copy

(-] Terminal Nov22 10:48

=
©
B
A

steven@steven-VirtualBox: ~/Desktop

3 $ ./stevescript.sh

Enter your Midas ID:Steve

You must enter a valid MIDAS ID it must be lowercase and between characters
3 $ ./stevescript.sh

Enter your Midas ID:ste

You must enter a valid MIDAS ID it must be lowercase and between characters
3 S ./stevescript.sh

Enter your Midas ID:steveeeere

You must enter a valid MIDAS ID it must be lowercase and between characters

3 S ./stevescript.sh

Enter your Midas ID:Steve

You must enter a valid MIDAS ID it must be lowercase and between characters
3 $ ./stevescript.sh

Enter your Midas ID:steven

Thank you! your MIDAS ID is: steven
: s

= -




Task B (Correct script (25 points) + result/output after executing the script (25 points) - Create a new
directory Write a shell script like below, that performs the following task:

1. Reads the name of the directory.
2. Check whether the given input is a directory or regular file.

3. If the input is a directory and exists, then display the message “Directory exists. Do not create”. a.
(Extra credit: 10 points) Display the contents for that directory)

4. If the input is a regular file, then display the message “It is a regular file. Do not create”.

5. If the given input name in step-1 doesn’t exist, then create the new directory with the given name in
step-1. (Sample screenshot for executing the script is shown below)

§ ./create_dir.
nter the directory

create
S ./create dir.

[t is a regular file. Do not create.
S ./create_dir.
nter the directory
est_dir
irectory doesnn't exist, creating test_dir now...
S 1s -1

Activities k-] Terminal Nov22 11:10

steven@steven-VirtualBox: ~/Desktop

S nano createdir.ﬁhl




Activities -] Terminal Nov 22 11:11
steven@steven-VirtualBox: ~/Desktop

GNU nano 6.2 createdir.sh

newdir

* | Termina
steven@steven-VirtualBox: ~/Desktop

$ nano createdir.sh

S chmod +x createdir.sh
s

=

Activities (-] Terminal MNov22 11:14

*s [+1 steven@steven-VirtualBox: ~/Desktop

nano createdir.sh
chmod +x createdir.sh
3 . Jjcreatedir.sh
Enter the Directory: steves
Directory created : steves

B .fcreatedir.sh
Enter the Directory: steves
Directory Exists. Do not create.
Contents of the Directory:

7 $ ./createdir.sh
Enter the Directory: [fesc/psw
mkdir: cannot create directory ‘/esc/psw’: No such file or directory
Directory created : fesc/psw

7 $ ./createdir.sh
Enter the Directory: /[etc/passwd
.fcreatedir.sh: line 1@: It is a regular file. Do not create: command not found

Extra Credit(15 points)-
Check files Write a script like below that
1. Gets the name of the directory as input.

2. Your script should check for the validity of the given directory name, if the entered filename is a
directory or and pop out an error if an invalid directory name is entered.



3. You need to execute your script and test the following directories with your script (sample screenshot
for executing the script is shown below in the screenshot): e /etc/systemd ¢ /home e A directory that
does not exist Display the contents for the directories you have entered (See the screenshot below)

of the directory

e contents /files in the directory with 1 2 /etc/systemd:

ald.cont network f or 3 eep.co system.conf user

nd.conf networkd.conf resolved.con 5 t cd.conf user.conf

MIDAS:

s name of the directory you want to check:

> the contents /files in the directory with name

Activities

MIDAS:
name of the directory you want to check:

the entered directory desktop is not a valid directory name.

(=] Terminal Nov22 11:16
steven@steven-VirtualBox: ~/Desktop

ano getdir.sh

Sn
sl



Activities (] Terminal Nov 22 11:21
steven@steven-VirtualBox: ~/Desktop

getdir.sh *

dirname

Activities (-] Terminal Nov 23 08:23

steven@steven-VirtualBox: ~/Desktop

nano getdir.sh

C
|

hmod +x getdir.sh

Activities (-] Terminal Nov 23 08:24

steven@steven-VirtualBox: ~/Desktop

$ nano getdir.sh
S chmod +x getdir.sh

: S ./getdir.sh

Enter the name of the directory: /home

Contents of the directory /home:

cyse project emma sday®®3 sophia steven
: $ ./getdir.sh

Enter the name of the directory: fclass

Error: 'Jclass' is not a valid direciory or does not exist.
: 5

. -

Please note: Each student needs to screenshot your source code and the output after executing the

script



