Samuel Woodruff
Assignment 5 - WiFi Password Cracking
7/26/2026

TASK C:

1. Decrypt the lab5wep-demo.cap file. Find the Key (F2:C7:BB:35:B9)

Decrypt files using Key Analysis shows abnormal ARP count
Could be because of network scanner or
Malware or another network issue.

«/./VAshare/Lab Resources (2023 Spring)/Lab Resources/Module §
[ 08133109 llﬂﬁl?h-ﬂfﬂﬂ.{iﬂ




2. Decrypt lab5wpa2-demo.cap Find the Key

= /ishare/Lab Rescurces {2023 Spring)/Lab Resources/Module 5
labSwpal-dim.cap -~ rockyou.txt

Analyze Traffic

harefLab Resources (2023 Spring)/Lab Resources/Module §
| 1abSwpal-deme.cap -¢ CONI
o 1

The traffic displays
normal, secure traffic
primarily utilizing TCP
protocol. Unlike the previous
results, there is a much lower
percentage of ARP requests.
Traffic is consistent with
HTTP/HTTPS use.




TASK D: swood041 -> 6b351b67f8512748fb4d4d44b12bab7c (WPA2-P5-01.cap)

1. Implement a dictionary attack and decrypt the traffic. (Key: messenger)

=/./Mshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
WPA2-P5-01.cap - rockyou,tst

Pn-.n!|n:; packets, please wait...

Opening WPAZ=P3=01.cap

Read 7675 p
Encryptior
] 00:16:B6:DAICF:2F CybopPHy WPA (1 handshake)

I'I|-u.'..'-.; HIPSt network as target,

«f VMshare/Lab Ressurces (2031 Spring)/Lab Messurces/Module §
pirfef WPAY-PS-01. chp CharPu'y

2. Decrypt the encrypted traffic and write a detailed summary to describe what you
have explored from this encrypted traffic file
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For this part of the assignment, | was tasked with decrypting and analyzing the
network traffic for WPA2-P5-01.cap. After running a dictionary attack against the
CyberPHY network, | was able to reveal that the password was “messenger”.
After decrypting the network traffic using the password, | was able to see all the
different kinds of network traffic going across the network in this lab snippet. It
appears as if UDP was the primary protocol used at 55.5% of packets. TCP was
secondary to UDP coming in at 43.8% of packets. GQUIC at 41.9% of packets
reveals that the network was being used for a form of UDP Google Service. mSN
Messenger Service at 1.9% of packets reveals that a form of messaging service
was also being used at the time.



