
Samuel Woodruff 
Lab #6 
 
 
 
Task A: 
 
According to the course modules, the key difference between cryptography and steganography is 
that one encrypts whereas the other one hides completely. In cryptography, the data is 
scrambled/encrypted but its existence is still known. In steganography, the existence of the data 
isn’t known.  
 
Task B: 
 

1.​  [10 Points] Create a text file containing 
the answers to the following questions: 
What are your name and current date and 
timestamp? What is your expected grade in 
this course? 

 
 
 
 
 
 
 
 
 

2.​   
 
a/b/c) Use steghide to hide this text file in the 
cover image, " Monarch.bmp.", which 
you can find in Windows7 under VMShare 
folder--> Lab-Resources--> Module 6. Use your 
Midas ID (all lowercase) as “YourName.bmp” for 
example "svatsa.bmp" as the name of the STEGO 
file. Use your own UIN (for example, 01000123) 
as the password. 



d) List the contents of the current directory/folder to 
verify if the stego file is 
created or not. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
3.  [20 Points] Extract the secret message by 
executing steghide command and save in a file 
named “extracted_YourName.txt”. 
 
 
 
 
 
 
 
 
 
 
 
 
 
4.  [10 Points] Execute the command to list the 
contents of the current directory in CMD to 
verify whether the extracted textfile with secret 
message has been extracted or not. 



5.  [10 Points] Execute the command to display the contents of the extracted file you 
revealed. 


