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Critical infrastructure systems in the water, energy, transportation, and healthcare sectors

are keys to the functioning of our society. All of these systems rely on SCADA applications in

which monitor processes. SCADA systems are crucial for the systematic operation of critical

infrastructure as well as introduce vulnerabilities that are potentially exploited. Some

vulnerabilities can include HMIs, which display data from multiple sensors and machinery that

is connected to the SCADA system which helps users make accurate decisions that can all be

implemented into the same system. HMIs can be a target for threat actors who are trying to gain

control over processes or steal information. Mobile applications that can be used through tablets

that support engineer's control PLCs and RTUs. Communication protocols like Modbus can

control different mechanisms that are supervised by SCADA systems, but they lack a level of

security capabilities to defend themselves against threats that SCADA systems attract. The role

of SCADA systems in mitigating these risks includes access control, encryption, patch

management, supply chain security, etc. First, SCADA systems can enforce strict access control

measures which can ensure only authorized users can interact with the system. Secondly,

SCADA can use encryption to protect data that is in transit which makes it harder for attackers to

manipulate data. Thirdly SCADA vendors should occasionally apply security patches. Lastly,

SCADA systems can add supply chain security practices that verify the integrity of software

components used in critical infrastructure systems.
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