Cybersecurity Career Professional Paper: Cybersecurity Analyst

A cybersecurity analyst is responsible for protecting an organization’s systems, networks, and data from
cyber threats. While this job is often seen as very technical, it actually relies a lot on social science. That’s
because many cybersecurity issues are caused by human behavior, not just technology. Understanding
how people think, act, and make decisions is a big part of keeping systems secure.

One important concept is risk perception. Not everyone takes cybersecurity risks seriously, especially if
they’ve never experienced a cyberattack. A cybersecurity analyst has to understand this and find ways to
make risks feel more real to employees. For example, training programs often show real life examples of
cyberattacks to help people understand the consequences. Another key idea is behavioral psychology,
which helps explain why people click on suspicious links or use weak passwords. Analysts use this
knowledge to create better security training and systems that are easier for people to follow.

Another important concept is incentives. Companies sometimes don’t invest enough in cybersecurity
because it costs money upfront, and the benefits aren’t always obvious right away. Cybersecurity analysts
often have to explain why spending money on security now can prevent bigger losses later. There’s also
social engineering, where attackers trick people into giving away information by using emotions like fear
or trust. Analysts need to understand these tactics so they can train employees to recognize and avoid
them.

Cybersecurity analysts also need to think about how different groups of people are affected. Not everyone
has the same level of access to technology or knowledge about online safety. For example, older adults or
people in low-income communities may be more vulnerable to scams because they haven’t had as much
exposure to cybersecurity education. One challenge is making sure security information is easy to
understand for everyone. Another is dealing with the digital divide, where some people don’t have access
to secure devices or internet connections. There can also be cultural or language barriers that make it
harder for certain groups to stay protected online.

The connection between cybersecurity and society is strong. As people rely more on technology,
cybersecurity becomes more important for everyday life. Cybersecurity analysts help protect not just
businesses, but also personal information, financial data, and even national security. At the same time,
their work can raise questions about privacy. For example, monitoring systems to prevent attacks can
sometimes feel like surveillance, so analysts have to balance security with people’s rights.

In their daily work, cybersecurity analysts use social science all the time. They train employees, respond
to threats, and create policies that people can actually follow. If they only focused on technology and
ignored human behavior, security systems would not be as effective.



Overall, being a cybersecurity analyst is not just about computers it’s also about understanding people.
Social science concepts like risk perception, behavior, incentives, and social engineering all play a big
role in this career. By combining technical skills with an understanding of human behavior, cybersecurity
analysts can better protect both organizations and society as a whole.
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