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Introduction
My participation in the Cyber Clinic has been the most valuable class that I’ve taken so far, because I was able to put into practice all the theory and concepts that I learned in previous classes. Although I was expecting a bit more hands-on work with the client, I find the skills I developed in risk management, policy, and communication are just as valuable if not more.
What Went Right
	There were many strengths to the final report and presentation that we delivered to the client. One of our biggest successes is that our client expressed how he appreciated the organization and structure of our delivery. Our team emphasized trying to keep explanations detailed while also short and concise. We did this to ensure that our client wouldn’t feel overwhelmed as he was still new to the concept of cybersecurity. Furthermore, our client noted how we truly helped him understand the “why” of the report and presentation, rather than just the “how” and “when.” To understand why was the biggest goal for our group because we wanted our client to walk away feeling safer and motivated to act on our recommendations. With that, I feel another major success for our team was that we created solutions like an Incident Response Plan (IRP) that the client could keep and use today. This took the report above doing risk assessments but also providing solutions. 
What Went Wrong
	Although I can honestly say that I don’t believe there were many parts of the project that went wrong, there were things that could have went better with more time. For example, it was originally our goal to build out a phishing/cybersecurity awareness employee course for the client. Our hope was that the client himself could go through the training and then provide this training to any employee that he may bring on in the future. However, due to time constraints and wanting to ensure we hit our core objectives first, we settled for providing resources and links to well established and maintained cyber awareness courses. Additionally, we could have benefitted from talking with the client more to understand in more detail how the information flows between the client and his own customers. With this knowledge, we could have provided a few recommendations that felt more specific to his business process.
Personal Lessons Learned
I personally learned a substantial amount from this internship, but few stand out to me. When it comes to communicating and presenting, I learned that it’s not necessarily what you say, but rather how you say it that will decide whether someone learns from you. Additionally, I learned that major projects could feel much easier when you can see the impact they have. A problem I faced before this internship is that anytime there was a major project, I usually lacked the motivation to go above and beyond because I wouldn’t see the impact from it. However, having the pressure of delivering a report to a real client made me naturally want to give my best effort and then more, because I wanted the best possible reaction from the client. 
What Would I Do Differently
	If I were to do the project over with the same client, there are a few things I would do differently. For one, I would utilize asking my professor and TA’s questions sooner and more frequently. Some of the biggest strides that our team made in the report and presentation was when we asked for the simplest things like clarity, because we overcame obstacles faster. Additionally, I would have tried to ensure that our group met in person a few times outside of school, that way we could have accelerated the pace we were working at. 
Objectives/Outcomes of Memorandum of Agreement
The first learning objective was practical application of classroom knowledge. The internship nailed this learning objective as we had to take our knowledge of NIST, CISA, SWOT analysis, and concepts of ethical cybersecurity into the report and presentation. The second objective was collaboration and communication in a team environment. The internship fulfilled this goal because the entire report and presentation required combining the skills and knowledge of our entire team to produce the final product. The third objective was exposure to cyber threat intelligence. The internship fulfilled this objective because prior to completing the internship, I had learned about NIST and CISA, but I wasn’t sure how to apply it, but the internship gave me practice to applying these frameworks to a real business. The fourth objective was understanding of industry best practices of industry. The internship fulfilled this objective because going through the NIST CSF 2.0 framework and the CISA CPGs provided a baseline for what companies should be doing or striving to be doing. The last objective was research and innovative cybersecurity solutions. The internship fulfilled this objective because when completing the report, I researched solutions and resources that addressed each of the client’s concerns. 
Exciting Aspects of the Internship
There were many exciting aspects about the internship. One of my favorites was working with Dr. Baaki. This might have been the single best thing for me personally as we prepared to meet with the client and do the report, because it completely changed how I approached group projects and collaboration. Using the principle of design thinking, “yes and,” backing up your teammate, and getting out of your own head made working through completing risk assessments and building the report a lot easier. I would also say that giving the presentation to the client was exciting because I felt like I had provided value for someone in the work I was doing. 
Challenges of the Internship
	One of the main challenges I had through the internship was trying to get in person time with my team, as everybody was busy at different times, so we really only met in person during class. Another challenge I had was specifically in the last couple weeks before the report was due, I had some struggle working through the report while also managing my other classes and work. There were times when I felt like I might have been rushing or could have done more but I didn’t because of the time I had. 
Recommendations and Preparation for Future Interns
	I have three recommendations for future interns in this course. First being that especially in the second half of the semester, not procrastinating and sticking to designated times to work on the report and presentation is crucial. I didn’t do this at first and therefore made me feel like I was catching up for a bit because the program workload intensifies significantly after meeting with the client. The second recommendation I would have for interns is to try and do at least 2-5 tasks beyond the expectations and requirements of the report. I say this because doing things like creating an IRP for our client and linking them to cybersecurity awareness training was beyond just doing the risk assessment, but it made our work feel much more valuable and served as a more comprehensive learning opportunity. My third piece of advice would be that you need to view the Cyber Clinic truly as a job and not a class. I say this because not only are you being paid for real work that the client will benefit from, but the cyber clinic looks amazing on resumes, so the more you can talk about it in future interviews the better. 
Conclusion
	To summarize, my main takeaway from the internship is that the cyber clinic is designed for students to enhance their skills in risk management, policy analysis, and understanding cybersecurity best practices, while also improving soft skills in presenting, collaboration, and professionalism. I think my improved skills in design thinking-based collaboration and professionalism will be most utilized in future at ODU. I intend on taking these same skills plus my acquired skills in risk management and policy as a strong point in future job opportunities. My main course recommendations would be to have more consistent Valor engagement throughout the semester and have client teams created sooner so that the team can produce even better end results. 

		

