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Introduction
A cybersecurity analyst is responsible for the analysis of data from a variety of security tools, which is used to monitor and identify suspicious activities or potential threats in the workplace’s system and networks. (Froehlich, 2024). It is one of the most popular positions in the cybersecurity field to get into, with numerous organizations searching for new hires. When security analysts discover a threat or any suspicious activity, they begin the incident response process, which involves mitigating the situation as well as documenting the details of what occurred. Other job responsivities can and often include developing organization-wide security strategies as well as recommending new security policies and measures to implement, performing vulnerability assessments and compliance audits, applying security patches, and providing end-user security education to name a few. (Froehlich, 2024). All these responsibilities are crucial to an organization's success when it comes to cybersecurity measures and procedures, ensuring that everyone within it is on the same page. 

Social Sciences and Key factors
To be a successful Analyst, one must understand that cybersecurity and social factors such as human factors, education, technology, politics, and environment are all interconnected, meaning that they overlap in many ways. In regard to human factors, the term “social cybersecurity” is used to emphasize the human actions that can contribute to cybersecurity attacks and breaches, such as poor situational awareness, distractions, lack of knowledge and/or training, or unsafe workplace practices, rather than the technology itself. (National Academies of Sciences, Engineering, and Medicine, 2019). This is where structural functionalism comes into play, as many organizations are made up of different departments with people from all kinds of socioeconomic backgrounds due to social forces, who may differ in different educational experience and computer literacy and need to be on one accord to establish a fully secure organization. (National Academies of Sciences, Engineering, and Medicine, 2019). To achieve this, cybersecurity analysts are often called to educate their coworkers on the importance of the entire team being on the same page when it comes to workplace security and policies. (National Academies of Sciences, Engineering, and Medicine, 2019). These are things that go beyond just having technical skills, instead dealing with what roles and responsibilities each department has, along with soft skills such as systematic thinking and problem solving, teamwork and collaboration, and clear and concise communication. (National Academies of Sciences, Engineering, and Medicine, 2019). As a result, a cybersecurity culture is developed, creating positive cybersecurity norms and a fully prepared team ready to handle any challenges that may come their way. 

Marginalized groups
Although technology is rapidly improving and social engineering tactics are continuing to get more sophisticated, marginalized groups of all backgrounds continue to stay stagnant. (Young-Gibson, 2024). Many marginalized groups that don’t have the same amount of access to newer or updated technologies find themselves at a higher risk of being significantly more vulnerable to cyberattacks. (Young-Gibson, 2024). Without experience and access to digital literacy programs, marginalized groups are less likely to understand the concept of practicing proper and secure policies and procedures. They may lack the proper resources to acquire the necessary level of knowledge and skill, putting them at an even greater disadvantage. On a more economic level, marginalized groups find themselves having inequalities of access due to several factors, from the cost of newer devices to the travel time/cost from rural to metropolitan areas to use city services and education. (Young-Gibson, 2024). This is known as “digital exclusion” and will have dire consequences as malicious actors continue to improve and develop their strategies. (Young-Gibson, 2024). As a result of this knowledge, many state CISOs who are aware of the cybersecurity needs in their state’s underserved communities are attempting to push statewide initiatives, such as intra-agency collaborative cybersecurity campaigns, that would especially benefit those communities who are underserved to have access to affordable assistance from the cities that are larger and up-to-standard, along with various other methods. (Young-Gibson, 2024). This is a great approach and will only improve the literacy gap that currently exists. (Young-Gibson, 2024).

Conclusion
In a society that is rapidly changing in the digital age, cybersecurity analysts play a crucial role in mitigating threats, responding to incidents, and educating their peers in the workplace and even the public at times to better prepare them for social engineering attacks that may come their way. It is imperative that analysts are aware of the social dynamics and struggles that people in their environment may face and have the proper tools and strategies to provide the most comprehensive methods to improve digital literacy and solid security practices. This ensures that no one falls by the wayside. As a result, many organizations and individuals will be better prepared when digital attacks occur, strengthening society as a whole. 
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