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I found this article to be incredibly fascinating in how it delves into the process of how enemy countries such as Russia are able to manipulate American social cybersecurity, through the use of the growing decentralized media to push false narratives and other cyber tactics, such as misdirection, bots/trolls, hashtag latching, and smoke screening, to weaken the United States from the inside out, what KGB Maj. Gen Oleg Kalugin states as “active measures to weaken the West, drive wedges in the Western community alliances of all sorts, particularly NATO, to sow discord among allies, and to weaken the United States in the eyes of the people in Europe, Asia, Africa, Latin America, and thus to prepare ground in case the war really occurs” (Beslow & Carley, 2019); which speak to the severity of this imminent threat that is only getting stronger. If unchecked, this will only cause greater division between Americans, between political parties, races, religions, and a nation and its military as well as their allies who are monitoring the state of our nation, which is already in political strain and unrest as I type at this very moment. This can have a devastating impact on our way of life, our economy, and our measures of national security and cyber defense operations. In response, we must strategize and develop multiple methods to censure to some degree or provide accurate fact-checking to combat these attacks, though this is tricky due to our nation also trying to defend the free speech rights that all Americans are justly entitled to. The only way to proficiently combat these attempts, we much increase our efforts to educate our government, as well as American citizens of all backgrounds about the importance of making sure that the information you read is reasonable and supported by substantial evidence. 
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