Motivators of Cyber-Offenders

What motivates and individual to turn to cybercrime? There are a multitude of reasons, which have been narrowed down to seven. These seven include entertainment, political, revenge, boredom, recognition, money, and a category called “multiple reason.” Of these seven categories, I am going to list which ones I believe to be the least and most likely “reasons why,” someone turns to cybercrime. I placed “multiple reasons,” as the most likely (number 1) motivator due to it being a “catch all,” form of motivation.  Cyber offending is a complex issue, and multiple factors drive people to cyber offend. Most criminals (cyber criminals included) have a multitude of reasons as to why they turn to cybercrime. The number 2 reason I believe someone most likely turns to cybercrime is money. With the instability of the economy in recent years as well as inflation, the average wage has failed to maintain its value. According to “Why your paycheck isn’t keeping up with inflation?”, while inflation has decreased recently, overall gains are uneven and inflation particularly effects low wage income earners. I would place “political,” in the number 3 position. State funded cyber attacks are on the rise. According to Center for Strategic and Internation Studies, the number of significant cyber threats has increased in recent years. The number 4 position belongs to recognition. The popularity of hacktivist groups such as Anonymous has attracted many young people to turn to hacktivism to gain recognition. Although the idea of being anonymous won’t bring recognition directly to you, most hacktivists use online aliases which gather notoriety. Revenge belongs in the number 5 spot as revenge takes many forms. Revenge such as releasing pornographic images of a former lover is more likely to happen than someone hacking for entertainment reasons per se. Revenge can also take the form of hacking your former employer due to conflicts in the workplace. The number 6 position belongs to entertainment. Most everyday people have a multitude of hobbies to entertain themselves. Cyber-offending, depending on its definition, may encompass this category, however in the vast area of cyber-offending I do not believe it to be high on the list of motivators. I place boredom at number 7. I believe boredom to be the least likely motivator. Many people commit petty crimes out of boredom, however cyber offending requires a more specialized skill to accomplish as opposed to standard crimes just as trespassing or destruction of property. Depending on the offense, many serious cybercrimes require a learned technical skill to accomplish. 
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