When it comes to the disciplines of criminal justice and cybercrime, there is a significant amount of overlap. Cybercrime has become more accessible and easier to commit with the explosion of individual computers and access to the internet. Technology itself is not the cause of crime, however, with the development of cyber technology, crime has become more easily accomplished. Cybercrime has many definitions, however, the most understood and accepted definition, is the illegal acts involving the use of cyber technologies in violation of law. Criminal justice professionals and law enforcement are entrusted with enforcing the law. The overlap between cybercrime and criminal justice is a symbiotic relationship where cohesion is necessary to stop cybercriminals. Criminologists and criminal justice experts, work to understand and prevent cybercrime as it is a threat to social order. These two disciplines find common ground with other disciplines we have discussed in class. For example, the disciplines of information technology, engineering, and software development, all work together in discovering or developing ways to prevent cybercriminals from having access to protected data. When developing a new software program, engineers, and developers, need to develop a program with cybersecurity in mind. Cybersecurity professionals, in the event of a cyberattack or a breach, need to know what steps to take to quarantine malicious code, and properly store forensic evidence discovered in the attack. This forensic evidence would then need to be turned over to criminal justice professionals, who need to possess the technical understanding to argue the evidence in a criminal trial. The prosecutor would need to have the technical skills to argue the evidence in court, to 12 jurors who most likely have very limited cyber knowledge. Criminal justice, cybersecurity, and engineering professionals need to work together to develop effective understanding and prevention measures to help prevent, stop, and prosecute cyber-criminal offenders. An interdisciplinary approach is needed to effectively expand cyber forensics as a profession as opposed to an occupation.
