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After reading, “Social Cybersecurity an Emerging National Security Requirement,” by Lt. Col. David Bskow and Kathleen Carley, PHD, I cannot say I am shocked by what is discussed in the article. The idea that “social cybersecurity” is an “emerging” and new national security issue is disingenuous. The threats described in the article are not new to history and the tactic is the same. The only difference is the mode of delivery. Although social media is very new in the context of human civilization, this tactic is not new. The article states that numerous state and non-state actors are using online social media to influence and subvert societies by sowing distrust between socioeconomic, political, and religious classes. A society with more division is not united and crippled when faced with real adversity, whether that be a physical ground war, or a cold war. In many cases a crippled nation is unable to launch a war, preventing a war to begin with. For example, many historical societies have used other means to sow chaos amongst their regional or worldly rivals. The easiest example is religion. Monarchs, tribal leaders, and dynasties in world history have used religion to build treaties, destroy cultures, and create favorable political situations through the use of missionaries or forced religious subjugation. This is done with the belief that societies which share the same religion are less likely to be enemies in the future. In modern civilizations, state and non-state actors are using social media, bots, and other means to spread political ideas, propaganda, and information (whether true or false). The rapid development of the internet has allowed this process to occur much faster and cheaper than ever before. In a historical context, it took hundreds of years for the Spanish to convert the people of South America to Catholicism. Today, political, and religious influences can be spread in an instant with a single social media post.  
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