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Chen, S., Hao, M., Ding, F. et al. Exploring the global geography of cybercrime and its driving forces. Humanit Soc Sci Commun 10, 71 (2023). https://doi.org/10.1057/s41599-023-01560-x
Chen, Hao, and Ding, use two methods to determine the sociological effects of cybercrime. The two methods include generalized linear models (GLM) and structural equation modeling (SEM). GLMs are used to measure the primary factors which contribute or influence cybercrime while SEMs are used to measure the direct or indirect effects of various factors surrounding cybercrime.  Chen, Hao, and Ding further divide the definition of cybercrime into two wings, cyber-enabled crime such as online fraud, and piracy, and cyber-dependent crime, such as hacking, malware, and denial of service attacks. Chen, Hao, and Ding explain the effect of cybercrime on the global economies, which easily amass to the billions of dollars annually. The researchers explain that the causes of cybercrime are rooted in sociological factors and want to further understand why certain geographical locations because epicenters for cybercrime attacks and why certain areas show higher rates of cybercrime offenders. In order to accomplish this, a conceptual framework was established which developed 5 components. These components include social, economic, political, technological, and cybersecurity factors. Chen, Hao, and Ding hypothesis each of these factors and their effects on cybercrime. They hypothesis that societies with more cybersecurity preparedness is negatively associated with cybercrime. Societies with strong political frameworks negatively effect cybercrime while societies with strong technological development increase the possibility of cybercrime. They further hypothesize that social factors and economic factors are positively associated with cybercrime. As there is no global agreed definition to cybercrime alternative data sources were used to obtain data in this research. The method of this study was to use IP addresses from FireHOL blocklist to measure cybercrime. The FireHOL blocklist consists of over 600 million unique IP addresses and this was compared to IP2Location Lite to map the location and geographic regions by country. This data was compared to each countrys GDP growth (economic), education index (social), global security index (cybersecurity), and World Governance Indicator (political corruption) and internet infrastructure (technological) to measure the 5 factors mention previously. The results of this study showed the majority of cybercrime IP addresses were located in North America, Central/Eastern Europe, East Asia, India, and Eastern Australia. This trend correlates with areas with more advanced socioeconomic development and high-income regions. This article is relevant to the study of possible causes of cybercrime as it showed consistent data suggesting that developed and socioeconomic advantaged areas are more likely to be the originators of cybercrime. 

Neufeld, D. (2023). Computer crime motives: Do we have it right? Sociology Compass, 17(4), Article e13077. https://doi.org/10.1111/soc4.13077
The purpose of this article is to better understand the causes and motives behind cyberattacks. Neufeld defines cybercrime as the “illegal use of a computer or computer related devices by individuals, groups, or organizations with special knowledge of computers.” The purpose of this article is to explain why individuals initially start committing cyber offenses and how the decision is initially made. This article applies multiple criminological theories to the issue of cybercrime such as general deterrence, determinism, indeterminism, collectivism, and individualism. For example, Neufeld suggests that classical and neo-classical schools of thought on criminology suggest cybercrime is a hedonistic and rational decision, driven by individuals constantly weighing the pros and cons of committing such an act. Positivist and post positivist schools suggest the four common perspectives such as biology, psychology, ecology, and sociology are outside the criminal’s direct control but use a deterministic viewpoint on why they commit cybercrime. This could include biological brain development which in tern effects psychological development, and how that individual interacts with their environment.  Constructivist schools suggest cybercrime is caused through a cause-and-effect rationality of determinism as the current legal system focuses on mens rea, actus reus, but does not include cui bono (to whose benefit)? The purpose of this article was to take multiple literary pieces on cybercrime and help break it down into a handful of useful theories which includes deterrence theory, user behavior theories, economic theories, and “others” which include morality and justice-based principles. This article suggests that traditional cybercrime research is not sufficient to understand the “why” behind cybercriminal behavior as most current research focuses on a reactionary response to cybercrime. 

Cook, S., Giommoni, L., Trajtenberg Pareja, N., Levi, M., Williams, M. L. (2023). Fear of Economic Cybercrime Across Europe: A Multilevel Application of Routine Activity Theory. The British Journal of Criminology, 63(2), 384–406. https://doi.org/10.1093/bjc/azac021
The purpose of this article is to study the effects of cybercrime and fear of victimization by the public. The rise of cybercrime is on a path to outpace traditional crimes and the general publics fear of cybercrime has an economic impact. This study test Routine Activity Theory (RAT) to fear of cybercrime. This study compares individual level variables linked to RAT interact with country level factors to explain fear of economic cybercrime. Country level factors in the sense of traditional crimes are fear of walking at night, fear of being assaulted, and a general fear of victimization. The study proposes four hypotheses. The first that unobserved European union country characteristics will contribute to variations in economic cybercrime. The second hypothesis as country-level regressors, technology development and income inequality will be associated with individual fear of economic cybercrime. The study consists of 28 European countries. The third is that individual-level differences in guardianship and routine activities are associated with fear of economic cybercrime. The final and fourth hypothesis is the association between individual level guardianship measures will vary as a function of country level technological development and country level income inequality. This study proposed a survey across 28 European countries, with random probability sampling, with sampling drawn with probability proportional to population size and density. Considering fear is subjective, fear was measured by the draw of a negative emotional response. The measurement of routine activities was measured by the frequency of internet usage at home and on mobile devices.  Guardianship was measured by three factors, passive guardianship (using only one computer), active guardianship (changing security settings and passwords), and avoidance guardianship (doing less online). Individual control variables include, sex, education, rural/urban, and deprivation. The Information and Communication Development Index was used to determine technological infrastructure development on the country-level. The results of this survey showed, Ireland, followed by mostly eastern European countries such as Latvia, Lithuania, and Romania, as having the highest level of fear, while western Nordic countries have the least amount of fear. However, several eastern European countries fall below the average on the fear index such as Estonia, Slovenia, and Hungary. Increased fear on the individual level is associated with being female, struggling economically, and in rural locations. Higher rates of online usage in banking show an increase in fear, however increased use in social media show a decrease in fear. As a result, it can be determined that country level factors play an important role in shaping individual fear of economic cybercrime. A countries technological development and income inequality both are associated with individual fear of economic cybercrime. Individuals with higher rates income show increased fear as lower levels of income could reduce the ability to obtain digital skills. The current study shows that country-level tech development moderates individual-level active guardianship and informal guardianship. As a result, the RAT approach suggests that increase use of daily online digital activities is positively associated with fear. This study is important as it shows the importance of technological development on a national level and how it impacts individual users and their fear of participating in the online economic market. 
	 


Curtis, J., & Oxburgh, G. (2023). Understanding cybercrime in ‘real world’ policing and law enforcement. The Police Journal, 96(4), 573-592. https://doi.org/10.1177/0032258X221107584
This article provides an analysis of cybercrime and its effects on law enforcement. Statistical analysis of crime statistics in western countries, suggest that traditional crimes such as robberies, assaults, and murders are on the decline while cybercrimes are increasing at a drastic rate. Curtis and Oxburgh suggest that the explosion in technology has enabled criminals to change their ways of committing crime and that crime itself is adapting to a new world of tools. This article also explores the theories of cyber-enabled crime and cyber-dependent crime. Cyber enabled crimes are crimes which are traditional in nature but are more easily committed using technology (fraud). Cyber-dependent crimes are crimes which need technology to be accomplished, such as ransomware. While these crimes share characteristics with traditional crime they are not synonymous as cyber crimes are experienced differently by victims. This article explores how cybercrime effects victims as victims (the human element) are tools in their own victimization through social engineering attacks. The effects on victims become more drastic as victims typically blame themselves for their own victimization. According to this article, cybercriminals are not a homogenous group and cybercriminals demographic information is difficult to source due to the anonymity of the internet. Literature suggest that hackers tend to start while they’re young with 61% starting between ages 10 and 15. This percentage decreases to 32% at ages 16 to 20. According to UK National Cyber Crime Unit Investigations the average age of offenders was 17 years old however other literature suggests the average age to be 38.2. Why would someone commit cybercrime? Hackers and cybercriminals develop relationships through online forums and shared curiosity which places an emphasis on abilities and skill. Other motivations include the likelihood of financial gain as well as the entertainment and challenge. The police response to the cybercrime epidemic is to spread education as many victims do not realize they have been victimized. Statistics suggest that 54.5% of traditional theft victims recognized they have been victimized as opposed to 15% of cybercrime victims. Police struggle with jurisdictional issues as cybercrime usually crosses national borders. Many law enforcement investigations find themselves in “grey areas” of law as legislators struggle to keep up with the rapid evolution of technology. Many victims are unsatisfied with how law enforcement handles their criminal investigations with 50% of victims reporting unsatisfied. This article is critical to showing the relationship between cybercrime and sociology as it shows how rapid development in cyber technology has enabled more people to easily commit crime which is difficult for law enforcement to investigate. Legislators are slow to catch up with ever evolving methods of criminals and victims show low trust in law enforcement cyber investigations. 





