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	Many cybersecurity related career fields are heavily dependent on social science research and social science principles to further advance their professions. Of these career fields, the one which is prominent is “Cybersecurity Awareness and Training Specialist (CATS).” Cybersecurity Awareness and Training Specialists are experts in developing training programs for private and public organizations to educate individuals, particularly employees, on proper cyber hygiene practices. CATS have a great understanding of the sociological principle of relativism, which can be understood as the connection between all things. How technology is related to education, social and economic systems, as well as the healthcare system. This career field focuses on awareness and how computer networks are targeted by cybercriminals. This career is extremely valuable to the current nature of cybersecurity due to the rapid development of technology. Society has become more reliant on technology and many experts believe that the weakest link in the cybersecurity network, is what is referred to as the “human factor.” 
	The “human factor” concept can be understood as the human element within the cybersecurity network. This could include anyone within an organization with access to a cyber network. Human factors that are negligence, malicious, and/or accidental are all included in the “human factor” category of cybersecurity risks. According to the Information Systems and Control Association (ISACA), a study was conducted by the UK Information Commissioner’s Office (ICO) which revealed 90% of the UK’s data breaches in 2019, resulted from human error (Legrand, 2022). If the “human factor” is the cause of approximately 90% of data breaches, it is imperative that cybersecurity professionals focus on educating individuals on the importance of proper cybersecurity practices. 
	The CATS career field pays particular attention to concepts such as social engineering attacks. Social engineering attacks are where a nefarious actor manipulates an individual in participating in the breach of a cyber network. Due to the complex nature of technology and its impact on society, most computer network systems are durable enough to withstand what most people think of as “hacking.” Due to this resilience, cybercriminals have adapted to convincing innocent people to provide them with information to access their cyber networks. This information includes passwords, pin numbers, usernames, or any other information used to access the network. New social engineering schemes such as phishing and ransomware are developed daily, and it is critical that CATS stay up to date on the latest schemes to educate and protect their organizations. According to research conducted by Liu Hua Yeo, MS, and James Banfield PHD, 40% of breaches conducted between 2015 and 2020 targeting US healthcare organizations can be attributed to phishing and ransomware scams (Liu, H. Y., & Banfield, J. (2024). 
	Sociological areas of study such as psychology help CATS to understand behavior. A solid understanding of behavior and psychology can help CATS to educate people on falling victim to phishing schemes. Studies have shown that psychological characteristics such as the Dark Triad traits, Machiavellianism, narcissism, and psychopathy are related to higher tendencies to fall victim to phishing attempts. Additional studies show that the use of cyberattack strategies which involve expressing shared interest with the victim were more successful in successfully breaching a cyber network (Moustafa, 2021). 
	Overall, CATS is an in-depth multidisciplinary career field encompassing expertise in technology, education, sociology, and psychology. CATS professionals are highly dependent on social science principles and research to effectively conduct their daily routines. Such routines include educating employees, organizations, and governments on the new cybersecurity threats which face the tech landscape. 
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