
Part A 
Step 1 & 2 (grep tiaw /etc/passwd; grep tiaw /etc/shadow): 

 
 
Step 3 & 4 (sudo useradd -m xxxx; sudo passwd xxxx) Note: is --badname required? I got an 
error on the first try: 

 
 



 
 
Step 5 (sudo usermod -s /bin/bash xxxx; grep xxxx /etc/passwd): 

 
 
Step 6 (sudo grep ID_01277094 /etc/shadow): 

 
 
Step 7 (sudo usermod -aG sudo ID_01277094): 



 
 
Step 8(su ID_01277094): 

 

Part B 
Step 1 (cd ~; echo $SHELL): 

 
 
Step 2 (id): 



 
 
Step 3 (groups root): 

 
 
Step 4 (ls -l /etc/group), user owner is root, group is root: 

 
 
Steps 5 & 6 (sudo groupadd -g XXXX test; grep test /etc/group): 

 
 
Step 7 (sudo groupmod test -n newtest): 

 
 



Step 8 & 9 (sudo usermod -aG newtest ID_01277094; touch test file; sudo chgrp newtest 
testfile): 

 

 
 
Step 10 (ll testfile): 

 
 
Step 11 (sudo groupdel newtest; ll testfile): 

 
The “newtest” group no longer exists, so it doesn’t display the name, but still belongs to the GID 
associated with that group instead. 
 
Step 12 (sudo userdel -r XXXX): 
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