
Part A 
Step 1 (sudo useradd <username>; sudo passwd <username>): 

1.​ user1 password = happy 
2.​ user2 password = 1234 
3.​ user3 password = cracking2 
4.​ user4 password = 3shadow! 
5.​ user5 password = 13darkness20 
6.​ user6 password = Cookie!Run4Fun$ 

 
Step 2 (sudo cat /etc/shadow | tail -6 > 01277094.hash; sudo john --format=crypt xxxx.hash 
--wordlist=/home/tiaw/rockyou.txt  ): 

 
 

 
 
Step 3 - Cracked passwords after waiting 15 mins: 
happy (user1) 
1234 (user2) 



 
 

Extra Credit (Crack MD5) 
I made a file (vi md5_extra-credit.hash) and pasted the two md5 hashes into it: 

 
 
I then did man john and john --help to read the manual pages and figure out the options for 
--format: 

 
 
I tried md5crypt & md5crypt-long from the --list=formats, but then didn’t work: 

 
 
So then I checked the --list=subformats | grep md5: 



 
 
And then tried --format=raw-md5, which then cracked it when using the rockyou.txt wordlist: 
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