Part A

Step 1 (sudo useradd <username>; sudo passwd <username>):
1. user1 password = happy

user2 password = 1234

user3 password = cracking2

user4 password = 3shadow!

user5 password = 13darkness20

user6 password = Cookie!Run4Fun$
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Step 2 (sudo cat /etc/shadow | tail -6 > 01277094 .hash; sudo john --format=crypt xxxx.hash
--wordlist=/home/tiaw/rockyou.txt ):
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Step 3 - Cracked passwords after waiting 15 mins:
happy (user1)
1234 (user2)
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Extra Credit (Crack MD5)

I made a file (vi md5_extra-credit.hash) and pasted the two md5 hashes into it:
HlmRorl-

tiaw (@ Tia-Kali: ~
File Actions Edit View Help

I then did man john and john --help to read the manual pages and figure out the options for
--format:
—format=[ NAME | CL . rce hash of type NAME. The supported formats
; with —list=formats and —-list=
doc/OPTIONS for more advanced selection of
f, including using classes and wildcards.

1 f It s md5
416 formats (149 dynamic formats shown as just "dynamic_n" here)
descrypt, bsdicrypt, crypt, 'pt-long, brrypt, scrypt, LM, AFS,
aix-ssha512, andOTP, ansible, arg ast as4@d-sshal, asa-

, dmg, dominosec, dom ec8, DPAPImk, dragonfly3
mscashz, mschapv2-nalve, krb5pa- , mssgl, mssql@s, m55q11
net- ; netntlm, netntlm-naive, net-shal, nk, notes, ns,

, PHPS, PHPS2, pix- , PKZIP, po, postgres, PST, PulTY,
taca::—p]u:, tcp- , telegram, tezos, Tiger

So then | checked the --list=subformats | grep md5:
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consider —fork=4

DONE
show —f
completed.
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