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The CIA Triad — Guidance for Information Security in an Organization

The CIA Triad is used to ensure security systems are developed in such a way that the
systems and the information that they hold are protected, and vulnerabilities are easy to fix

(Fortinet). Information should be secure, trustworthy, and as accessible as possible.

Confidentiality is ensuring data is secure. Roadblocks are essential to preventing people
without proper authority from accessing PII, Personally Identifiable Information (IBM). This
information can be used to commit theft of identify, especially if the stolen information consists
of a combination of driver’s license numbers, government issued ID numbers, and biometric
identification (IBM). For this reason, it is imperative to safeguard this data by ensuring that
personnel in an organization are savvy to social engineering methods such as phishing attempts.
The users of accounts can authenticate or verify their identity by using something like two-factor
authentication or biometric verification (Chai 2022). If one cannot authenticate themselves as
being an authorized user, they will not gain access to the information and the roadblock will be

successful.

The integrity branch of the CIA Triad revolves around ensuring data is trustable and

tamper free (Fortinet). Integrity can be ensured by enabling user access controls over files and



version control to track who changes files and when those changes occur (Chai 2022). Hashing,
encryption, and things like digital signatures are all things that can be used to keep files

trustworthy and easy to be quickly identifiable if an unauthorized change is made (Fortinet).

Data that is inaccessible is not useful data (Fortinet). Information should be regularly
attainable for those who are authorized to view it (Chai 2022). This branch is best utilized by
making sure proper system maintenance is scheduled consistently and completed as scheduled
(Fortinet). Unpredictable events such as natural disasters can be mitigated by utilizing redundant
servers or networks that come online when the primary system has been taken down (Fortinet). It
is important that downtime is kept to a minimum to ensure critical information of an organization

is as readily available as possible (Fortinet).

Proper safeguards must be in place and fully maintained. If any section of the CIA Triad
is lacking, the information that is meant to be secure, available, and trustworthy, could very

easily be tampered with, brought offline, or stolen in large quantities.
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