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In the screenshots, I created a google cloud platform account and created a budget for the
assignment.
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In the screenshots, I configured a vpn through the GCP and tested my connectivity to it through
the command line interface. My external IP address is 34.42.111.108.
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ﬁi SSH-in-browser 4 UPLOAD FILE S DOWNLOADFILE B B O

0 upgraded, 4 newly installed, 0 to remove and 0 not upgraded.
Need to get 9377 kB of archives.
After this operation, 48.0 MB of additional disk space will be used.
Do you want to continue? [¥/n] y
file:/etc/apt/mirrors/debian.list Mirrorlist [30 B]
Get:2 https://deb.debian.org/debian bookworm/main amd64 liberror-perl all 0.17029-2 [29.0 kB]
Get:3 https://deb.debian.org/debian bookworm/main amd64 git-man all 1:2.39.2-1.1 [2049 kB]
Get:4 https://deb.debian.org/debian bookworm/main amd64 git amd64 1:2.39.2-1.1 [7171 kB]
Get:5 https://deb.debian.org/debian bookworm/main amd64 patch amdé4 2.7.6-7 [128 kB]
Fetched 9377 kB in 1s (17.0 MB/s)
Selecting previously unselected package liberror-perl.
(Reading database ... 6676l files and directories currently installed.)
Preparing to unpack .../liberror-perl 0.17029-2 all.deb ...
Unpacking liberror—perl (0.17029-2) ...
Selecting previously unselected package git-man.
Preparing to unpack .../git-man 1%3a32.39.2-1.1 all.deb

Unpacking git-man (1:2.39.2-1.1) ...
Selecting previously unselected package git.
Preparing to unpack .../git_1%3a2.39.2-1.1 amdé4.deb

Unpacking git (1:2.39.2-1.1)

Selecting previously unselected package patch.

Preparing to unpack .../patch 2.7.6-7_amdé4.deb

Unpacking patch (2.7.6-7) ...

Setting up liberror-perl (0.17029-2)

Setting up patch (2.7.6-7) ...

Setting up git-man (1:2.39.2-1.1) ...

Setting up git {1:2.39.2-1.1)

Processing triggers for man-db (2.11.2-2) ...
tkirk008@vpn—-301-tkirk008:~% git clone https://github.com/Nyr/openvpn-install.git
Cloning into 'openvpn-install'...

remote: Enumerating objects: 556, done.

remote: Counting objects: 100% (556/556), done.

remote: Compressing objects: 100% (275/275), done.

remote: Total 556 (delta 294), reused 535 (delta 281), pack-reused 0
Receiving cbjects: 100% (556/556), 172.29 KiB | 3.31 MiB/s, done.
Resolving deltas: 100% (294/294), done.

tkirk008@vpn-301-tkirk008:~$ []
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* [etc/openvpn/server/easy-rsa/pki/issued/tkirk008_v2.crt

Inline file created:
* /etc/openvpn/server/easy-rsa/pki/inline/tkirk008 v2.inline

No Easy-RSA 'vars' configuration file exists!

Using SSL:
* ppenssl OpenSSL 3.0.11 1% Sep 2023 (Library: OpenSSL 3.0.11 19 Sep 2023)
Using configuration from /etc/openvpn/server/easy-rsa/pki/openssl-easyrsa.cnf

An updated CRL has been created:
* /etc/openvpn/server/easy-rsa/pki/crl.pem

2024-04-18 23:58:07 DEPRECATED OPTION: The option —-secret is deprecated.

2024-04-18 23:58:07 WARNING: Using ——-genkey ——secret filename is DEPRECATED. Use ——genkey secret filename inst
ead.

Created symlink /etc/systemd/system/multi-user.target.wants/openvpn-iptables.service - /etc/systemd/system/open
vpn-iptables.service.

Created symlink /etc/systemd/system/multi-user.target.wants/openvpn-server@server.service — /lib/systemd/system
/openvpn-server@.service.

Finished!

The client configuration is available in: /root/tkirk008 w2.owvpn
New clients can be added by running this script again.
tkirk008evpn—301-tkirk008: S i all$ sudo cp /root/tkirk008_w2
cannot stat '/root/tkirk008 wv2' file or directory
tkirk008e8vpn—301-tkirk008:~/ sudo cp /root/tkirk008_v2.ovpn .
tkirk008evpn-301-tkirk008: v sudo chmod 666 tkirk008_v2
chmod: cannot access 'tkirkO008 v2 No such file or directory
tkirk008@vpn—-301-tkirk008: 1% sudo chmod 666 tkirk008_v2.owvpn
tkirk008@vpn-301-tkirk008 15 (]

In the screenshots, I configured the server and made a downloadable file for the open VPN
application to read.
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In the screenshot, I configured a firewall for the server.
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34.42111108 [tkirk008_v2]

Server Hostname (locked)

34.42.111.108
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In the screenshots, I tested the firewall connectivity with my original public IP address being
128.82.18.2 which then was changed to the external public IP address of 34.42.111.108 from the
VPN server.






