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Introduction
	The cybersecurity profession chosen is a Cyber Security Consultant. Within this position there is strategic guidance and solutions for companies to enhance their cybersecurity measures. In order to understand the importance of the career, it is important to understand why cybersecurity is important in today’s world. “These days, the need to protect confidential information is a pressing concern at the highest levels of government and industry.” (Patterson, 2025). The purpose of this paper will be to understand the role of a Cyber Security Consultant and the overall importance to society within this position. 
Social science principles
	First and foremost, it is important to understand that cybersecurity is more than just computers, codes, and someone sitting hidden in an office in the back. It is about people and behaviors whether they are good or bad. The reason people hack is typically based around financial gain, challenging themselves, building their reputation, or a type of activism. Many times the hacker will justify their behaviors of exposing or stealing from someone or a company as a way to help for the good of others. 
	When it comes to social science principles being integrated within cybersecurity practices, there are different ways this happens. There are human-computer interactions and this is used to design systems that humans (people) can use securely. These practices are security prompts that are clear and two-step authentication systems. Another is through user behavior analysis which studies the patters of how people act electronically. Commonly, weak and repetitive passwords, lack of proper updates, and clicking phishing links. “Of course, some of the most important safeguards remain the simplest and easiest to implement.” (Prewitt, 2015).
	In order to prevent cybersecurity issues, there needs to be clear and user-friendly strategies. An example that most companies can easily implement is a phishing training awareness. This are pre-generated emails that go out to determine who many pose a risk and what the next steps would be to help them prevent any actual exposure. To help this stick for small organizations or local specific banking branches, for example, there can be a rewards system. When there is an incentive, individuals are more likely to pay closer attention as there is now a competitiveness added. This is all due to the important role that individuals play in cybersecurity as a first line of defense. 
Application of Key Concepts
There are many reasons that organizations use professionals for their organizations. “Users overestimate their own competence and underestimate the risk of a breach.” (Prewitt, 2015). Using vulnerability scanners to find weaknesses and become proactive are a vital aspect. Depending on the weakness, finding what the motivation for the breach and/or hack is important. 
“Two big areas with opportunities are computer forensics, figuring out how someone hacked in and retracing those steps, and application security, identifying and fixing software vulnerabilities.” (Torpey, 2018). This is lengthy part of the research as it can be across many platforms.
Marginalization
	When it comes to marginalization surrounding cybersecurity, there are many factors that play a large role in how someone is targeted. Most commonly is the elderly for many different reasons. They have saved up money and even if they haven’t, they are still around an age that fake calls, emails, and texts can and do fluster them enough to fall victim. “Older adults are also more vulnerable to cyberthreats due to declining cognitive abilities associated with aging.” (Pucer et all, 2025). Another marginalization faced comes down to loneliness, as people fall for dating and romance scams. Most of the time, these scams end up resulting in the person going to their financial institution to wire funds. Now, many institutions are taking specific preventative measures to prevent the funds from being sent out.
	This is also important when it comes to lower income families, as they are not able to have the most up to date items and may rely on public Wi-Fi, which is very risky to begin with. This can also lead to doxxing, cyberstalking, and even a variety of harassment. There are ways to help combat this and community-based education is a top example. As someone that grew up with non-English speaking parents, having the resource to help them learn about fraud prevention and phishing could and would have been beneficial. The same type resources but for the elderly would also be beneficial but there would need to be the ability to assist the majority if not all. Using a cybersecurity consultant, the tools and a roadmap could be provided. 
Career Connection to Society
	Cybersecurity consultants contribute to the safety and stability of social infrastructures by assessing risk, designing protection, and responding to incidents faced. When it comes to protecting financial systems, a consultant helps to prevent fraud, data breaches, and malware. They also help with the online banking platforms as well as overall compliance. Another important aspect is healthcare systems. A consultant will ensure there is protection of health records, the electronic medical devices, software, and networks are secure. And as seen on tv, the prevention of ransomware attacks on hospitals. If there is an attack regarding healthcare it can become a life-or-death situation for many. 
	An important part of the consultant job is response and recovery. Realistically, there will be breaches and they will need to be addressed accordingly. When it comes to response and recovery, the consultant will investigate, contain and handle damages, as well as get the systems safely restored. They are a vital part to the organization as it helps the organization have little downtime due to the breach. The National Institute of Standards and Technology (NIST) Cybersecurity Framework uses a guideline to manage risk by providing standard best practices, coordination with public and private sectors, and improved resilience towards cyber threats. 
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