
Placement of the Cybersecurity 

Department: Organizational Analysis 

Introduction 

As cyber threats continue to escalate in both sophistication and frequency, establishing a 

strong cybersecurity function is no longer optional—it is an organizational imperative. For a 

large publicly traded company, the placement of the Cybersecurity Department within the 

corporate structure will influence not only its effectiveness but also its ability to align with 

business goals, regulatory requirements, and shareholder expectations. The debate 

centers around whether cybersecurity should be housed under Information Technology 

(IT), Finance, Operations, or report directly to the Chief Executive Officer (CEO). Each 

placement carries distinct advantages and disadvantages. 

 

Cybersecurity Under the Information Technology (IT) 

Department 

Pros 

• Technical alignment: IT already manages the company’s infrastructure, networks, 

applications, and data systems. Cybersecurity naturally intersects with these 

areas, so integration can streamline technical controls, monitoring, and incident 

response. 



• Resource efficiency: IT has existing tools, talent, and processes that can be 

extended to cybersecurity, reducing duplication of effort. 

• Clear accountability for technology risks: Housing cybersecurity in IT 

consolidates responsibility for both technology deployment and protection. 

Cons 

• Risk of subordination to operational IT priorities: IT often prioritizes uptime, 

usability, and cost efficiency. These priorities may conflict with cybersecurity’s 

need for stricter controls, leading to underinvestment or slow adoption of protective 

measures. 

• Potential perception of bias: Cybersecurity could be seen as “just another IT 

function,” undermining its independent risk management role. 

• Limited enterprise-wide scope: Cyber threats affect people, processes, and 

strategy beyond IT. A department nested solely under IT risks being too narrowly 

focused. 

 

Cybersecurity Under the Finance Department 

Pros 

• Strong risk and compliance culture: Finance departments are accustomed to 

managing regulatory compliance, internal controls, and audits. This risk-oriented 

mindset aligns well with cybersecurity’s governance requirements. 



• Board-level visibility: Finance frequently interacts with auditors, regulators, and 

the board of directors. Cybersecurity under Finance may ensure stronger reporting 

and oversight. 

• Integration with fraud detection and financial risk management: Cyber incidents 

often carry financial impact, from wire fraud to SEC disclosures. Finance can 

provide direct linkage between cybersecurity and monetary risk. 

Cons 

• Lack of technical expertise: Finance professionals may lack the depth of technical 

knowledge needed to oversee cybersecurity operations effectively, leading to 

reliance on IT anyway. 

• Misalignment of priorities: Finance primarily manages financial metrics and 

compliance. Cybersecurity may be undervalued if it does not directly translate to 

cost savings or measurable return on investment. 

• Operational disconnect: Finance is not positioned to drive day-to-day 

implementation of controls in technical environments. This could create 

bottlenecks. 

 

Cybersecurity Under Operations 

Pros 



• Enterprise-wide reach: Operations oversees how the company delivers products 

and services. Placing cybersecurity here elevates it from being a “tech issue” to a 

core business enabler. 

• Resilience focus: Operations departments already emphasize continuity, 

efficiency, and safety. Cybersecurity integrates naturally into resilience planning 

and crisis management. 

• Cross-functional authority: Operations often has the authority to enforce 

standards across business units, useful when cybersecurity measures affect 

multiple divisions. 

Cons 

• Risk of dilution: Operations leaders may lack specialized cybersecurity knowledge 

and could treat it as a secondary issue to supply chain, logistics, or production 

efficiency. 

• Possible resource competition: Cybersecurity may compete with other 

operational priorities for funding and staff. 

• Indirect technical oversight: Since Operations does not directly manage networks 

or systems, coordination with IT is still required, which can cause delays. 

 

Cybersecurity Reporting Directly to the CEO 

Pros 



• Strategic visibility: A direct reporting line to the CEO signals that cybersecurity is a 

board-level, strategic concern, not merely a technical one. This can elevate 

awareness and secure executive buy-in across the organization. 

• Independence from IT and other priorities: The cybersecurity team can 

objectively assess risks, escalate issues, and enforce compliance without being 

overruled by competing departmental agendas. 

• Board and shareholder confidence: For a publicly traded company, direct CEO 

oversight demonstrates strong governance, enhancing trust with regulators and 

investors. 

Cons 

• Possible lack of operational integration: Without structured alignment to IT, 

Finance, or Operations, the cybersecurity department may struggle to implement 

changes efficiently. 

• Resource isolation: If not carefully designed, reporting directly to the CEO can 

create a “standalone silo” rather than an integrated function. 

• High burden on executive leadership: The CEO may not have the bandwidth to 

oversee cybersecurity in detail, requiring a strong Chief Information Security Officer 

(CISO) or equivalent leader. 

 

Conclusion and Recommendation 



Each placement of the Cybersecurity Department offers unique benefits and challenges. IT 

provides technical alignment but risks subordination to competing priorities. Finance 

ensures risk oversight and compliance focus but lacks operational depth. Operations 

provides cross-functional integration but may dilute cybersecurity’s technical rigor. Direct 

reporting to the CEO provides independence and visibility but risks siloing. 

For a large publicly traded company, the most balanced solution often involves a hybrid 

model: 

• The Cybersecurity Department should be led by a Chief Information Security 

Officer (CISO) reporting directly to the CEO (or Chief Risk Officer if one exists). 

• Operationally, the department must maintain strong dotted-line relationships 

with IT, Finance, and Operations, ensuring both technical alignment and 

enterprise-wide risk management. 

This structure provides visibility at the highest level while embedding cybersecurity across 

all critical business functions. It balances independence with collaboration, supporting 

regulatory compliance, investor confidence, and operational resilience. 

  



Travon Cleveland 

Recommendation on Cybersecurity Department Placement 

 

BLUF (Bottom Line Up Front) 

The Cybersecurity Department should report directly to the CEO to give it independence, 

visibility, and authority, while keeping close working ties with IT, Finance, and Operations. 

 

Purpose 

This memo provides an analysis of where to locate the new Cybersecurity Department 

within the organization. Placement affects how well the department can protect systems, 

manage risk, and support the company’s long-term success. 

 

Option 1: Under Information Technology (IT) 

Pros 

Security aligns closely with the networks and systems IT manages. 

IT has the technical resources and staff to support cybersecurity. 

Easy coordination between system operations and protection. 

Cons 

IT focuses on speed, uptime, and cost efficiency, which can conflict with security controls. 

Security may be seen as “just another IT task” rather than a company-wide risk issue. 

Narrow scope: IT does not fully cover human or process-related risks. 

 



Option 2: Under Finance 

Pros 

Finance already manages risk, compliance, and audits. 

Regular reporting to regulators and the board improves transparency. 

Direct link between financial risk and cybersecurity incidents. 

Cons 

Finance lacks technical expertise to oversee daily security tasks. 

Focus may shift to cost over protection. 

Limited authority to enforce changes in IT systems. 

 

Option 3: Under Operations 

Pros 

Operations oversees company-wide delivery of services, aligning security with resilience. 

Authority to enforce standards across divisions. 

Strong connection between business continuity and cybersecurity. 

Cons 

Leaders may lack deep cybersecurity knowledge. 

Security could lose out to operational priorities like efficiency. 

IT support is still required for technical enforcement, which may cause delays. 

 

Option 4: Reporting Directly to the CEO 

Pros 



Signals to shareholders, regulators, and employees that cybersecurity is a strategic 

priority. 

Provides independence from competing IT, Finance, or Operations priorities. 

Builds credibility with external stakeholders by showing top-level oversight. 

Cons 

Department risks becoming siloed if not connected to other functions. 

CEO may not have time to manage detailed security operations. 

Requires strong leadership within the department to avoid resource gaps. 

 

Conclusion 

I recommend that the Cybersecurity Department report directly to the CEO. This gives the 

department independence, visibility, and authority to protect the company at the highest 

level. At the same time, the department must build strong working relationships with IT, 

Finance, and Operations to ensure coordination. This structure will give the company 

stronger protection, improve resilience, and demonstrate to shareholders and regulators 

that cybersecurity is taken seriously. 
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