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WHAT
HAPPENED?

[ S

An unknown group launches 3
consecutive distributed denial of
service attacks against the DNS

provider Dyn, making major parts of
the internet to become unavailable.

LATE
SEPTEMBER

The Mirai Botnet code leaks
out onto the internet. This is
the code which will then be
taken to launch the attack.

3:50 PM
UTC

-/

®

The second attack is
launched, which continus
until 5:00 PM. All previous
issues have returned along
with disruption of Advanced
Dyn Monitoring Services.
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10:10 UTC .

Dyn announces that the
Internet of Things attack is
over. It takes upwards of 4
days for internet speeds to

return to normal.

&

\_//‘—’

©r
._4@ <.®
@.%7_. The first D.DOS attack against [?yn
)

@%

=

AN

AUGUST
2016

The Mirai Botnet code is created,
originally intended to to be used
to DDoS minecraft servers.

OCTOBER
215 T, 2016
11:10 AM

slower que times and inability to
access some sites. The attack
lasts until 1:20 PM.

8:00 PM UTC

The final attack against the Dyn
corporation is launched. At this
point the internet as a whole in the
US and Europe has been crippled.
Only small independently hosted
websites are accessible, but still
page loading times are at a record
high.

DECEMBER
13TH, 2017

Three men, Paras Jha, Josiah
White, and Dalton Norman,
enter guilty pleas with the
justice department in
—® cybercrime cases surrounding
the Mirai botnet and the Dyn
attacks of 2016.
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Dyn is a provider of major DNS servers. DNS
servers are responsible for connecting the names
of domains to actual IPs of servers hosting those
domains. While the servers were down people
were unable to reach websites like Amazon,
Twitter, Github, and many more. Organizations
spend an average of $2.5 million in recovery
costs from the attack. Dyn also lost over 14,000
customers using them as a DNS provider.

HOW?

The attack was perpetrated by the Mirai
Botnet. The Mirai Bonet was built on 10T
devices with ARC processors that have default
credentials. Mirai scanned for open Telnet
ports and tried 61 default credentials on the
devices it found. If it successfully logged in it
would infect the device with Mirai malware. A
command would be sent to port 23 on infected
machines to send mass amounts of traffic to
specified IPs.

MITIGRTION
STRATEGIES

. Network Monitoring

Create a Response Plan (so you can
respond quickly and efficiently)

. Communication Plan

Use good cybersecurity practices
Infrastructure should be resilient and more
than just firewalls
Data centers on different networks, data
centers in different locations, servers in
different data centers
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