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Wireshark Traffic Analysis Discussion 

During the network scan from External Kali, I captured the traffic using Wireshark on the 
Internal Kali VM. In total, there were 710 packets recorded. Out of these, 417 packets were ARP 
traffic, which is common when devices are trying to map IP addresses to MAC addresses across 
the local network. Additionally, there were 264 DHCP packets, showing that devices were 
communicating with the DHCP server to obtain IP address leases or renew them. I also observed 
21 DHCPv6 packets and 2 ICMPv6 packets, which indicate that IPv6 communication is active, 
even though my main focus was IPv4. There were also 6 "browser" packets, typically related to 
network services advertisements (such as NetBIOS or service discovery in Windows networks). 

Interestingly, while scanning, I noticed that most of the traffic was background network noise, 
not direct responses to my Nmap probe. This matches the network design, where External Kali is 
on a different subnet (192.168.217.x) than the internal machines (192.168.10.x). Because 
pfSense separates the networks, the scan from External Kali did not trigger much direct traffic 
from Ubuntu or Windows Server 2022. Overall, Wireshark helped visualize how active 
background protocols like ARP and DHCP are during normal network operations. 

 

Task B 

1. 

Rule# Interface Action Source IP Destination IP Protocol 

1 WAN Block 192.168.217.3 192.168.10.18 ICMP 

 

 
 



2. 

Rule# Interface Action Source IP Destination IP Protocol 

2 WAN Block 192.168.217.3 LAN Subnet ICMP 

 

 

3. 

Rule# Interface Action Source IP Destination IP Protocol 

3 WAN Allow 192.168.217.3 192.168.10.18 FTP(21) 

4 WAN Block 192.168.217.3 LAN Subnet Any 



 

 

4. 

 



 

 

After applying the firewall rules, I repeated the network scan while monitoring traffic in 
Wireshark. Compared to the first scan, the traffic volume was much lower. In five minutes, 
I captured only about 27 packets, while the first scan had hundreds of packets including 
ARP, DHCP, DNS, and browser traffic. This time, I also observed SSDP (Simple Service 
Discovery Protocol) traffic, which was not as noticeable before. The network scan ran 
much slower because most of the ports were being filtered or blocked by pfSense, causing 
long timeouts and minimal packet exchange. 

 


