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Source Destination Protocol Li
3 1.60805%9700 Microsoft_48:57:2c Broadcast
4 2.612514600 Microsoft_40:57: Broadcast

6 3.614219400 Microsoft_48:57: Broadcast
7 5.138321600 Microsoft_40:57:2c Broadcast ARP
8 6.195611408 Microsoft_40:57:2c Broadcast ARP
9 7.899619800 Microsoft_40:57:2c Broadcast ARP
19 8.187504900 Microsoft_48:57:2c Broadcast ARP
11 9.1377504080 Microsoft_40:57:2c Broadcast ARP
12 19.1067689068 Microsoft _40:57:2c Broadcast ARP
13 11.898448300 Microsoft_48:57:2c Broadcast ARP
14 12.098718188 Microsoft_40:57:2c Broadcast ARP
15 13.178334206 Microsoft_48:57:2c Broadcast ARP
16 13.357116580 0.0.0.80 255.255,255.255 DHCP
17 14.0898558900 Microsoft_48:57:2c Broadcast ARP
.4848975300 255,255 .255.255
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Wireshark Traffic Analysis Discussion

During the network scan from External Kali, I captured the traffic using Wireshark on the
Internal Kali VM. In total, there were 710 packets recorded. Out of these, 417 packets were ARP
traffic, which is common when devices are trying to map IP addresses to MAC addresses across
the local network. Additionally, there were 264 DHCP packets, showing that devices were
communicating with the DHCP server to obtain IP address leases or renew them. I also observed
21 DHCPv6 packets and 2 ICMPv6 packets, which indicate that [Pv6 communication is active,
even though my main focus was IPv4. There were also 6 "browser" packets, typically related to
network services advertisements (such as NetBIOS or service discovery in Windows networks).

Interestingly, while scanning, I noticed that most of the traffic was background network noise,
not direct responses to my Nmap probe. This matches the network design, where External Kali is
on a different subnet (192.168.217.x) than the internal machines (192.168.10.x). Because
pfSense separates the networks, the scan from External Kali did not trigger much direct traffic
from Ubuntu or Windows Server 2022. Overall, Wireshark helped visualize how active
background protocols like ARP and DHCP are during normal network operations.

Task B
1.
Rule# | Interface | Action Source IP Destination IP Protocol
1 WAN Block 192.168.217.3 192.168.10.18 ICMP

root@kali: -

File Actions Edit View Help
192 .168.

(192.168.10.18) 56(84) bytes of data.




Rule# | Interface | Action Source IP Destination IP Protocol

2 WAN Block 192.168.217.3 LAN Subnet ICMP

192.168.10.13
PING 192.168.10.13 (192.168.10.13) 56(84) bytes of data.
».C
— 192.168.10.13 ping statistics —
7@ packets transmitted, @ received, 100% packet loss, time 70648ms

-

192.168.10.18

PING 192.168.10.18 (192.168.10.18) 56(84) bytes of data.

92

2.168.10.18 ping statistics —
cets transmitted, @ received, 100% packet loss, time 8183ms

192.168.10.19
PING 192.168.10.19 (192.168.10.19) 56(84) bytes of dai| Screenshot

Rule# | Interface | Action Source IP Destination IP Protocol

3 WAN Allow 192.168.217.3 192.168.10.18 FTP(21)

4 WAN Block 192.168.217.3 LAN Subnet Any




root@kali: ~
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10.19) 56(84) bytes of data.

-

— 192.168.10.19 ping statistics —
8 packets transmitted, @ received, 100% packet loss, time

root): student
rd.
Password:
230 Lo
Remote
Using binary : y transfer files.
ftp> ls

229 Entering E» d Pa Mode (]|
receive aborted. Waitir for remote to finish abort.

ftp> exit

221 Goodbye.
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No.

Destination

Protocol

B+
Length Info

12 125.161432160 192.168.10.19 239 .255.255.258 SSDP 215 M-SEARCH
13 135.989630000 192.168.10.19 192.168.18.255 BROWSER 243 Host Ann
14 268.889970400 152.168.18.13 192.168.18.2 DNS 78 Standard
15 208.809998700 192.168.10.13 192.168.10.2 DNS 78 Standard
16 213.812777400 192.166.10.13 192.168.10.2 DNS 78 Standard
17 213.812799600 192.168.16.13 182.168.18.2 DNS 78 Standard
18 213.836323700 Microsofr_468:57:24 Microsoft_408:57:29 ARP 42 who has
19 213.839416800 Microsoft_48:57:29 Microsoft_48:57:24  ARP 42 192.168.
28 216.887522988 192.168.18.2 192.168.18.13 DNS 78 Standard
21 216.0887530500 192.168.10.2 192.168.18.13 DNS 78 Standard
.BB7537500 192.168.18.2 192.168.108.13 DNS 78 Standard

» Frame 1: 78 bytes on wire
v+ Ethernet II, S
ernet Protc

® B wireshark_eth09JVF52.pcapng

Packets: 27 - Displayed: 27 (100.0%) - Dr. Profile: Default

After applying the firewall rules, I repeated the network scan while monitoring traffic in
Wireshark. Compared to the first scan, the traffic volume was much lower. In five minutes,
I captured only about 27 packets, while the first scan had hundreds of packets including
ARP, DHCP, DNS, and browser traffic. This time, I also observed SSDP (Simple Service
Discovery Protocol) traffic, which was not as noticeable before. The network scan ran
much slower because most of the ports were being filtered or blocked by pfSense, causing
long timeouts and minimal packet exchange.



