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Exploiting EternalBlue on Windows Server 2022 failed because the target isn’t vulnerable. I set
the payload and parameters correctly, but Metasploit scanned the target and returned an SMB
login error, likely due to authentication issues or the system being patched. Since EternalBlue
mainly affects older systems such as Windows 7, it makes sense that Server 2022 wouldn’t be
exploitable. To troubleshoot, I could probably check the Windows version with nmap.
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Report:

Tasks A and C were successful and I was able to exploit Windows XP and Windows 7. However,
Task B failed because the Windows Server 2022 target was patched and not vulnerable to
EternalBlue. These tasks really show the effectiveness of Metasploit for exploiting known
vulnerabilities, as well as how important it is for system updates in preventing such attacks.



