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After decrypting the WEP-protected capture file labSwep-demo.cap, I was able to access and
analyze the packet data in Wireshark. The target network identified was ccni-test, protected using
WEP encryption with BSSID 00:16:B6:DA:CF:32. Aircrack-ng successfully cracked the key
after collecting 19,772 I'Vs, exceeding the minimum required for a PTW attack. Once decrypted,
the traffic revealed typical data exchanges between the access point and clients. Using filters
such as dns, I could inspect hostname resolutions and detect signs of general browsing activity.
The analysis demonstrates the insecurity of WEP encryption and highlights how easily it can be
cracked given enough captured IVs, reinforcing the importance of using more secure protocols
like WPA2.
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After successfully decrypting the WPA2-protected capture file labSwpa2-demo.cap using the
recovered password password, I analyzed the decrypted packets in Wireshark. Using the eapol
filter, I identified the client MAC address as a4:5e:60:d3:93:65, which participated in the WPA2
four-way handshake with the access point. I then used the dns filter to examine domain name
resolution activity, revealing that the client device accessed several websites including
www.google.com, www.apple.com, www.odusports.com, admissions.odu.edu, and
www.youtube.com. These lookups indicate general web browsing and possible academic-related
activity. The successful decryption allowed a clear view of the traffic content, confirming that the
client was engaged in typical online behavior after connecting to the wireless network.
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In Task D, I used aircrack-ng to perform a WPA2 dictionary attack on the capture file
WPA2-P5-01.cap. The attack was successful, and I recovered the network password: messenger.
The wireless network had the ESSID CyberPHY, and the client MAC address observed in the
EAPOL handshake was 00:9a:cd:b8:3d:23. After decrypting the capture using the recovered key,
I opened the traffic in Wireshark to search for DNS or HTTP activity. However, no DNS or
HTTP packets were found, which suggests that either the client did not access any websites
during the capture period or that the relevant traffic was not captured. This highlights a limitation
in passive capture analysis depending on timing and traffic, some expected data might not be
present even after successful decryption.



Report

Task A: Linux Password Cracking

In Task A, I went to Kali Linux where I created several users, groups, and passwords to simulate
a basic system setup. The goal was to observe how password hashes are stored and how they can
be cracked. After the setup, I extracted password hashes and used John the Ripper to perform
offline cracking. This task showed how easily weak or common passwords can be exposed with
minimal effort.

Task B: Windows Password Cracking

Task B focused on Windows 7 password security. I created user accounts with predefined
passwords, then used Meterpreter to dump the password hashes from the system. These hashes
were then cracked using John the Ripper. I also used Cain & Abel to run a dictionary attack on
one of the hashes. This demonstrated real-world password vulnerabilities in Windows systems
and how attackers can exploit them with free, widely available tools.

Task C: WEP and WPA?2 Traftic Decryption

In Task C, I shifted to analyzing WiFi security. Using Aircrack-ng, I first cracked a
WEP-encrypted capture file and successfully recovered the key. I then opened the decrypted .cap
file in Wireshark, filtered EAPOL packets, and identified the client MAC address, as well as
several DNS lookups including websites like www.google.com, www.apple.com, and
www.odusports.com. This task highlighted how weak encryption like WEP can expose network
traffic to eavesdropping and data theft.

Task D: WPA2 Dictionary Attack

In the final task, I used a dictionary attack on a WPA2 handshake file using Aircrack-ng. The
attack successfully revealed the network password: messenger. I also extracted the client MAC
address (00:9a:cd:b8:3d:23) and confirmed a complete handshake was captured. While I did not
find any HTTP or DNS traffic in Wireshark for this capture, I think this task highlights the
importance of strong WiFi passwords and how vulnerable networks can be if common or weak
passwords are used.
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