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Terminal - student@kali.example.com: ~

ip a
v ¥ <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
link/loopback ¢
inet /8 scope host lo
valid_1ft forever preferred_lft forever
inet6 /128 scope host noprefixroute
valid_lft forever preferred_lft forever
<BROADCAST ,MULTICAST ,UP,LOWER_UP> mtu 9001 qdisc mq state group defa
qlen 1000
link/ether 6:11 FE:ff:ff:ff
inet /20 brd scope global dynamic ethe
valid_lft 3382sec preferred_lft 3382sec
inet6 /64 scope link proto kernel_l1
valid_lft forever preferred_lft forever
32 <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 9001 gdisc mq state group defa
ult qlen 1000
link/ether € brd ff:ff:ff:ff:ff:ff
inet /20 brd scope global dynamic ethi
valid_1ft 3382sec preferred_lft 3382sec
inet6 /64 scope link proto kernel_ll
valid_1ft forever preferred_lft forever

brd

brd ff

o=
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Terminal - student@kali.example.com: ~
Edit View Terminal Tabs Help
valid_1ft forever preferred_lft forever
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 9001 qdisc mq state group defa
qlen 1000

link/ether

) brd ff
inet /20 brd

scope global dynamic ethl
valid_1ft 3382sec preferred_lft 3382sec

inet6 /64 scope link proto kernel_l1
valid_1ft forever preferred_lft forever

ipconfig
Command 'ipconfig' not found, did you mean
command 'hipconfig' from deb hipcc
command 'iconfig' from deb ipmiutil
command ‘ifconfig' from deb net-tools
command 'iwconfig' from deb wireless-tools
Try: sudo apt install <deb name>

pwd
/home/student
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Terminal - student@kali.example.com: ~

Terminal Tabs Help

echo "Quan Burchette"
Quan Burchette

mkdir XXXX
mkdir 01226537

s -lh
total 40K
drwxrwxr-x 2 student student
drwxr-xr-x student student
drwxr-xr-x student student
drwxr-xr-x student student
drwxr-xr-x student student
drwxr-xr-x 2 student student
drwxr-xr-x student student
drwxr-xr-x 2 student student
drwxr-xr-x student student
drwxrwxr-x 2 student student
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Terminal - student@kali.example.com: ~

File Edit View Te na Tabs Help

drwxr-xr-x 2 student student 4.0K Jan
drwxr-xr-x 2 student student 4.0K Jan 2
drwxrwxr-x 2 student student 4.0K Jan

touch for01226537.txt

ls -lh ~

total 40K

drwxrwxr-x 2 student student
drwxr-xr-x 2 student student
drwxr-xr-x student student
drwxr-xr-x student student
drwxr-xr-x 2 student student
drwxr-xr-x 2 student student
drwxr-xr-x 2 student student
drwxr-xr-x student student
drwxr-xr-x 2 student student
drwxrwxr-x student student
-I'W-Irw-r-- student student 127 for01226537.txt

4




C 23 console.virginiacyberrange.net/exercises/7e382ebd-ddc5-48cc-bffe-935575c1b6ba/accesspoint

ndham at Ham.

mv 01226537 cyse301

ls
for01226537. txt

console.virginiacyberrange.net/exercises/7e382ebd-ddc5-48cc-bffe-

ndham at Ham.

Terminal - student @kali.example.com: ~

Helg

for01226537.txt

cp /etc/passwd ~/passwd_01226537

s -1h ~
total 44K
drwxr-xr-x student student
drwxr-xr-x student student
drwxr-xr-x 2 student student
drwxr-xr-x student student
drwxr-xr-x 2 student student
drwxr-xr-x student student
drwxr-xr-x 2 student student
drwxr-xr-x 2 stu student
drwxrwxr-x student student
drwxrwxr-x student student 4. 7 124
~IW-IW-Ir-~ student student 27 127 for01226537.txt
-I'W-r--r-- student student 3.4 2 141 passwd_01226537

Step8and9
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Terminal - student @kali.example.com: ~

Ly Help
drwxr-xr-x 2 student student
drwxr- X 2 student student
drwxr-xr-x 2 student student
drwxr-xr-x 2 student student
drwxrwxr-x 2 student student
drwxrwxr-x 2 student student
-rw-rw-r-- 1 student student
-rw-r--r-- 1 student student

127 for01226537.txt
2:41 passwd_01226537

NNNNN

head -n 6 ~/passwd_01226537
root:x:0:0:root:/root:/bin/bash
daemor 1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys sys:/dev:/usr/sbin/nologin
5534:sync:/bin:/bin/sync
:60:games:/usr/games: /usr/sbin/nologin

grep www ~/passwd_01226537
-data:x:33:33: -data:/var/ :/usr/sbin/nologin

Step 10aand 10b

head -n 6 ~/passwd_01226537
/bin/bash
:daemon: /usr/sbin:/usr/sbin/nologin
/usr/sbin/nologin
:sys:/dev:/usr/sbin/nologin
:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin

grep www ~/passwd_01226537

-data:x:33:33: -data:/var/ :/usr/sbin/nologin




