
Task A 

1. Open Wireshark on External / Attacker Kali and listen on interface “eth0”. 

 
 

2. Open a new terminal in Attacker Kali, then ping the Ubuntu VM for 5 – 10 seconds. 

 
 

3. Open a new web browser tab in Attacker Kali (even if no webpage will be displayed)  



 
 

4. Stop capturing (by clicking the red button on the tool bar) 

 
 
Q1. How many packets are captured in total? How many packets are displayed? 553 
captured and 553 displayed. 



 

 
 
Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question 
(Q1). 533 captured and 553 displayed. 

 
 



Q3. Select an Echo (reply) message from the list. What are the source and 
destination IPs of 
this packet? What are the sequence number and the size of the data? What is the 
response time? Ip is 192.168.217.3, destination ip is 192.168.10.18, sequence is 
1/256, size is 40, and response time is 0.000019600 
 
Q4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed? 
553 being displayed. 

 
 
Q5. Find a DNS query packet. What is the domain name this host is trying to 
resolve? What is 
the source IP and port number, destination IP and port number?  Source ip is 
192.168.217.3, port number is 45595, the destination ip is 192.168.217.2 port 
number is 53.

 
 
Q6. Find the corresponding DNS response to the query you selected at the previous 
step, and 



what is the source IP and port number, destination IP and port number? What is the 
message replied 
from the DNS server? Source ip is 192.168.217.3, port number is 45595, destination 
ip is 192.168.217.3 port number is 53

 
 
Task B1 
 
A. Launch and run Wireshark in Internal Kali 

 
 

 

 

B. Open two terminals on External Kali VM. Use one to ping Ubuntu VM, and use 
the other to ping Internal Kali. 
 



 
 

 
C. Apply proper display or capture filter in Wireshark on Internal Kali VM to show 

active ICMP traffic. 



 
 
 

D. Apply a proper display or capture filter on the internal Kali VM that ONLY displays 
the ICMP request that originated from the external Kali VM and goes to the 
Ubuntu64-bit VM. 
 
 

 
 



Task B2 
 
A. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you 

need to use External Kali to access this FTP server by using the command: ftp 
[ip_addr of ubuntu VM]. The username for the FTP server is student, and the 
password is password. You can follow the steps below to access the FTP 
server. 
 

 

 

B. Unfortunately, Internal Kali, the attacker, is also sniffing into the 
communication. Therefore, all of your communication is exposed to the 
attacker. Now, you need to find out the password used by External Kali to 
access the FTP server from the intercepted traffic on Internal Kali. You need 
to take a screenshot and explain how you found the password 



 

  

C. After you successfully find the username & password from the FTP traffic, 
repeat the previous step (2.a), and use your MIDAS ID as the username and 
UIN as the password to re-access the FTP server from External Kali. Although 
External Kali may not access the FTP server, you need to intercept the 
packets containing these “secrets” from the attacker VM, which is Internal 
Kali. 

 



 


