Task A

1. Open Wireshark on External / Attacker Kali and listen on interface “eth0”.

\ .= " G v 1 3 4 Attacker Kali - Bternal Workstation on CY301-TBURCOTY
o= L]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AdADMAG s RER@ a¢>»>n«>PEoool

Source Destination Protocol Length Info

® B ethO: <live capture in progress> No Packets Profile: Default

Attacker Kali - External Workstation on CY301- TBURCOTY

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

root@kali: ~

File Actions Edit View Help

10 192.168.10.18
PING 192 8. 92. 10.18) 56(84) bytes of data.
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icmp_seq=6
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Frame 1:
Ethernet
Internet
Internet

® L ethO: <livecz

3. Open a new web browser tab in Attacker Kali (even if no webpage will be displayed)



“ = " o -’ v 1 ) 3 4 Attacker Kali - Bxternal Workstation on CY301-TBURCOTY nonpXx ) A @ 3

] Kali Linux

C @ O file://lusr/share/kali-defaults/web/homepage.html ® 0

KaliLinux @ KaliTools # KaliDocs N KaliForums o Kali NetHunter Exploit-DB Google Hacking DB OffSec @ Nessus Essentials / Fo pfSense - Login

GET KALI BLOG DOCUMENTATION v COMMUNITY v COURSES v DEVELOPERS v ABOUT v

1] Documentation & Kali Tools

Check out what's new in the latest release of Kali Linux!

4. Stop capturing (by clicking the red button on the tool bar)

.. ODU Portal Assignment -2 -Tra X SP26cyse301tburc011 > Introductior X New chat 3 t 4 Gemini

(] 25 cyber.lab.cova-cci.org/#/client/ODQ3AGMAbXIzcWw B % 2 = Q School Relaunch to update :

Wyndham at Ham. [ All Bookmarks
| 1 " Workstati 01-TE! y
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*eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODOAG cBBM@ 2 ¢«»>»n«>»HPEoool
(WApply y =)+

No. Time Source Destination Protocol Length Info
544 264.625309800 54 Standard|
545 264.625317500 54 Standard
546 267.250680900 85 Standard‘
547 267.250704600 85 Standard|
548 267.252117800 54 Standard
549 267.252118100 54 Standard
550 267.271478900 95 Standard
551 267.271497700 95 Standard
552 267.274059200 54 standard
553 267.274066800 54 Standard
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Frame 1: 98 bytes on wire (784 bits), 98 byt
Ethernet II, Src: Microsoft_40:57:27 (00:15
Internet Protocol Version 4, Src: 192.168.2
Internet Control Message Protocol

® L wireshark_ethOOMK7J3.pcapng = Packets: 553 - Displayed: 553 (100.0%) - Dropped: 0 (0.0%) = Profile: Default
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Q1. How many packets are captured in total? How many packets are displayed? 553
captured and 553 displayed.
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Destination Protocol Length Info
Standard
Standard
Standard
Standard
Standard
Standard
Standard|
Standard
Standard
Standard

625309800
625317500
250680900
250704600
252117800
252118100
271478900
271497700
.274059200
274066800
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Frame 1: 98 bytes on wire (784 bits), 98 byt
Ethernet II, Src: Microsoft_40:57:27 (00:15
Internet Protocol Version 4, Src: 192.168.2
Internet Control Message Protocol

® K wireshark_ethOOMK7J3.pcapng = Packets: 553 - Displayed: 553 (100.0%) - Dropped: 0 (0.0%) = Profile: Default
share >

Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question
(Q1). 533 captured and 553 displayed.
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Source Destination Protocol Length Info
Standard
Standard
Standard
Standard
Standard

4 Standard
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625309800
625317500
250680900
250704600
252117800
252118100
271478900
271497700
274059200
274066800
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Frame 1: 98 bytes on wire (784 bits), 98 by
Ethernet II, Src: Microsoft_40:57:27 (00:15
Internet Protocol Version 4, Src: 192.168.2
Internet Control Message Protocol

® K Internet Contro...tocol: Protocol:  Packets: 553 - Displayed: 553 (100.0%) - Dropped: 0 (0.0%) = Profile: Default
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Q3. Select an Echo (reply) message from the list. What are the source and
destination IPs of

this packet? What are the sequence number and the size of the data? What is the
response time? Ip is 192.168.217.3, destination ip is 192.168.10.18, sequence is
1/2586, size is 40, and response time is 0.000019600

Q4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?

Aftacker Kali - Bxternal Workstation on
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553 being displayed.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s BABR@ ac>n«>WEOoool

Source Destination Protocol Length Info
.144460200 Microsoft_40:57:27 Microsoft_40:57:38 42 who has |
.145415700 Microsoft_40:57:38 Microsoft_40:57:27 42 192.168.]
010562200
.035651800 . . . 98 Echo
.011966400 . . . 98 Echo
.040063500 . . S 98 Echo
.013667100 . . . 98 Echo
.051374400 : . . 98 Echo
.015172900 . . ‘ 98 Echo (pif
.033288400 98 Echo (pit
9 00 = 5 3 3 88 d.

....... Biians sees nena aess i 15 5d 40
Type: IPv4 (0x0800) 54 97 80
» Internet Protocol Version 4, Src: 192.168.:Z a 12 08 00
D 00 7c b4
Type: 8 (Echo (ping) request) 17 18 19
Code: © 27 28 29
Checksum: ©x18b5 [correct] 37
[Checksum Status: Good]
Identifier (BE 996 (0x7914)
Identifier (LE): 5241 (0x1479)
Sequence Number (BE): 7 (©0x0007)
Sequence Number (LE): 1792 (6x0700)

® K Bytes 58-97: Data (data.data) Packets: 553 - Displayed: 553 (100.0%) - Dropped: 0 (0.0%) = Profile: Default

Q5. Find a DNS query packet. What is the domain name this host is trying to
resolve? What is

the source IP and port number, destination IP and port number? Source ip is
192.168.217.3, port number is 45595, the destinationip is 192.168.217.2 port
number is 53.

Time to Live: 64
Protocol: UDP (17)
Header Checksum: Oxa2e8 [validation disabled]
[Header checksum status: Unverified]
17.3

Source Address: 192 :
Destination Addre 192.168.217.2
~ User Datagram Protocol, Src Port: 45595, Dst Port: 53
Source Port: 45595
Destination Port: 53
Length: 42
Checksum: 0x3393 [unverified]
[Checksum Status: Unverified]

® B Internet Protocol Version 4 (ip), 20 bytes Packets: 553 - Displayed: 553 (100.0%) - Dropped: 0 (0.0%) = Profile: Default
— -

A A

>

Q6. Find the corresponding DNS response to the query you selected at the previous
step, and




what is the source IP and port number, destination IP and port number? What is the
message replied

from the DNS server? Source ip is 192.168.217.3, port number is 45595, destination
ipis 192.168.217.3 port number is 53

Source Address: 192.168.217.3 08 00 45700
ination Address: 192.168.217.2 d9 ©3 co a8

» User Datagram Protocol, Src Port: 45595, Dst Port: 53 2 01 00 00 01
Source Port: 45595 £ 75 7 6d 6f 7a 69

Destination Port: 53

Length: 42

Checksum: 0x3393 [unverified]
[Checksum Status: Unverified]

[Stream index: 38]
[Timestamps]
UDP payload (34 bytes)
» Domain Name System (query)
® E Internet Protocol Version 4 (ip), 20 bytes Packets: 553 - Displayed: 553 .0%) - Dropped: 0 (0.0%) = Profile: Default
3 " ey
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Task B1

A. Launch and run Wireshark in Internal Kali

B EF Kali - Internal Workstation on CY301-TBURCO11 - Virtual Machine Connection

File Action Media View Help
@0 unw o By
Y ' ]| 1 3 4 ] ) J O (genmon)XXX ¢)

. Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s RBE@ a2 c>n<«>WEoool
M[Applyadisplayfitter . <Ctel-py =3+

No. Time Source Destination Protocol Length Info
1 0.000000000 fe80::cf01:6444:5b9.. ffo2::2 ICMPVE 62 Router Solicit .

» Frame 1: 62 bytes on wire (496 bits), 62 byi 33 33 00 00 00 40 57 24 86
Ethernet II, Src: Microsoft_40:57:24 (00:15 bd 3d 00 08 3a 00 00 00 00
Internet Protocol Version 6, Src: fe80::cfe 64 44 5b 9f 6e 54 : 00 00 00
Internet Control Message Protocol v6 00 00 00 0O 00 02 fd 00 00 00

B Hyper-V Manager B prsense - Firewall 6 204-64 M Kai - Internal Work
9 20 ~

B. Opentwo terminals on External Kali VM. Use one to ping Ubuntu VM, and use
the other to ping Internal Kali.



E & Kali - Internal Workstation on CY301-TBURCO11 - Virtual Machine Connection

File Action Media View Help
Recy @0 uw O Py
imBPe

.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAOG s BB@ a2 ¢«»n0<«>PE ool

No. Time
1 0.600000000

PIPYENGELEEREL  File Actions Edit View Help

3 565.9887743
4 565.9888746!

Frame 1:

Ethernet II, cC:
Internet Protocol
Internet Control M

o ] m Hyper-V Manager

168.10.13

.10.
.10.
.10.
.10.
.10.
.10.

E% pFsense - Firewall 6.

- Internal Workstation on CY301-TBURCO11 - Virtual Machine Connection

Action Media View Help
OFoXe) B o B
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root@kali: ~

B ubuntu?

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG® s RAE@a<«<>n«>WEoool

35 668.
36 668.
37 669.
38 669.
39 670.
40 670.
41 671.
42 671.
43 672.
44 672.

Frame 1: 62 bytes
Ethernet II, Src:
Internet Protocol
Internet Control M

o i q

fr 192. .10.

,rh Hyper-V Manager

File Actions Edit View Help

2.168.10.18

root@kali: ~

10.18 (192.168.10.1

|
1
1
|
1
.1
1
1
1
1
1

B pFsense - Firewall 6

-
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C. Apply proper display or capture filter in Wireshark on Internal Kali VM to show

active ICMP traffic.




B &F Kali - Internal Workstation on CY301-TBURCO11 - Virtual Machine Connection
File Action Media

2@ 0
TILXCHEEERIEY

. Capturing from ethO

File Edit

View Help

View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODAOG® c BRR@ 2 ¢« »n «>»WE oo ol

E3 -]+ internal Kali

Filter Buttons Preferences... Label: internal kali Filter: icmp

v OK % Cancel

Comment:
Source Destination Protocol
921869100
921878000
922259900
922273400
930268200
930275900
372619200
37544850

oo

Length Info
78 Standard que
78 Standard que
78 Standard que
78 Standard que
78 Standard quer
78 Standard que
98 Echo (ping)
98 Echo (ping)

.168.
.168.
.168.

Frame 1:
Ethernet
Internet
Internet

62 bytes on wire (496 bits), 62 by1
I, 8 Microsoft_40:57:24 (© 5
Protocol Version 6, Src: fe80::cf@
Control Message Protocol v6

00 00
00 08
Sb of
00 00

00 02 00 15
3a ff fe 80
6e 54 ffle2
007982 85 ee

40 57 24 86
00 00 00 00
00 00 00 00
fd ee ee 00

B ubunt

m Hyper-V Manager

I pFsense - Firewall 6 B Kaii - Intemal Work..

9

Apply a proper display or capture filter on the internal Kali VM that ONLY displays
the ICMP request that originated from the external Kali VM and goes to the
Ubuntu64-bit VM.

&P Kali - Internal Workstation on CY301-TBURCO11 - Virtual Machine Connection

File Action Media Help
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. Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools
ADA® R BRRM@ 2@ ¢« »n «>PE ocool
A ficmp I

View
O (genmon)XXX )

Help

E3 -]+ internal Kali

Filter Buttons Preferences... Label: Ubunto Filter: icmp

v OK X Cancel
Comment:

Source Destination Protocol

.168.

.168.

.168.

.168.

.168.

.168.

.168.

.168.

Length Info
98 Echo (ping)
98 Echo (ping)
98 Echo (ping)
98 Echo (ping)
98 Echo (ping)
98 Echo (ping)
98 Echo (ping)
98 Echo (ping)

284022900

300312900
.285863400
.288355300
.287832500
.289007700
.289534900
.290451500

5d 40 57 24 86
00 00 00 00 00

Frame 1:
Ethernet

62 bytes on wire (496 bits),
Microsoft_40:5

33 00 00
3d 00 8

00 02 00 15
3a ff fe 80

62 byt
Src:

1I,
Internet
Internet

m Hyper-V Manager

Protocol Version 6,
Control Message Protocol v6

24 (00:15

Src: feBo::c

B prsense - Firewall 6

44 s5b 9f
00 00 00

B Ubuntu 2204-64-bit

6e 54 Ffle2
88782 85 00

00 00 00 00 00
7f fd o0 00 00

B Kali - Internal Work




Task B2

A. Ubuntu VMis also serving as an FTP server inside the LAN network. Now, you
need to use External Kali to access this FTP server by using the command: ftp
[ip_addr of ubuntu VM]. The username for the FTP server is student, and the
password is password. You can follow the steps below to access the FTP

B Kali - Internal Workstation on CY301-TBURCO11 - Virtual Machine Connection = o
E File Action Media View Help

Recy @0 unw o By
Bl P O] 2 3 4]c¢ O (genmon)XXX 4) A @ 440 | @

.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
root@kali: ~ m
(=0 ]

File Actions Edit View Help 1+
*| internal Kali

v OK X Cancel

Length Info

98 Echo (ping)

98 Echo (ping)

UNIX. 98 Echo (ping)

to transfer files. 98 Echo (ping)
98 Echo (ping)

98 Echo (ping)

98 Echo (ping)

98 Echo (ping)

4:40 AM

e ] m Hyper-V Manager B prscnse - Firewall 6. B Ubuntu 2204-64-bit.. I Kali- Internal Work.. A T 98 501006

B. Unfortunately, Internal Kali, the attacker, is also sniffing into the
communication. Therefore, all of your communication is exposed to the
attacker. Now, you need to find out the password used by External Kali to
access the FTP server from the intercepted traffic on Internal Kali. You need
to take a screenshot and explain how you found the password



&P Kali - Internal Workstation on CY301-TBURCO11 - Virtual Machine Connection
File Action Media View Help
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Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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Filter Buttons Preferences... Label: Filter: ftp

X Cancel
Comment:

Time Source Destination Protocol Length Info

.000000000  192. .16.13 192. .10. DNS 78 Standard
.000013900 . .10. : .10. 78 Standard
.002996300 . .10. « .10. 78 Standard
.003005800 . .10. . .10. 78 Standard
003159700 . .10. - .10. 78 Standard
.003177500 . .10. o .10. 78 Standard
.005912700 . .10. 78 Standard
005913000 78 Standard
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Frame 1: 78 bytes on wire (624 bits
Ethernet II, Src: Microsoft_40:57:24 (00:15
Internet Protocol Version 4, Sr 192.168.1(
User Datagram Protocol, Src Port: 43922, Dst!
Domain Name System (query)

m Hyper-V Manager B prsense - Firewall 6 B Kali - Internal Work.

C. After you successfully find the username & password from the FTP traffic,
repeat the previous step (2.a), and use your MIDAS ID as the username and
UIN as the password to re-access the FTP server from External Kali. Although
External Kali may not access the FTP server, you need to intercept the
packets containing these “secrets” from the attacker VM, which is Internal
Kali.

& Kali - Internal Workstation on CY301-TBURCO11 - Virtual Machine Connection
File Action Media View Help
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s RB@ a2 c>n<«>WEoool

A [y - R — Be= )+

Filter Buttons Preferences ° root@kali: ~

File Actions Edit View Help

(
Name (1 .10.18:root
31 Ple specify the p.
Password:
530 Login incorrect.
ftp: Login failed
ftp>

Frame 1: 78 bytes
Ethernet II, Src:
Internet Protocol
User Datagram Prot
Domain Name System

O By reevManager B prsense - Firewall 6. B Ubuntu 2204-64-bit.. I Kali - Internal Work..
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. Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® G BRRM@ 2a ¢« »n «>HWPE oo ol
(W|ftp
No. Source Destination Protocol Length
27.678409400 . .10. . .10. Response: 220 (vsFTPd 3.0.5)
27.678496500 : .10. : .10. 56680 . 21 [ACK] Seq=1 Ack=21 Win=65516 Len=0 TSval
32.765259800 . .10. . .10. Request: USER tburceiil
32.766782500 s .10. . .10. 21 ~ 56680 [ACK] Seq=21 Ack=16 Win=65280 Len=0 TSva
. 766790300 ¥ .10. B .10. Response: 331 Please specify the password.
. 766910400 . .10. - .10. 56680 . 21 [ACK] Seq=16 Ack=55 Win=65482 Len=0 TSval
.475499200 . .10. . .10. Request: PASS 01226537
.518145600 . .10. . .10. 21 . 56680 [ACK] Seq=55 Ack=31 Win=65280 Len=0 TSva
495345200 . .10. c .10. Response: 530 Login incorrect.
.495412500 . .10. a .10. 56680 . 21 [ACK] Seq=31 Ack=77 Win=65460 Len=0 TSva

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bi 40 57
Ethernet II, Src: Microsoft_40:57:24 (00:15:5d:40:57:24), Dst: cf 65 co
» Internet Protocol Version 4, Src: 192.168.10.13, Dst: 192.168.1 a 3e 80 61

Bl Transmission Control Protocol, Src Port: 53516, Dst Port: 21, S 8 Ga ca

® K File Transfer Protocol (FTP): Protocol Packets: 20 - Displayed: 20 (100.0%) Profile: Default




