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yseradd: group

iseradd: group ' ' does not exist

File System

01226537

useradd: group '01226537' does not exist

userl

1id=1002(user1) gid=1002(cyse301) groups=1002(cyse3




Six passwords

User Password Complexity Level
userl 12345 Very Weak

user2 password ~ Weak

user3 cyse301 Basic

user4 Secure123 Medium

user5 Cyse@2025 Strong

user6 T9SkL!7zP Very Strong
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passwd:

/etc/passwd /etc/shadow - 0122
/root/.john

01226537-HASH
2utESrNE36omIL5x . $b500hfIM30QAOPNTXDDV201DIwlealLEGMMMOSawdoP
usr/bin/zsh
ysr/sbin:/usr/sbin/nologin
sbin/nologir
sbin/nologin
bin/sync
ysr/sbin/nologin
2/ma ssr/sbin/nologin
spool/lpd:/u sbin/nologin

File System

ail: sbin/nologin
sbin/nologir

sbin/nologir

nologir
nologi
Mailing List

usr/sbin/nologin
red:/rur
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sbin/nologir
VMshare sbin/nologin
H var/lib/ope s sbin/nologir
1i:$y$j9T$glYiQhCWNL.Q9sL/M5cX0/$I6qRNOUQXN . 6Hv7Lzm] jToyraokBLBwmGS5218a4Y7N
D:1000:1000:,,,:/home/kali:/usr/bin/zsh
3 xrdp:/u sbin/nologin
2 1DS:/var/log/snort:/usr/sbin/nologir
40 :/usr/sbin/nologin
:1001:1001:Splu . t/splunk:/bin/bash
:$y$319TSht zkwKP6y6tp8KIFRCM/J0$8HHNFel6¢Np . L 7wvMPiAsdfcpkVIny jtuj61DAOEV
2 /bin/sh

2 bin/sh
3:8y$19T$MuISSFLCWQRCWRQATAESf1$7Tyg0tQyPMQtp! H.DIS1E0laN2WIDGSLDzsGmF
M8:1004:1002 user3:/bin/sh

01226537 -HASH
Using default input encoding: UTF-8

No password hashes loaded (see FAQ)
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003:1002:: s sh
1$y$39T$MuISSFL CWRQATAESf1$7Tyg0tQyPMQtpuErsH. DIS1E01aN2WIDGSLDZSGMF
1002 :: /home sh

01226537-HASH
ult input encoding: UTF-8
hashes lo (s FAQ)

01226537 -HASH
0 left

Syste

nHash. txt
No such

TASK C
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WinHash. txt
WinHash.txt: No such file

WinHash.txt
No such file or directory

md5

ats (149 dynamic formats shown as ju “dynamic_n" here)

bsdicrypt, crypt, crypt-long, bcrypt, scrypt, LM, AFS,

aix-ssha512, andOTP, ansible, argon2, as400-des, as4@0-sshal, as
django-scrypt, d , dmg, domino dominosec8, DPAPI gonf <
mscash2, MSCHAPv2, mschapv2-naive, krbS5pa , mssql, mssqles sql12,
net , netntlmv2, netntlm, netntlm-na net-shail, S,
Padlock, Palshop, PBKDF2-HMAC-MD4, PBKDF2-HMAC- 2-HMAC-SHA1,

pgpwde, phpass, PHPS, PHPS2, pix P, po, post P P
Raw-Blake2, Raw-Keccak, Raw-Keccak-25 Raw-MD4, Raw- u, Raw-SHA1,

solarwinds, SSH, s bog-256, Stribo S in SybaseASE,
Sybase-PROP, tacacs-plus, tcp plegram T r aes_xts,
HMAC-/'('", HMAC-SHA1, HMAC-SHA224, 2 HMAC-SHA384, HMAC-SHAS12,
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ssha512, andOTP, ansible, argon2, as40@-des, as400-sshal, asa
VMshare 1jar rypt, d dominosec, dominosec8, DPAPImk, dragonfl 2,
ash2, MSCHAPv2, m pv2- krbSpa--°, mssql, mssg ssql12,
net , netntlmv2, netntlm, netntlm-naive, net-shal, r
Padlock, Palshop, Panama, PBKDF2-HMAC-MD4, PBKDF2-HMAC

pgpwde, phpass, PHPS, PHPS2, pix- PKZIP, po, pc
Raw-Blake2, Raw-Keccak, Raw-Keccak-256, Raw-MD4, Raw

solarwinds, SSH, sspr, Stribog-256, Stribog-512, STRIP, Sun » SybaseASE,
Sybase-PROP, tacacs-plus, tcp ’ legram, tezos, Tiger, tc_aes_xts,
HMAC , HMAC-SHA1l, HMAC-SHA224, HMAC-SHA256, HMAC-SHA384, HMAC-SHAS12,

E mdShashes. txt
File System mdShashes. txt
Unknown option: "-—wordllist=/usr/share/wordlists/rockyou.txt”

md5hashes. txt

® password hashes crac




