CYSE 301: Cybersecurity Techniques and
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Assignment 4: Penetration Testing in Microsoft Windows
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Task A: Exploiting SMB Vulnerability on Windows XP
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Through carefully constructed RPC queries, remote attackers can execute arbitrary code
thanks to the MS08-067 vulnerability, a serious flaw in the Windows Server service. Worms
and malware frequently exploited this serious vulnerability, which gave attackers complete
control over the machine without requiring authentication.
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Global Options:

Setting Description

Because Windows XP has an unpatched vulnerability in the Server service, the exploit is

successful. The susceptible service experiences a buffer overflow because of a specifically
constructed RPC request sent by the Metasploit module. This gives the attacker the ability
to run any code on the system, which, in this instance, creates a reverse Meterpreter shell
that returns to the attacker's computer.
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The MS17-010 vulnerability in earlier iterations of the Windows SMBv1 protocolis the target
of Eternal Blue. Several security enhancements found in contemporary systems, such as
Windows Server 2022, stop this exploit from functioning.

First, soon after the WannaCry ransomware was found and exploited the vulnerability,
Microsoft published updates for it. These patches are installed by default on contemporary
Windows systems. Second, because SMBv1 is deemed insecure, it is disabled by default in
more recent operating systems. Finally, exploitation is considerably more challenging
thanks to contemporary security features like Address Space Layout Randomization
(ASLR), Data Execution Prevention (DEP), and enhanced memory protections.

Task C: Exploiting Windows 7 with a Deliverable Payload
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