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host

Usage: host [-aCdilrTvww] [-c class] [-N ndots] [-t type] [-W time]
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[-R number] [-m flag] [-p port] hostname [server:
is equivalent to -v -t ANY

is like -a but omits RRSIG, NSEC, NSEC3
specifies query class for non-IN data

compares SOA records on authoritative nameservers
is equivalent to -v

lists all hosts in a domain, using AXFR

set memory debugging flag (trace|record|usage)
changes the number of dots allowed before root lookup is done
specifies the port on the server to query
disables recursive processing

specifies number of retries for UDP packets

a SERVFAIL response should stop query

specifies the query type

enables TCP/IP mode

enables UDP mode

enables verbose output

print version number and exit

specifies to wait forever for a reply

specifies how long to wait for a reply

use IPV4 query transport only

use TPV6 query transport only
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Attached to: Bridged Adapter -
Neme:  Realtek RTLB821CE 802, 11ac PCle Adapter
¥ Advanced
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[ (watterwinget® kali)-[~]
5 ifconfig
etho: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500

inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255

inet6 fes0::a00:27ff:fe12:db37 prefixlen 64 scopeid 0x20<link>

ether 08:00:27:12:db:37 txqueuelen 1000 (Ethernet)

RX packets 8 bytes 1519 (1.4 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 40 bytes 4386 (4.2 KiB)

TX errors 0 dropped 0 overruns 0 carrier 8 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 4 bytes 240 (240.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 4 bytes 240 (240.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

route
Kernel IP routing table
Destination  Gateway Gennask Flags Metric Ref  Use Iface

netstatdefault 10.0.2.2 0.0.0.0 s 100 0 0 et
ho
10.0.2.0 0.0.0.0 255.255.255.0 U 100 o 0 etho

[ (watteruinget® kali)-[~]
5

[ (walteruinget® kali)-[~]
$ netstat

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

ping
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unix 3 L1 STREAM  CONNECTED 17319 @67b12c1285504263/bus/

systend/bus-api-system

unix 3 [1 STREAM  CONNECTED 17300 @da22a691805caf5f/bus/

systend-logind/systen

(walterwinget® kali)-[~]
L5 ping

ping: usage error: Destination address required

host
Usage: host [-aCdilrTvww] [-c class] [-N ndots] [-t type] [-W time]
[-R number] [-m flag] [-p port] hostname [server:
-a is equivalent to -v -t ANY
-A is like -a but omits RRSIG, NSEC, NSEC3
-c specifies query class for non-IN data
~C compares SOA records on authoritative nameservers
-d is equivalent to -v
-1 lists all hosts in a domain, using AXFR
-m set memory debugging flag (trace|record|usage)
-N changes the number of dots allowed before root lookup is done
-p specifies the port on the server to query
-r disables recursive processing
-R specifies number of retries for UDP packets
-5 a SERVFAIL response should stop query
-t specifies the query type
~T enables TCP/IP mode
-U enables UDP mode
-v enables verbose output
-V print version number and exit
-w specifies to wait forever for a reply
-W specifies how long to wait for a reply
-4 use IPV4 query transport only
-6 use IPV6 query transport only
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5
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-6 use IPV6 query transport only
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-W specifies how long to wait for
-4 use TPV4 query transport only

-W specifies how long to wait for
-4 use TPV4 query transport only

-W specifies how long to wait for
-4 use IPV4 query transport only

-W specifies how long to wait for
-4 use TPV4 query transport only

-W specifies how long to wait for
-4 use TPV4 query transport only

-W specifies how long to wait for
-4 use IPV4 query transport only

reply

reply

reply

reply

reply

reply
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[ (valterwinget® kali)-[~]
5 ifconfig -a
lags=4163<UP, BROADCAST , RUNNING, MULTICAST> mtu 1500

inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255

inet6 fes0::a00:27ff:fe12:db37 prefixlen 64 scopeid 0x20<link>

ether 08: :37 txqueuelen 1000 (Ethernet)

RX packets 1 bytes 590 (590.0 B)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 31 bytes 3678 (3.5 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

ethi

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inete prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 4 bytes 240 (240.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 4 bytes 240 (240.0 B)
TX errors 0 dropped 0 overruns 0 carrier 8 collisions 0
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[ (watterwinget® kali)-[~]

$ route print

Usage: route [-nNvee] [-FC] [<AF>] List kernel routing tables
route [-v] [-Fc] {addldellflush} ... Modify routing table for AF.

route {-hi—help} [<AF>] Detailed usage syntax for specified AF.
route {-Vi—version} Display version/author and exit.

v, —verbose be verbose

-n, —numeric don’t resolve names

e, —extend display other/more information

-F, —fib display Forwarding Information Base (default)

-c, —cache display routing cache instead of FIB

<AF>Use -4, -6, '-A <af>' or '—af>'; default: inet

List of possible address families (which support routing):
inet (DARPA Internet) inet6 (IPv6) ax25 (AMPR AX.25)
netrom (AMPR NET/ROM) rose (AMPR ROSE) ipx (Novell IPX)
ddp (Appletalk DDP) x25 (CCITT X.25)
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netstat -a
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address state

udp 0 0 10.0.2.15:bootpc 10.0.2.2:bootps ESTABLISHED

raws ] ] pv6-icmp 7

Active UNIX domain sockets (servers and established)

Proto RefCnt Flags Type state I-Node Path

unix 3 1 STREAM 'CONNECTED 20907

unix 3 [ STREAM  CONNECTED 20794  /run/user/1000/bus

unix 3 1 STREAM 'CONNECTED 19813

unix 3 1 STREAM 'CONNECTED 20015

unix 3 [ STREAM  CONNECTED 20535  @/tmp/.X11-unix/Xo

unix 3 1 STREAM 'CONNECTED 20945

unix 3 [ STREAM  CONNECTED 19774  /run/systemd/journal/stdout
unix 3 [ STREAM  CONNECTED 19398  @/tmp/.X11-unix/Xo

unix 3 [ STREAM  CONNECTED 18377  /run/user/1000/pipewire-0
unix 3 [ STREAM  CONNECTED 18329  /run/dbus/system_bus_socket
unix 3 1 STREAM 'CONNECTED 20530

unix 3 [ STREAM  CONNECTED 19282  /run/user/1000/bus

unix 3 1 STREAM 'CONNECTED 18191

unix 3 (8] STREAM  CONNECTED 18334  /run/dbus/system_bus_socket
unix 3 [ STREAM  CONNECTED 20818  /run/user/1000/bus

unix 3 1 STREAM 'CONNECTED 19127

unix 3 [ STREAM  CONNECTED 18238  /run/systemd/journal/stdout
unix 3 1 STREAM 'CONNECTED 20659

unix 3 [ STREAM  CONNECTED 19446  @/tmp/.X11-unix/Xo

unix 3 [ STREAM  CONNECTED 19354  /run/user/1000/bus

unix 3 1 STREAM 'CONNECTED 19539

unix 3 1 STREAM 'CONNECTED 18333

unix 3 1 STREAM 'CONNECTED 20718

unix 3 1 STREAM 'CONNECTED 19783

unix 3 1 STREAM 'CONNECTED 19744

unix 3 L1 STREAM  CONNECTED 20831  @/tmp/.X11-unix/Xe
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unix 3 1 STREAM 'CONNECTED 20683

unix 3 L1 STREAM  CONNECTED 19319  /run/user/1000/bus
unix 3 1 STREAM (CONNECTED 19596

unix 2 [ ACC]  STREAM  LISTENING 18449  /tmp/.X11-unix/xe
unix 3 [ STREAM  CONNECTED 16053  /run/systemd/journal/s
unix 3 [ STREAM  CONNECTED 21008  /run/dbus/system_bus_s
unix 3 1 STREAM 'CONNECTED 19882

unix 3 [1 STREAM 'CONNECTED 19281

unix 3 1 STREAM 'CONNECTED 20498

unix 2 1 DGRAM 'CONNECTED 17371

unix 3 1 STREAM 'CONNECTED 19718

unix 3 (9] STREAM  CONNECTED 20031  /run/user/1000/bus
unix 3 1 STREAM 'CONNECTED 19752

unix 3 1 STREAM 'CONNECTED 20569

unix 3 (8] STREAM  CONNECTED 20853  /run/user/1000/bus
unix 3 [ STREAM  CONNECTED 20911  /run/user/1000/bus
unix 3 1 STREAM 'CONNECTED 18295

unix 2 [ ACC]  STREAM  LISTENING 18448  @/tmp/.X11-unix/Xo
unix 2 [ ACC]  STREAM  LISTENING 19626  @/tmp/.ICE-unix/878
unix 3 01 STREAM  CONNECTED 19051  @97c09cbag6278af6/bus/
d/bus-system

unix 3 L1 STREAM  CONNECTED 19126  ad774cfcaale3c9ub/bus/
d/bus-api-user

unix 3 L1 STREAM  CONNECTED 17319  @6fb12c1285504263/bus/
d/bus-api-system

unix 3 L1 STREAM  CONNECTED 17300  @da22a691805caf5f/bus/

d-logind/system
Es( walterwinget® kali)-[~]

1 ££02::2 ip6-allrouters ip6-loopback  localhost
££02::1 ip6-allnodes  ip6-localhost kali
[ (uatterwinget® kati)-[~]
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