CYSE 270: Linux System for Cybersecurity 
Assignment: Lab 4 – Group and User Accounts 
By: Ian Waweru 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
CYSE 270: Linux System for Cybersecurity 
The goal of this lab is to practice basic group and account management. You can choose the  Ubuntu VM on your local PC or VMware to complete this assignment.  
 
In this assignment, you should replace xxxxx with your MIDAS ID in all occurrences.  
Task A – User Account management (8 * 5 = 40 points) 
1. Open a terminal window in VM and execute the correct command to display user account information (including the login shell and home directory) for the current user using grep. 
2. Execute the correct command to display user password information (including the encrypted password and password aging) for the current user using grep. 
3. Create a new user named xxxxx and explicitly use options to create the home directory /home/xxxxx for this user. 
4. Set a password for the new user. 
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Description automatically generated with medium confidence]
5. Set bash shell as the default login shell for the new user xxxxx, then verify the change.  
[image: A screenshot of a computer

Description automatically generated with medium confidence]
6. Execute the correct command to display user password information (including the encrypted password and password aging) for the new user xxxxx using grep. 
[image: A screenshot of a computer

Description automatically generated with medium confidence]
7. Add the new user xxxxx to sudo group without overriding the existing group membership. 
8. Switch to the new user’s account.  
 [image: A picture containing text, computer, software, multimedia

Description automatically generated]
Task B – Group account management (12 * 5 = 60 points) 
Use Linux commands to execute the following tasks: 
1. Return to your home directory and determine the shell you are using.  
2. Display the current user’s ID and group membership. 
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Description automatically generated with medium confidence]
3. Display the group membership of the root account. 
4. Run the correct command to determine the user owner and group owner of the /etc/group  file. 
[image: ]
5. Create a new group named test and use your UIN as the GID. 
6. Display the group account information for the test group using grep. 
7. Change the group name of the test group to newtest. 
[image: A screenshot of a computer

Description automatically generated with medium confidence]
8. Add the current account (xxxxx) as a secondary member of the newtest group without  overriding this user’s current group membership. 
9. Create a new file testfile in the account’s home directory, then change the group owner to  newtest. 
10. Display the user owner and group owner information of the file testfile.  
[image: A screenshot of a computer

Description automatically generated with medium confidence]
11. Delete the newtest group, then repeat the previous step. What do you find?  
[image: A screenshot of a computer

Description automatically generated with medium confidence]

12. Delete the user xxxxx along with the home directory using a single command. 
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waweru@ian: -

wawerugian:-§ echo SSHELL
/bin/bash

wawerugtan:-$ 1d

1d=1000(waweru) g1d=1000(waweru) groups=1000(waweru),4(adn),24(cdrom),27(sudo)
30(dip) 46 (plugdev) , 116(1xd)

wawerugian:-$ groups

waweru adn cdron sudo dip plugdev lxd

auerugian:-$ grep 'Aroot:' /etc/group

wawerugian:-$ 1s -1 fetc/group
“rW-r--r-- 1 root root 1112 Jun 11 63:26 /etc/group
waweruglan:-§
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m waweru@ia

aweru@ian:-$ sudo groupadd test
groupadd: group 'test' already exists
waweru@ian:-$ grep test /etc/group

1x:1004:
waweru@ian:-$ sudo groupmod -n newtest test
waweru@ian:~$

Rhythmbox

[e}

Jun11 03:50
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m waweru@ia Q =

aweru@ian:-$ sudo groupadd test
groupadd: group 'test' already exists
waweru@ian:-$ grep test /etc/group
1x:1004:
waweru@ian
waweru@ian

sudo groupmod -n newtest test
sudo usermod -aG newtest xxxxx

s

$ 1
e z touch ~/testfile
$

waweru@ian:

sudo chgrp newtest ~/testfile
1s -1 ~/testfile

rW-rw-re- 1 wiweru newtest 6 Jun 11 ©3:52 /home/waweru/testfile
waweru@ian:~$
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wawerug@ian: ~

4 druXTWXr-X 2 Waweru wawery 4696 May 28 02:58

4 druxrwxr-x 2 waweru waweru 4096 May 28 03:34

waweru@ian:-$ grep <your_MIDAS> /etc/passwd

bash: /etc/passwd: Permission dented

waweru@ian: S grep <your MIDAS> /etc/shadow

bash: /etc/shadow: Permission denied

waweru@ian:-$ sudo useradd -m -k /home/xx00K XXX

[sudo] password for waweru:

Sorry, try again.

[sudo] password for waweru:

wawerugian:-$ tail Jetc/passwd

Ss5d:x:123:129:555D systen user,,,: /var/Lib/sss: /usr/sbin/nologin
Speech-dispatcher:x:124:29: Speech Dispatcher, ,,:/run/speech-dispatcher: /bin/fals

var/Lib/saned: /usr/sbin/nologin
olord colour management daemon,,,:/var/lib/colord: /usr/sbin/no

geoclue:x:127:133: : /var/1ib/geoclue: /usr /sbin/nologin
pulse:x:128:134:PulseAudio daemon, ,,:/run/pulse: /usr/sbin/nologin
gnome-initial-setup:x:129:65534: :/run/gnone-initial-setup/: /bin/false
hplip:x:130:7:HPLIP system user,,,:/run/hplip: /bin/false
gdn:x:131:136:Gnome Display Manager:/var/lib/gdn3: /bin/false

00008
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wawerugian:

bash: /etc/passwd: Perntsston dented
ueru@ion: S grep <your MIDAS> /etc/shadow
bash: /etc/shadow: Perntsston dented
weruaian: S sudo useradd -n -k /home/x00K XXX
[sudo] password for waweru:
Sorry, try agatn
[sudo] password for waweru:
werugion: S tatl fetc/passud
s55:x:123:129:5SSD systen user,,,, :/var/1ib/sss: Jusr/sbin/nologin
Speech-dispatcher :x:124:29:Speech Dispatcher ,, :/run/speech-dispatcher: /bin/fals

: : Jusr /sbin/nologin
colord:x:126:132:colord colour nanagenent daenon,,, :/var /Lib/colord: /usr /sbin/no|
Togin
geoclue:x:127:133: : /var /Lib/geoclue: /usr/sbin/nologln
pulse:x:128:134:PulseAudio daenon, ,, :/run/pulse: /usr /sbin/nologtn
gnone-inttial-setup:x:129:65534: :/ un/gnome- Lt tlal-setup/: /bin/ false
hpLip:x:130:7:HPLIP systen user,,,:/run/hplip:/bin/false
gdn:x:131:136:Gnone Display Manager: /var/1b/gdn3: /bin/false
XXXXKEX 100111601  /home/ xxKxx: /bin/ sh

rugtan:-§ sudo chsh -5 /bin/bash xioxx

werugian: § grep xxxx [etc/passwd

£:1001:1601: : /home/ <+ <2 /bin/bash

wawerugion:=5
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wawerugian: -

Togin
geoclue:x:127:133: :/var/Uib/geoclue: /usr /sbin/nologin
pulse:x:128:134:PulseAudio daenon, ,,: /run/pulse: fusr /sbin/nologin
gnone- 1nLt1al-setup:x:129:65534: :/Fun/gnone- tnitial-setup/: /bin/false
hpLip:x:130:7:HPLIP systen user,, ,:/run/hplip: /bin/false
gdn:x:131:136:Gnone Display Manager : /var /Lib/gdn3: /bin/false
k100151001 :/home/xkxx: /bin/ sh
sueruaian: § sudo chsh -5 /bin/bash xxoxx
aweru $ grep xxox /etc/passud
£x:1001:1001 1 /home/ <+ < /bin/bash
rutan: § grep xox /etc/shadow
: Jetc/shadou: Pernission dented
eru § sudo tatl fetc/shadow
S55d:+119499:0:99999:7;

Speech-dispatcher: 1:19499:0:99999:7:::
Saned:+:19499:0:99999:7:
Colord:*:19499:0:99999:7.

geoctue:+:19499:0:99999:7:
pulse:+:19499:0:99999:

gnone- nLt1al-setup:+:19499:0:99999:7: :
hpLip:+:19499:0:99999:7:

gdn: *:19499:0:99999:7.

oo 1:19519:0:99999:7:

SRR
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waweru@ian: ~

weru@lan:-$ grep xxxxx /etc/passwd
:x:1001:1001: : /home/ :/bin/bash

@ waweru@ian:-$ grep xxxxx /etc/shadow

grep: /etc/shadow: Permission denied
waweru@ian:-$ sudo usermod -aG sudo xxxxx
waweru@ian:-$ Su Xxxxx

Password:
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" waweru@ian: ~

wawerugtan: § echo SSHELL
/bin/bash
awerugtan:-$ 1d

- 1d=1600(waweru) gid=1668(waweru) groups=1000(waweru),4(adn),24(cdron),27(sudo),
30(dip), 46(pLugdev), 110(1xd)
” {ani's groups
waweru adn cdron sudo dip plugdev 1xd
awerugian:-§

B econcwe





